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Real-time identification of QQ voice communication based
on traffic statistics

Li Bing, Jin Zhigang™ , Shu Yantai
(School of Computer Science and Technology, Tianjin University, Tianjin 300072)
(™ School of Electronics and Information Engineering, Tianjin University, Tianjin 300072)
Abstract

This paper establishes the source model of QQ voice and analyzes its traffic offline in order to identify the QQ voice
traffic. Based on that, it proposes two identification methods: the Bayesian method and the heartbeat method. On the one
hand, the theory of Bayesian is employed to identify the essential character of voice traffic, which is extracted according
to the encoding at source. On the other hand, the heartbeat method is presented based on the Chi-square test by identifi-
cation of the periodic feature of non-voice traffic. The experiment resulis show that the integrated deployment of the two
methods is very effective for real-time detection of QQ voice traffic flow.

Key words: QQ voice, statistic traffic identification, Bayesian class





