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EF BAN iZiER) SIP WM& NEh N R EHEHRC
IO gtk FESL KEH
(BREIVYAY BEEHENNL 5L LAERLHE % RE 150001)

i B AUH BAN 8 st 235 47460 W X (STP) W 45 X A oy M XA % fir WX (HTTP) 8 &
REBNRHAT T AR, EXTHWEEER, LW HITP HE AL HRF
BEFRARERFENHRE . BB REEL R LR AT, 4 21 BAN
BER W mEERT AR B EHGEEENN BT BANZENEERERE
7 5%t 2 HTTP 8 ZAE YU 3 ik F 44 A B ANLE X B/ fn A W i, B’ &

7 HTTP #EAE X oy 22,

4] BAN %2, SIP, HTTP 3 EAE WX, X A

0 5 %

7 IP B G MG, IR REANMEE
SRR, RHEE RN E S, BRIT—1F
AREEVMEZSE IR R, —FEEE
BRI, 5 — IR FEE R SR, X
A B A RRBRERE R B, T 20 4RI
KRR A, R T I P ETARE
BREBR IG5 R 1k IE 5 2 ok i 2 By %
. MRS, T ARAEREY
EARZETEEA LR WRES, TUBERES
PR 2EREAITRYE, AR IEIE
WET I ZHMA. X—J7kH A BAN 28
R R . BAN 258 2 #i %t Need-
ham-Schroeder'®!, Kerberos 45 JLA>35 44 B UMY 64T T
A3H, REN T Hp B Af KRB, 7E BAN 248
FoAl B R BAERE) GNY B4, AT F8 . VO FHEA
SVO B#8% , ¥ 25t BAN By B, BT, 4
HRA X2 TE W46 46 P31 (session initiation protocol,
SIP) 17V 4% e AE i I B 22 AP EAT 43T B9 SCHR o
AR A BAN 2 58 %t SIP R 4% f AR Bri 17
A, I HAIE S BT B BT I TEE
BT I T SO S5 N (HTTP) I
IEFEEAR, DL EBA BRFEM ST, 8
X B B R RS R B 5T, ASCE X BAN 2

@ 863 1111(2006AA017451,2007AA010503 ) %5 B3 H

R H I INTE B PIR A EALNAIE B3 s R A
T, 3458 T BAN ZH#HZhAE; 47 % HTTP fHZIAIL
R IR AR T8 A0 AR U AE
TSI OIRT, R TINE PR Z 20, 308 T IR
WHTIRE.

1 BAN &3

HETHHENE AT BEEEZHEBRAENA
FERBCAERTE B &, 8 — R 5 B 3 A
AR PR R B R HEZ 2 v,

1.1 EXRE

THEFIH T BAN B8 HHKBEFS:

(1) P, Q:FEH(principal) , 162 5HH B ETT;

(2) X: W5 (formula statement) $8 #7533 5 B 1H
B

(3) K;%?}@ﬂ;

(4) {Xtgx: X HBYHK E;

(5)(X)y: HE X MBH Y BIEKER, Y FHH
IEBA T AH B (X) y B ERE B4

(6) p—>Q: £tk P REMEX % 0;
(7) Pl =X: P HEX;

(8) P X: PENIX;

(9) P| ~ X: P BZ¥iit X;

(10) P| =X: P %t X BAHEI;
(11) « (X): X BHTER;

@ B,1979 44, 1+, BIEE; Brot it BAL & 22, VoIl & %42 BEAA , E-mail: heart @ hit . du. en

(WS H #5 :2009-09-07)
— 1108 —



HIK 04 BET BAN AR SIP IAIAIE B E 2B 5T

(12) P<2—Q: K £ P, Q M3t =54,

(13) P<2 0. K £ P, 0 M RIFLESY;
(14) |5 p: KR P B9

(15) Péo: X B P, Q WMILZRE,
1.2 EEHN

BAN Z484LH 16 KBHEMM, 53K 7~/
T, EHEH B SCH  FE LB U AL | AP RN
fEMHLI BB B L FAZ 3R N, T TE %)
H— 2 R,

(HEBE XM

BRIV 2 M 8 T S BT (58 P Y B8 B A B
HEPEEMRERAN L ZENSH (R P
0 AARFRERE),

MNFAH, A

P | E(P_GE’Q) and P<|{X}g

=P|[=(Q|~ X) (B 1-1)
TR, A
P E(‘—E»Q) and P<{{ X}z

=P|=(Ql ~ X) (HLI 1-2)
T LERRE,H
P|=(P—>Q) and P<(X)y

=P|=(Ql ~ X) (HLI 1-3)

X = AN R R B — KN EER, B4
HAEPAE M HH (SREHN ) IR m R0 %
15 BH A BB R %X ARH B
(2) fhFEFR M
BRI T R S, #E
AT AR R T HAL AR E A WEIZ LEMFHE
i, Bp
Pl=(Q|=X)and
Pl=(Ql=X)=»P|=X (Fmj 2)
VR IR P AHAE @ Xt X A PR
B, P 15 Q MIfE X, B84 P HfE X,
(3) FrétRLm)
Pl=(x (X))=P|= (o (X,Y)) (FLA 3-1)
Pl=(o (X)) and P| = (Q] ~ X)
=P|=(Ql=X) (FN] 3-2)
BCHINIZEE R P A X BFTEER, R4 P
HES X ZBMEMEHB BEHEN. WE P M
5 X B¥fn, 30 PHEQBAREIX, A P
1 Q HIfE Xo
(4) f& R

Pl=(Ql ~ (X,))=P|l=(Ql ~ X)
(HLI 4)

AR R P MM Q B R BB
B4 P MG Q B REHE BT
1.3 ETFHRIE

BAN Z#A = /MR :

(1) BB

PB4 o X 45 B B [B] : past-time F1 current-
time, current-time R 45 F AR BLETTHI T 16 B L,
TMFE M RIERE past-time, 4RI — WS AE BT
RET RSB, AR ATEEEAS current-time H 2 BT
B B RRAE past-time H B 37 B9 WL A 7E current-time HY
AA—E BT RAAT I X 437 AR 1IETH B E K
Yo

(2) BHAR®

AIA TE LB HINA BRI ML B 51 2R U
0 L PN Y ek i

(3) EfMER

2 500 AR BN
1.4 SWTR

SR BAN 32 8% Up i BEAT 20 7 19— R 2B 3R 20
T

(1) #4E BAN B8RRI, W0 B irdt
ik

(2) WEZ2HisMHHERE, FHEB/HS
FAAHR;

(3) HRHE2 48 HE A N FN#) L6, X &1 1H
BT, AR Z2 B, WAEZFETREE
21, BN, RAZEH;

(4) MIBREHELR , DPTEREFTTREE,

2 AIER P R 2 WAt

SIP P H AR A HTTP #E A E 7 =X, 1
BEONIEDL R T HRER/ R & 7 =, BEE P& — 1N E
AL 56 7 (checksum) , BRI, fBREF P AR
s EBAE — A BUE R IR P 2 S, 4
Pl E— KB ER RN, E R B ERIAE, R
25 B ZE A B 48 B — N8B {H nonce, & IR
| nonce Ji , P2 A — M FTHITER , HR K P EHE Di-
gest username, realm, nonce, uri F response JH &, , '+,
response JEXJ IR F5-%5 & 1% nonce HJMA N , &2 HH
15 B nonce Z4B 7 A 19—~ 32 AT A HERIE SR
B RE. SRS 2SERIEEERE, AREN
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ZRE R BT B H % R response, S51FH K H A re-
sponse ffl ., & B M, MEXH BB ELIELEHE

Mo HMAEME 1R,

Client Server
REQUEST :I Respense: Hinonce, L ser, Pass,realm, T
~ User:  HPHE
— chellenge ] Pase: ot
nonce realm : Gl
buikd respense realm:  useriE: domain name
REQUEST T: =k

nonce, realm, usemarme, respanse

Nl D=

B 1 HITPHEINEHIY

B F7E nonce DA T B B BEAT uri, A [F] i
6] 19 nonce AR, Hh 1] 57 Wy 2 B3 R 5 A 3l 3
2 response JR DT 3k , < (A [H] 2 1 BH T A BB 75
12, B gI 0T AR s v p ek 18] RGLAT ], B H AR DS
[ i Etag HRiRBFE—30R , T BB S 1R H B 30k,
2.1 HERL

HR4E BAN BB X Ui — MR A i 5 ik, R BT
FHHEBEEEWRENEBEA T RN A, U] HTTP
HENIEBUE R E AT

A—f:» B:(4,B, X

AT
B_X:’A:{A,B,XZa{TaEmg’KBS%H%

AT
A — B:
X

3

{AaBaX:‘h {User’Pass’Realm’Un"

nonce }  }

B—?(LA:{A,B,X4}
2.2 2B

BAN ZEHZLBRHR—BIEWT:

Pl=X,0|l=X,P|l=(0Q|l=X)

HTTP fHZE N IE BHY B &4 B B s 2 AR B
KEE B, BRIBAIEN B, BE 2 Bisa
T

(1) B| _ (45> py

(2) B| _ (42 B)

(3) A‘ = (Bi(i»A)

@ 4| _ (g5 4

(5) Al = (« (X3)),B| = ( (X3))

2.3 AR

HTTP HZ AR P BB 2Rl A3 a0 F = 8. (1)
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NUEXU {8 F R I 8 3 vk ——H5 (2) AT WU B 4
EME—HEB Kp; (3)H B HIFTESE—I
BT, REUESPRET

W) 4| 2 (aL2p).B| 2 (4225

(2) Bl = (« (X3)),B| = (« (Xy)),
A| = (« (X1)),A| = (e (X3))

(3) A|=(X1,X3), B|=(X,, Xy)

(4) Al = (B =(X3,X4)),

Bl = (4| =(X1,X3))

EMHP A B KRB A 5B 5L A
5B M5 Kyt A 5 B WILERE, BBIEEAHG 1
B EAHEE X 1 X 2 A MR B, HE
X, f X, Rt B WERHKE, L A HEBEHE X,
X, BHER, B HEHE X, 1 X, EFEHN;A
MHHE X, 1 X; BHEA, B XHEHB X, 1 X, B
A A H1E B XHER X, f1 X, BB, B 15
AXHHBE X, M1 X, BB BMRE 2,3 f1 4 #PEL
Mo
2.4 MR

BAN Z#EMHEHEE N RA — W HEE, F
AR BRI BT R, i RE 0T B B, 4R & BAN
EEEEHEFMN, LIINTR BAN BB KA S, B
P SIP PILZATE BT S 7E 4R 1 5 4 R I B 4
B HB R EE S BB AE BB B
nj,

(DHBIE AN

1 SIP M IER R PG ZE BN E
172, {H BAN ZHEHEA A HNAHFAEBEREE

BRI, 20 A—> B, XA RLBESER A
BEMEX BB BREE, WA X HREE
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A—ERA,HE X WERES—ERB, BE B
ARHEBHME—ZE . BILEE SIP MZIED
PR R, T ZOH B R 2 E BN ZE B IR H
BEPIE AR, ST

(X:AXIR Dx,
B|=(X) and A B and
K
B=(A=2B)=B|_ (4% p)
(B 5-1)
{X:{Xifz_(:,AfPKAB
B|=(X)and A——> B and

B=(4<"B)B|_ (45> p)
(Hm 5-2)

{X:{Xi}E;AfKPB

B|=(X)and A—— > B and

B = (|_KE‘>A)=>B‘ _ (A_X_>B)
(F 5-3)

RN, iR A REWHEBE X 4 B, B MG
HEX, HHE X H&ERAA WAHMENHRS
HEENMHE X HHLZME KRB FSER
8 PK,p 5% B 1340 Kpp %%, B #115 Kyg 2 A M1 B
It Z BB PKag 2 A A1 B B RG2S I8 %P5
Kpa A WA, N BHEA KEHEBX%B, B
XA —AErHR, R REHA XM REREN K
AR EEH HAERENHEE,

(2)7H B et B A0

TH B B 3B 0 0 = B S U B 9 S A
P, BF IETH B E B EGE . A B T
Efe# R AR, Wi BAN i858 J 3 A FAE X Fh i H A
My, BEESE SIP IH B Z L 3 i B3 it
iz R

Al = (o (2)) andA—AX1>B=>B|E (o (X))

(L 6)
BRI, ISR A 7B T AORHB X =25
R, H A ERZ THHEE X R%E%4 B, Bk
AHEBXTET + AT BN RFER, KPP AT |
RPR%&H,
2.5 ESHRE
B IG BRR FOHE BRI 53 5% B2 B
TR

3 F %2 BAR(S)
B | = (e (X)) and B> A=
Al= (o (X)) e I 6 49

A
A= (c (X3)) a,ndA—X1>B:;>

Bl = (o (X3)) HI L] 6 75
SR PR , VT LU 28 B L B A
ST ELBERRQ):
B ‘ = (A K=—ALB) and B<]<X3>KAB=>

B| = (A] ~ Xa) HE L] 1-3 75

A
A= (c (X3)) a,ndA—X1>B:;>

B| = (o« (X3)) HHLN 6 15
B|= (e (X3)) and B| = (4| ~ X3)=

Bl = (4] = X5) HIFL 3-2 5
B|=(A|=X:) and Bl = (A| = X3)=

B| = X; B H 2 78

BEAEETLUEN, B THE X; PASEHR
RiEH A WILE Key , BT ICEEARGERN] 5 #EH %
2B, I HNFAE BN response FBYE T BI1E
ARk, R2WEHE CHWT A 5B WERG,. &
A 5B ZRERG, C ZERE T WAL LA A &
FRUER, BEEHE A KWBGEEFR, B
T

AT
C_/YT’ B:{A,B,X]%

AT
BT C:{A,B,XZQ{TaEmg’KBS%H%

2
AT
C X; B: {A,B,XE}, {UserapassaRealm’Un"
3

nonce | y}
AT

B—> C:{4,B,X,}
X,

Lz & BAr(2) BB, 78 T BRI, SEAT 0T #E
=

B ‘ = (A K=—ALB) and B<(X3)k =

B| = (4] ~ Xs) AR 1-3 18

HSERUI, B HEA RESHE X, B
b X, B C thikA RHm,

XFER2BRR(3):

HTFIRSH B A% A KEME+BER
A BCHRE, Bk AR EIERAH B R EE
MG, BRERNAERNSE A 5B HWILERE
BILZFH B A, BrLATCEE AR IE RN 1 #E
A 5B X%3HE X W A TRHABHEE X,
REH B KikG, XhFahE B R
HETFEZ2ER(1)54), WRBEEE D GWT
A 5B ZRIME(E, B TAFE A X B WINIE, B}
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LFAEDRE B W T B =
AT
A__’D:{A,B,Xl%
X
AT
D_XT A:{A,B,X21{T1Emg’KBS%H%
AT
A T D: {AaBaXE}a {Userapass’Realm’Un"
3
nonce | |
AT
D—> A:{A,B,X,}
Xy

Yit# D ARIEA B B0, KEIEE X5 ZJ5,
HEEEHE Xo B A, BRAFANE,EAF
Xk, WihvE RIES B #ATEG . WTHS:

A
D | = (o (X3)) and D—;’A:;>

Al = (« (X3)) H AR 6 15
D|= (o (X4)) and D—?{%’A:;
Al = (o (X)) H AR 6 15

WL R A HEHEE X, f1 X, RHEY,
HEHANRER X, F X, & B R, BELRLE
HE X, f X, RYEE D REH,

2.6 i

B BT LR i, F X SRR E R
ARIREE T AR B 50 B R % B R Tok
Bhiko WM ARV SHFERLEEITH
IZFRE, BT LA RGHIEE B R B E N B, 5
BEXUEI NI, eAh, RN R, R AL = 5
FHAT OIS E AR Y REEEN
etk B’ Ky 5 Kep i HIERA, B A, Kaa
5Ka/HERRA, B WEHFER I HEFEIT

Ac Client]

B: Server

EraiM,]
Taild E-:h;ll:r@

—Fpa by —————

bild B respeie
build Acealkerze

————Fra by

Authenticate Boesaonse
build Areprse

——— KoM ————]

Autienticate A respon:

HEEECHARASH I LY, Boiienge T
Bresponse 7T HIFR B RE KPR AR B MPk iK™
RN, FI S A hatienge TH A response » Aenerypt T2 7 A
IREME T L, E_M FRBREERINE %,
EBUE R HITP S ZE RN T -

(1) BPouE el PR a1t HASH, R 5 R A
AN HASHEZ 2B H] Koy , BERA KepEH
HASH {8 , B/ &2 i E WEIES AEa,
HEREB RS 25

(2) MRS #eom i B & P om i E R , B Je kiR Be
UE% 2 1 HASH {H, 0 538 o IR &5 48 o 4 K
B chattenge » SRIEHEE A Bohattenge I EUHE ELHEST HASH,
BERAMYIX HASHEE A B F] Keg, R Kp
In$E HASH B, B/e BB B A SR E, FF k%
&P o

(3) &P o B AR 5 28 0 ) DL, B SR AKIR BE:
TEAE 22 F1 HASH {8, 20 538 11 % P 5 2E B Bresponse »
HH B Achattenge » SR TG Bresponse ~ A chattenge TH
Aonerp BB AYETT HASH, 325 R FIRASI %+ HASH
HE 2R3 Ke, SR Kpp %% HASH 1B, B J5 K 3K
BAKKE ABIRE, FHRBA RS0,

(4) BRS#avm W B & 7 o i 15, B Se kR 36
UE% 2 1 HASH {H, 0 538 o IR &5 48 o 4 K
Avesponse RGBT E_M,HWEE Aveponse WE _M
B BIRA HET HASH, #:5 R FEFRASA XY HASH {HE 4
1338 Kop, R Kps % HASH 1B, B /5 B8RRI
BABIEMG, HREAE P,

BAFARME 2 iR,

Mi: 5 HKsq SIS

Mz SHEss A Betallenges HEKpa 1158

M '%ﬁ['\’."i-‘h Br:q)rs-e\ ijﬂb:@eﬁ]:’&e::rf;_- #EEKPEH[”E
M FHEsE. ArepceeFIE M. FHHKendE

Response: Hinonce,Ulser,Pass.realm, T}

nonee:

Liser:
Pass:

realm:

T:

HEE
user:@! domair name

i

B2 Hi#EE HITP fZEAE Y

FEMWA — s B UL, & P I A IR A5 A 0 9 2
BT B PRI R R FAT KM, X M4 P2
ARASCGTRIE &, B M W
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B H15 Keu e A HOAYT; A WK Kpp i B HIZAH1, B
B| = (| Fa),4| = (| BB)

HSHRINT
SFELBERA1):
B ‘E (‘—KE»A) and B<]{X1%1_<}1,A=>
B| = (A] ~ Xy) HE L] 1-2 5

Al= (o (X)) and 45> B

Bl = (e« (X1)) H AL 6 15
B|=(« (X)) and B| = (4| ~ X))
Bl = (4] = Xy) LR 3-2 78
B|=(A|=X)) and B = (4| = X1)
B| = X H B 2 75
(X X1 fx
Bl=XjandA————">B and

Bl= (| 284)=B| 2 (45 p)
BRI 5-3 15

MFR2EBERR3):
A= (| FnB) and A< X}7 =
Al= (B] ~ X) H R 1-2 48

A
B|=(x (X;)) and B—XZ’A:;>

Al= (e (X)) H B 6 75
Al= (B] = Xy) HHN 5-2 75

Al= (Bl = Xo)=Al = X, iin 273

1 X X1 dx
A |EX2and34PM’A and

Al = (| FB)oa| 2 (35 0)

HRLN] 5-3 15

M3, FE2ERQ) 5L ) Hma
FEAPLH, Bt BAE B %, ok EEsE o 0T
RBSEREL ;s EISUa A GE, ok L%,
2.7 K54t

B BT A, A I T4 AT
N SIRAIEZ R, TR =82 E €M -

(1) #Z&B¥1),(3) M (4) TLkEL L, LN
MaRiEESY . I EEFIBRP TN EENR
A 5% B W,

(2) Z2BH Q)L REHSE B HEHE X;, A
ToEEN A BIHBE X, WARE B A KEHE X,
% B,3H B WREARIHE X, WME—HZE,

(3) SIP KA B P 2R A B N 7 3K MDs,
Tk TR, EWEEFEAER SRR R
BB 7 2o

LIS ATBIPLR R AIE /S , F
PSR R BCFHE AN v 4 H 23R R L2 B 5.

W18 LA b oA e S ad B KA 48, FT XA
TEBF/ERN T F it «

(1) ZEH MBI FES, FIRE A TIE
BATH B AR E W B, B b DR Bty

(2) RAATGILE], LA BB 1579 Bt 3
Yitro

(3) FIRETFEAMATNHA LI INIE,

(4) TAIE IS 72 o 3% hn B 9 B 7, S S U Y
e NIEEE RSB P ERR IS %, R RERE
WAL, B k5T EGE

(5) HRHESEBRIE LL4E A I 18] T BRI,

3 %%

IP HL3E oA 2 A0 55 K B B9 — R i, TP R
EREE N A H 22, AW H 2R EMR,
AR BAN 3485t SIP W 4% H 9 HTTP fZALE
DRGHAT T B EES SN ERSHST
FIEAZAE I FELZ S AR, M TEHIAE R
REE B MRS G EE, mE
TR, WL 5T, 234 X BAN B 4842 H 1
TE BPTA TA TR0 0 B BT A A S L, 3R
T BAN :Z#HIThEE; 1%+ HTTP FHEVIE B R
BMPFEL AT W RAEME S, 5
TINEM R 2, 30 B T IAMEIM I ThEE, Bt
JE BRI i AT IR, SRR
W T — B Bz,

%30k
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Research on authentication protocol security for SIP networks
based on BAN logic

Zhang Zhaoxin, Du Yuejin, Fang Binxing, Zhang Hongli
(Research Center of Computer Network and Information Security Technology,
Harbin Institute of Technology, Harbin 150001)
Abstract
The formalized amalysis and deduction of the HTTP digest authentication protocol used in session initiation protocol
(SIP) networks were conducted by using the BAN logic. The limitations in the HTTP digest authentication protocol and
the impersonation attacks caused by the limitations were verified through the strict logic ratiocination. Based on the result
of the logic ratiocination and the analysis of the ratiocination process, the message identity validating rule and the message
novelty transfer rule were added to the BAN logic, and the ability for logic deduction of the BAN logic was improved. The
measures of digital signature, public and private key, two-way authentication, and key negotiation were added to the
HTTP Digest authentication protocol, and the security of the protocol was enhanced.
Key words: BAN logic, SIP, HTTP digest authentication protocol, two-way authentication
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