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(511,130,55)  39.78 3.70 0 7.09
(511,121,58)  28.52 1.75 0 11.33
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A dual cancellable fingerprint template method for securing the original
fingerprint biometric information based on BioHashing and key bindings

Chen Kaizhi, Hu Aiqun, Song Yubo, Liu Huihui, Yuan Honglin
(College of Information Science and Engineering, Southeast University, Nanjing 210096)
Abstract

For the original biometric information security in a fingerprint recognition system, this paper proposes a dual can-
cellable fingerprint template (DCFT) method based on BioHashing and key bindings. In the phase of enrollment, it firstly
irreversibly converts the feature value extracted from the original fingerprint image into a string of binary sequence with a
fixed length by BioHashing, and then binds the key to the binary sequence by the Fuzzy Commitment scheme to generate
a cancellable fingerprint template which can be stored in the database or a smaricard. In the phase of identification, the
error correcting code is employed to regain the binding key from the cancellable template with the help of query fingerprint
images. If using the DCFT method, even if all the data in the database is stolen, none of the original fingerprint biomet-
ric information will be leaked. Moreover, the stored template can be regenerated by changing the random matrix in Bio-
Hashing or the bingding key, so that the leakage of information is not available in verification. It avoids the permanent
security threat caused by non-changeability of fingerprint. In the end, the simulation result is showed to illuminate the
validity of the DCFT method.

Key words: fingerprint recognition, biometric templaie protection, key binding, BioHashing, error correcting
code, fingerCode
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