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Research on complex rules matching on a large scale
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Abstract

In view of current security systems’ needs for complex rules and the present state of the complex rules matching,
this paper proposes the concept of the string expression, a new type of rule expression, and correspondingly, gives its
maiching method, an algorithm for complex rules matching on a large scale based on the extended finite automation.
String expression can describe the logical relation and the position relation between multiple strings. The maiching is
achieved by using the two-level maiching structure. First, it checks the existing of each string using the classical string
maiching algorithm, and then drives the extended finite antomaton using the previous checking resulis. Iis time complexi-
ty and space complexity are near to the classical string matching algorithm. The experimental result shows that the string
expression and its matching method can provide a high matching efficiency as well as satisfy the complex request on se-

mantic of security systems. It resolves the complex rules matching problem on the scale of 10000 better.
Key words: string matching, regular expression, siring expression, exiending string matching, extended finite au-

tomaton
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