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A Mamdani fuzzy inference based trusted cluster-head election algorithm
for wireless sensor networks

Feng Renjian™ , Cheng Jian™ , Xu Xiaofeng”™ , Wan Jiangwen ™
(™ School of Instrument Science and Optoelectronics Engineering, Beijing University of
Aeronautics and Astronautics , Beijing 100191)
(™ Department of Unmanned Aerial Vehicle, Chinese People’s Liberation Army
Ordnance Institute of Technology, Wuhan 430075)
Abstract

A trusted cluster-head election algorithm based on Mamdani fuzzy inference (TCEM) is proposed to resolve the se-
curity issue of cluster-based routing in wireless sensor networks caused by malicious nodes selected as a cluster-head. Ac-
cording to nodes’ behaviors, the TCEM applies the Bayes’ theorem to evaluation of nodes’ trust-value, and on the basis
of this, performs the calculation of nodes’ advantage using the Mamdani method with the combination of the concentration
and the centrality so as to select the optimal nodes as trusted cluster-heads. The simulation results show that the TCEM
can effectively prevent malicious nodes from being cluster-heads, and has the better performances both in proper dis-
tributing of cluster-heads and in improving the energy efficiency of the networks.

Key words: wireless sensor networks, cluster-head election, security of routing, Mamdani fuzzy inference
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