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A new approach for network security situation predictionbased on
the immune optimization theory

Shi Yuanquan* ** |, Liu Xiaojie ", Li Tao* , Peng Xiaoning™ , Chen Wen" , Zhang Ruirui*
(* College of Computer Science, Sichuan University, Chengdu 610065)
( ™ College of Computer Science, Huaihua University, Huaihua 418000)
Abstract
To effectively monitor networks’ security situation and prevent large-scale networks from being attacked, a no-
vel network security situation prediction approach based on the immune optimization theory ( NSSPAI) is proposed.
The NSSPAI works according to the steps described belows; firsily, it gives the definitions of antigen, antibody and
affinity in the environment of network security situation prediction, and gives the mathematical models of some anti-
body optimizing operators for constructing a prediction model; secondly, the time series of network security situation
is analyzed by using the phase space reconstruction theory, and a prediction model is established by using the re-
constructed sample space and the immune optimizing modeling method ; lastly, the future network security situation
is predicted by this model. The experimental results show that the NSSPAI can forecast the future network security
situation more exactly than the genetic algorithm based prediction approach, and it is a new method for effective
prediction of network security situation.

Key words: network security, situation awareness, time series, immune optimization, prediction





