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Network security situation prediction based on scene shift

Li Zhidong, Yang Wu, Wang Wei, Man Dapeng
(Information Security Research Center, Harbin Engineering University, Harbin 150001 )
Abstract

Based on the view that the traditional methods for prediction of network security situation are unable to deal
with the complex and inconstant network security situation sequence and its various evolution rules, the paper pres-
ents a special prediction algorithm. The algorithm identifies the rules in the situation sequence from the perspective
of long range correlation, infers the subsequent effect according to occurred indication, and synthesizes the predie-
tion sequence with the weighting by the indicators of similarity, universality, contrast ratio and scaling ratio. After-
wards, an evolution algorithm is introduced to adjust related parameters according to the prediction effect, strength-
en the significance of universal cases and weaken the interference of special ones via online feedback learning, and
improve the adaptability of the prediction algorithm. The experimenal results show that the prediction algorithm can
perform excellently in identifying various long distance correlations from the super long situation sequence, keep
self-adaptive towards complex and inconstant tendencies, and is more accurate.

Key words: network security, security situation, tendency prediction, scene shift, long range correlation
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