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AACF': a logic-based framework of nonmonotonic
authorization and access control

Bao Yibao* ™ | Yin Lihua* , Fang Binxing” , Guo Li”
( * Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)
( ™ Institute of Electronic Technology, PLA Information Engineering University, Zhengzhou 450004 )
Abstract

On the basis of researching formally on the complex security policies with nonmonotonic authorization and ac-
cess control logic under incomplete context knowledge, this paper proposes a unified logic-based framework for non-
monotonic authorization and access control, called AACF. The AACF declares nonmonotonic authorization and ac-
cess control logic through the extended and stratified logic program. With the proposed syntax structure in this pa-
per, as a full-fledged authorization and access control framework, the AACF naturally possesses some advantages
such as nonmonotonic authorization, authorization propagation, and conflict checking and resolution. Furthermore,
the computational complexity of the semantic query evaluation (i. e., access control decision) algorithm of the
AACF proved to be polynomial. Hence, the AACF has the better expression ability and computing characteristic
than the existing ones.

Key words: authorization and access control, framework, security policy, semantic, logic program
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