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Active worm countermeasure based on detection

Xin Yi* ™, Zhang Qingpu”, Yang Qinghai ™ , Jin Dailiang™
( * School of Management, Harbin Institute of Technology, Harbin 150001 )
( ** Network and Information Center, Harbin Institute of Technology, Harbin 150001 )
Abstract

According to the views that traditional countermeasure technologies are not sufficient to deal with the worm
threat, and to defeat worms in an effective and timely manner, an effective worm countermeasure system must be
established, this study presented an active worm countermeasure approach based on worm detection, which detects
infectious hosts and scans susceptible hosts through the active worm countermeasure system based on detection
(AWCSD), a worm detection system in the gateway of a network. The countermeasure system will clean the worms
and patch the vulnerabilities in networks. The mathematic model of AWCSD was proposed based on the two-factor

model, and then, the worm epidemic situation curves were depicted with different parameters.

Key words: worm, vulnerability, based on detection, active countermeasure
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