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An intrusion detection method for host systems
based on behavior correlation
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Abstract

A method for detecting intrusions through analyses of host hehavior and hehavior correlation is proposed. The
method can efficiently find out the malicious software that is embedded with anomaly codes, and can be applied to
behavior-based intrusion detection systems (IDS). By mining the characters of normal and anomaly behaviors of
hosts, a way to build the Markov model of relationship of meta-behaviors and a method to detect intrusions are giv-
en. With them, the feasibility and scalability of the proposed method can be enhanced, and the sture space can be
reduced. The experimental results show that the loss-detection ratio, the ermor-detection ratio and the renew effi-
ciency of the method are better than the existing methods, although it need more time to train datasets,

Key words: correlation analysis, host system, intrusion detection systems ( [D3)
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