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Abstract
To reduce the overhead of privileged instructions and sensitive instructions in virtual machines, this paper
presents a hardware-software co-design method to deprivilege these instructions. The main idea is to modify the

source code of the operating system to deprivilege sensitive instructions and modify hardwares to deprivilege privi-

leged insensitive instructions. The two ways are coordinated to minimize the overhead of these instructions, in order

to improve the performance of virtual machines. The resulis of the experiments on the software-hardware co-design
method conducted on the boards with MIPS CPUs showed that the exceptions caused by the privileged instructions
and sensitive instructions decreased by nearly 97% and the performance of majority of programs in SPEC CINT2000

was

improved by more than 100% .

Key words; virtualization, deprivileging instructions, software-hardware co-design, privileged instructions,

sensitive instruchons
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