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@ @ vesion;-- having 1

;select * from temp;--

;update temp set numl = tester--

;drop table temp;--

m, ; ;exec master. . xp _ cmdshell *ping 127.0.0.1 --
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HEITEA S 2SI AR I BT m (V25 o7 3 ik b
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F 6 3t ASP HiF Web LA SQL FARERABEWAER

el FEFE SQL FEAFK 2RI A Web T HEAGEH My tool tool A tool B
lovel 0 (@ htip://192. 168. 111. 222/ chat/useradmin. asp ZFiIAiE FORM "4 04 v
@) htip://192. 168. 111. 222/hzp/sub. asp #2# URL "4 04 v
@ htip://192. 168. 111. 222/hzp/login. asp ZFiIAiE FORM W 04 v
lowel 1 @ hitp:.//192.168. 111. 222/hzp/ comment. asp #24% URL V' v
(&) hitp:.//192. 168. 111. 222/bbs/admin/admincheck. asp  EFiAIF FORM V'
(® hitp://192.168. 111. 222/ hzp/ vpro. asp w5 URL W
F7 7 ISP Hix Web EEHH SQL FAZLRESENLER
B gRl FEFE SQL FEAF 2T A Web T HEAGEH My tool tool A tool B
lovel 0 (Thttp.//192.168. 111. 222 8080/ mynews/admin/loginl. jsp =R IAIE FORM v Vv Vv
Bhitp://192.168. 111. 222 : 8080 mynews/ ViewNewsl. jsp #58 URL v Vv Vv
(@http.//192. 168. 111. 222 8080/ mynewsadmin/login2. jsp  EFiAIF FORM V' W
level 1 (htip./ 192, 168. 111. 222 . 8080 mymews ViewNews2. jsp #Z8 URL V' v
@ hitp.//192. 168. 111.222 ;8080 mynews/ ViewNews. jsp #58 URL V'
%8 EZELEEEHO Web TELXHBINANE
fFfEREBVSOR © @2 @ @ ® ® @© @ © ® O
MmAGREE 2 6 2 47 247 2 19 2 18 9

BB AR Web B # ERFRIE A 318
TRE AT EENSEAR™ =R T A
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A

() A XEBBRERFETESESEMNA
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tool B 14 2.3 32
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5 BT R AT
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K, 7 Web B I I T2 SHMRMEHER, Dk
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=2 FIMETE RS EEMAUSHE S
AT AR Web 57 B 4151 2 BB B
HERLRRNRE, FHik, A 305 T4
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FEHNA A R FE 4 B 5 1 B P 40 L 4 T R
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FLWRR , TR w28 Web B
FR—E B LRI .

oAb, AR S T EREME.
EREHAA" , FEESHTEE Web B FIER
B HERAAEES RERTES R EHE" .

6 % it

R ELE SN A SEM AR E
B, AR SCHTFE At I B4 f R AR = B B U R R
BRI, BIFERH, Eid % SQL HEAMB EMEK
FAGLHE SR, REHE AR GESEN, T
SEREAFHEN AR 2) MALRFIENSSH
(K 9),BCER IS L SR BB PR A
FEHLECE BRG], AT A B H Web B A ZE0
Biy#JE 89 SQL I AE 2R, R R’
BENEERE, T 2R SURARuEBIR
5xH B ERALE B | B A B R 3 =
Br BRSPS R S 6 , SE R R Rl B A0 IR R
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Model-driven penetration test of the SQL injection in Web applications

Tian Wei, Xu Jing, Yang Jufeng, Zhang Ying, Liu Lei
{ College of Information Technical Science, Nankai University, Tianjin 300071)
( State Key Laboratory for Novel Sofiware Technology, Nanjing University, Nanjing 210093 )
Abstract

To resolve the problem of how to generate adequate test cases to reduce the false negative in penetration testing
for the SQL ( structured query language) injection vulnerability, this paper proposes a novel model-driven penetra-
tion test case generation method. This method divides the penetration test case generation for the SQL injection vul-
nerability into two steps: 1) Building the model of penetration test case, which reveals the regularity of current SQL
injection attacks to expound what test case should be used and describes them in a formal way; and 2) Instantiating
the penetration test case model according to a series of coverage criteria proposed in the study to generate the test
case covering more attack patterns. The experiment shows that compared with randomly enumerated test cases used
in the current related work, the test cases generated by the proposed method can more effectively find the SQL in-
jection vulnerability hidden behind the inadequate defense mechanism, which reduces the false negative and im-
proves the test accuracy.

Key words: Web, penetration testing, structured query language ( SQL) injection, attack model, vulnerabili-

ty, test case
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