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h)f(’Dc)-‘i — e(g’h)f(’Dc)-‘i’F; — g/(o)a(losgg')Fz,IDc,i(a) —

g, BBl Fr = JL(F)% %Y = e(g,h) P
xeSp
Fy = TP p%se® = g  xhgeitidh 4 it CT
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A3 (I Ixl +DE | Iyl E + (1 Tl +1)1 61 (‘?)\Cﬁ%y )
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(B S3B8) RAFEO0. T2ms'™ | 7 — YWkt
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3k 250kb/s , BAT—IK S BB EE 11. 25ms™ | P47
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BERME 3 E,
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Ro GC Rp-HERE, M BrHABR ., BEmME
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A group key management protocol using attribute-based encryption
for mobile peer-to-peer wireless sensor networks

R

Zhang Guoyin*, Fu Xiaojing™ ™ , Ma Chunguang”
( * College of Computer Science and Technology, Harbin Engineering University, Harbin 150001 )
( ™ Network and Data Security Key Laboratory of Sichuan Province,
University of Electronic Science and Technology of China, Chengdu 611731)
Abstract
A new ciphertext-policy attribute-based encryption( CP-ABE) scheme with lower decryption cost was presen-
ted, and it was proved secure in a stand model. Then a group key management protocol based on CP-ABE was pro-
posed for mobile peer-to-peer wireless sensor networks (MP2PWSN). Under this protocol, mobile nodes and clus-
ter heads firstly complete the inter-cluster group key distribution, and then a cluster head distributes the group key
within its cluster. This protocol satisfies the backward security, permits node dynamically joining, leaving and be-
ing revoked, and also implements the control of fine-grained sensor data access and privacy preserving. The simula-
tion results show that sensors’ energy consumption does not greatly increase with the number of attributes because
the protocol uses a CP-ABE algorithm with lower decryption cost. Therefore , this protocol can meet the security re-
quirements of anonymous group communication for MP2PWSN.
Key words: mobile peer-to-peer wireless sensor network ( MP2PWSN) , group key, attribute-based encryp-

tion (ABE), standard model, anonymous communication
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