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A k-anonymity preservation algorithm for sensitive rules in data stream

Zhang Junwei, Yang Jing, Zhang Jianpei, Zhang Lejun
(College of Computer Science and Technology, Harbin Engineering University, Harbin 150001 )
Abstract

To achieve the two-fold protection for sensitive rules by lowering attackers’ probability of finding hidden rules
to less than 1/k through reducing the thresholds of the minimum support threshold (MST) and the minimum confi-
dence threshold (MCT) , the paper proposes a data stream oriented %-anonymity preservation algorithm for sensitive
rules. The algorithm uses the time sliding window technique to get the latest n-moment data which most interest data
users, and then, completes k-anonymity of sensitive rules by adding transactions data instead of modifying items of
transactions, so it can avoid the twice access to data stream and the leaking of hidden sensitive rules. At the same
time, the algorithm adopts prime number coding to further improve the efficiency and reduce the space complexity.
The experimental results show that the proposed algorithm can achieve k-anonymous sensitive rules hiding efficiently
in data stream and keep the higher usefulness of data mining results.

Key words: k-anonymous, data stream, association rule, sensitive rule
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