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An address resolution protocol with blind-acknowledgement mechanism

Song Guanglia,Ji ZhenZhou , Wang Hui
(School of Computer Science and Technology , Harbin Institute of Technology , Harbin 150001 )
Abstract

The security issues of address resolution protocol ( ARP) were studied, and the conclusions were drawn that
ARP networks are more easily attacked by deceive nodes because the ARP assumes that all network nodes are relia-
ble (actually not) and it broadcasts the addresses which need resolving in the networks. In order to overcome the
above disadvantages,a novel improved ARP with a Blind-Acknowledgement mechanism( ARPBA ) was proposed. The
protocol uses reverse blind acknowledgement to check ARP replies. Since a destination IP address is hidden in the
acknowledgement packet, malicious nodes cannot deceive according to the destination IP. Moreover it can effectively
filter out the spoofing replies. The OPNET simulation experiments showed that ARPBA had the stronger security by
effectively reducing the LAN packets loss rate and the ARP cache table contamination rate.

Key words : address resolution, address resolution protocol ( ARP) , network security , blind-acknowledgement

simulation
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