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Research on applying information entropy time series

and TreeMap to NetFlow visualization

Zhang Sheng”™ ™ , Shi Ronghua®, Zhao Ying" , Zhou Fangfang”
( " School of Information Science and Engineering, Central South University, Changsha 410083)

( ™ Modern Educational Technology Center, Hunan University of Commerce, Changsha 410205)
Abstract

Considering that the management and analysis of the NetFlow log are becoming more difficult because of the

NetFlow log’ s increase in size and changing speed, a Visualization system for analysis of the NetFlow log by using

the Time series map combined with the TreeMap according to the concept of network security visualization, was

constructed to quickly, effectively identify network attacks and abnormal events in networks. By focusing on the six

characteristics of information entropy, the system can successfully oversee the network security situation against the

Time Series. At the same time, it can drill down into the details of invasion by using the TreeMap. The system also

uses an image feature rule to construct visual figures for attack analysis and pattern exploration. Through the analy-

sis of the VAST Challenge2013 competition data on this system, it was showed that the system can intuitively cap-

ture the network security status from the macro and micro levels, as well as effectively identify network attacks and

give the support in decision-making.

Key words: network security visualization, security situational awareness, NetFlow, information entropy,

Time Series, TreeMap
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