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("HERERAE L3 100190)
(" HEAFERITELAAR A AT 100190)

i B IBREWNENERNAZ(NIDS) EEB R A EMM AL FHEHK T,
HAATES B ER EAFHATE R E NIDS L E A W R, HR%IT NIDS &
TILERA-GX36 4% 4t 32 & b oy 4% 7+ 47 (RTC) Fo £ 4 3 47 (SPL) 3X 7 A F AT HLA 77 3%,
SR REF AR R EEF IR IR R B AT I NIDS SE ], B [ B 4 Ok
FEWREESERE R, ZAAFAUNTFHARE v, AW, BET —HEFH=ZH RIC
77 %, B SRTC 7 3%, f B4 77 A Hh,SRTC 7 & ### 7 RTC A W& 5 &M KB
5] B2, ] B 38 % Y SPL M AL w oy 4% A2 18] 4 5 AP 4K, DA JT R NIDS 2k 4 Snort b b, 7
TILERA-GX36 #x#Z 4L ¥ 2 kXt SRTC J7 % 34T 7 L I A0 63, 52 36 45 R WA 5% | SRTC
B AT R A5 T £ D&M i Ak L, 2 Ao 45 48 31 7000 4 NIDS E AL 4 B B, R 4 88

G F A K A 1K F 4 5 10Ghps By P 4% &
WA IR E, W NERN R A (NIDS) , FHATEM

Kl

Bt THEABLIN 48 1Y A ANz N 48 AR
K £ 58 ( network intrusion detection system, NIDS)
TR HL I 45 22 42 450 4R 1) VP ok s e 220 L )
FHAEFR I S r 38 18 2 0 9 288 K R AIE , NIDS 3
T TS B AT RN 0] D T A A 0 K TR 3 £ TP A
Ao Bt BT 2 Mk T ook B2 A%, Bk A
MOk 2, NIDS A RN PEFpEe g 1<, DI 44
T PRGN R 455 Snort™ 1By 7 ML SE g 49], %
B R AT RN AR HP A A 10000 Z5 AR5 H o
TR S5 H A P in 5 09 2 48 i 4w, NIDS 1
RElAE H 42 28, anfey $2 7+ NIDS By4b#ERE 7, J2& 1M
I P 7™ DR B %, 7 Z A% AL R 425 NIDS (1) PE fig
I RIS A R, 7R NIDS by, $4 40 60 00 D i
B B PG ] T 45 15 51 709% LA EDY $E T NIDS 4 A
18 3 7 ) R A B8 e T B, T R X
REJHET A1 7 ik 2 2 R T3 vl G A T [ 97
(field-programmable gate array, FPGA) & F4E i H

% (application specific integrated circuits, ASIC) Fll =
BN BT UL 4% (ternary content addressable mem-
ory, TCAM) %55 RSB DE i > o o Tl 12
VAT RIG PR 22 A% B3 5 9 SRR 22, i e
AE NIDS [ 5% = 2k AR AR Oy vk TE 2 AL HL 2
FRHIFATEE MR T NIDS [t RE . SRl 7 2 1A
SRR FE R AR R 7 R G, T A
PFHIYRAWIRZ

NIDS {E 2 AL B35 I, %A Bt JFAT (run-
to-complete, RTC) F14T% 5 1 17 ( software-pipeline,
SPL) W5 F I AT 45491 . RTC PG A 2 92 By o,
SPL L R R Sl P dF . FERBERE NIDS AL,
CA BT H R I T AR B 1) 2 456 7 R AR AT T 4
Tho SRMISZ R T30 H] 22 7 40 BRA 1Y TH 5 5 U, X 28
RGN L IF AU, 245 1 B IF P RE D 3Gbps 72
H7ONHEW B FF 5k, TILERA . CAVIUM LJ K IN-
TEL 880 ) B AT B ARAZAL BEE | L 22 4% b 31 28 40 A
FEE RS, it — D4 NIDS (1P e 2
BETRILSs . TERAX AL FES itk AE NIDS
() B f KRR E A A s BT e, T
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FFJE NIDS 775 Snort 1 Suricata'™ | ANHFFE 15 JETE A
AL RS T SZEl T RTC A1 SPL 3k P Ffp Jf 47 A A
SCIREE IR AL AR L R IR AT DL
AP R A IFATHY NIDS 5L 451, {H [m] B, 257 o ™ H
BEIRTE G RN oh 58, R TFATATTH A ORI .
I, AS A 9 42 1 — Bh ek 0y AT O ik, B
RTC ( shared-RTC, SRTC) Jy ¥, ME. A ik 4H kb,
SRTC fi#dfe 7 RTC RERY N AEBEI 7 FHE MRS K Y
[ R, [ el it B 1 SPL AR Y v iy 28 2 () 3 £ T 8 o
L Snort Sy Bl F AT 7E TILERA-GX36 AR % 4b B
2810 -t SRTC HEATSCBURIBSAIE , 5200 45 FAE I , R
JH SRTC 1) NIDS FR G5 ] SIS AAULANE N L 5 >
IngAa & i 7000 53R NIDS BN 4E &0, &
et A H T 10Ghps 1Y M 28 i i .

1 AxIT1E

1.1 TILERA-GX36 #X#%A4bIE 38

ARAZAL PR ER B R AR T L2 B A~ b P
a il M T 2 AL AR , ROR 2 5 1 AL P RE
R0 R AR L, EARAZ AL B s b g A R0 , TP T
R ANAEAF 1) A 25 AR

ASCR I #9 TILERA-GX36 AAZ AL B 458 185 7
AT 36 AR AL AR L o ANTE TR TR
LRI Z AL PR ES , TILERA-GX36 Stk i Y 36 />
SRR Z A — A 6 % 6 1Y 48 E M E
o T mE s [ R A BERE ) , 72 TILERA-GX36
S PR T 28 n] g B2 R BE £ 51 % (multicore
programmable intelligent packet engine, mPIPE) , &
RGP AL RS B AR 02 T R 22 AT
e
1.2 NIDS F{745!

NIDS ffy Jf- 17 8 84 3 & RTC Fl SPL P I
RTC &8 04 A7, SPL AT 45 HF 1 7R

£ RTC FE7Y fr NIDS 1) a3 b 3 37 72 4k &2 i) Of:
G5 BN AL PR HOT . R T S A
AR S AR 55, B IF AT R GEIR i b B2 A
Bl 78 RTC ARy TR 2R AR 2 i) — 1y
NIDS H)EHRE5HE , RGN AF L T B e B0 ek
R, 23 RTC RYPERERNY P22 . 7R3k 10 ]
SRR Y RTC BERITERC B 4 AR P Es A% Y
Mk 5% L1k fig R AT 29Mbps,

1t SPL AR Y v et 1) Ak P A 44 ) fE 4 R
SRS B, B Be 2 1) 5 A IR A8 T 1
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W25 BEAE R A A PR FE T A FE 7 400 S L
SYECARR RS I AR 22 B B o3l B
ZINGEUR 15175 Z2 () A PREFE R BR P BRI 0, 4R
FRGMEREPE T, SPL BRI A2 B 1 T A AL
AL B AR 9 — 38 4%, A1 RTC BEEUAH 1L, 2 75 19 17 18]
JRTPER R G A h RERG B s . SRR
H ) Supra-linear #%1 %] F SPL 52 %F Snort 34710
B TENCE 8 AR ER AL O R 45 L, R
2 Snort AH L, RS TERESEE T 75% . Supra-linear
BRI TR, Snort b P AR R 43 S P A B B < A4 AL
SRR A A0 B, T AL BRI BEFE I I K T4
IR B, Supra-linear #5181 73 fig — 4™ 4 88 N 12 17
BT R , R TR BT IR 1 A s e Ak 2
A Ryl I =2 50 1 B BT B , Supra-linear
BT A R AL A BRZE FEER AL ] 1 Snort Hh A 40 B
BRI B AR A, i AR SN AE K, =
HAGH Y k25, HET Supra-linear BIRY, BT
RS ATEFFAT B BCE A b B [B) =2 sl &5
T N AR S, R SR T RE B e F
800Mbps' ) fEIEIERH |, Derek 25 A 42 H 1 Multi-
Snort 55 7Y 3 JF A AT ) 4 A R AR ] 1Y) £ 4803
e ms, 78 8 DAL FE R %O IR 55 A b, 3RAS T
3. 1Gbpsfi b HPERE" . Ry T 5 SPL BEA b A R
7 U7 18] Jay 8 M, 72 JT 98 NIDS K4 Suricata H1, X
NIDS #47 1 B4R R %) 0 FOFA7 . il 1 i,
NIDS 45 g 4k 20 A2 1 IR D RE Xl 23 4 A i K
G, T IHER R G R PERE ST, HL I DL Be AT (& 1
H SRS 4 DTRG0 Th AR R R 2 AT LAY .

A%

B 1 FFiE NIDS {4 Suricata B2 &
2 SRTC HA47 77 i K H 523

TEST 41 SRTC IHAT J5 ik B BT Z A1, B S TE AR
WAL FRES 1 SEB RTC A SPL J5 ik, 5t Hobk e ik 47
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3T FRATIE LI % I & B TCP 3 2 3 A%
HATRGE AT HEREI & o %R 3R K& % 1) TCP
T AN 10Gbps , & 3% B0 A /N By 128
FA5. JFAT NIDS REEMEE Snort B HUMNEE £ 5
H LB 7571 NS5 H .
2.1 EF RTC # NIDS ZEAX#ZAbTE 28 it sk
RTC J5 1 SE T U2 & il NIDS (1) 504l 42 40
P AR, IR B B0 s AR 2 PR, FRAT
TERIZALHLES I- HA%38 17 24> Snort {1 5L 4] %F RTC
BT AT S BRI BRI

Snort-6 on Core 6

R
iRl

4

s

L3
D

KR

L

B2 E-F Snort ) RTC #EEI7E GX36 401828 FRYLIY

K FH RTC BB FF4T Snort £ AR AL BEES E 1
PERENG L ANE 3 i, 43847 1 4> Snort SRS, R
iPERE A 0. 15Mpps (153. 6Mbps ) , 241217 36 4~k
FEW, F-AT RGN TERE N 1. 95Mpps (2. 0Gbps) o M
B it 26 mT DU Y, 3R G fig A AR B 25 -
T HE R ARG I (S N IR AR e it MR G
IBAT 6 > Snort HEREHT, I oA 65 24 HF R EO K
R 36 W, N A 13,

3.0 T T T T T 36
—— it E (Mpps)
2.5 o st 30
o= 2.0 24
é -/l—"-
— x
?, _ 18
1 "
t‘ R
LB R
o
6
1 1 1 0

Snort FHFEEH
3 XA RTC H#1775%H) Snort 7£ GX36 AX1%
3B EE R REFN IR b

R T 2 A AT RS R A T FR G0 R SR A
FATA A Linux T 09 HEREPEI T E Oprofile Xf 248
(O AEl P AT IR . AR 4 R B AL
HER FIFATAY Snort PERENE £ | R G AY PIAF 5 AN —
RERAT I R ABOCRERBE Z K. fln R fr— A4
Snort FEFRET, RGN NAE b7 2928 180Mbyte, —2
GRAEI R BUE N 6.35% . 241547 36 4> Snort HEFE
i, RGP AT 5 L E 6. 48Gbyte, “ZERATFHY K
RORWBEZ TH i 3] 32% ity . T AL BRER G iB
MR T NAE Ui, R AR AS
AR BRER A AL BREE J7 1 L BT, RTC By
A7 i PRI OE 2 R ny =2 A

8 T T T T T 50
—l— A7 A (Gbytes)
ol A R (%)

[=)}
iy
(=}

2 m =
z A D305
Eal T e %
i / el I
& o & 20%

1
18 24 30 36
Snort FFEHE

4 3 F RTC #1774 %R Snort 7£ GX36 L
NEMZREFENERER

2.2 ETF SPL 4y NIDS 7EAX#ZAbIE2S A48

AT A AL PRES T B 4%i2 17 Suricata 5 I
SPL R M RETS 0L . W&l 1 7R, Suricata 1,5 4
AR R T 5 B EUE PT AL E . 7Eikgs h, FRAT
BEE RGN IEAT B J0 00 KGR 550 Ay B DU AS:
B3 Tie B 22 A 1153 0 R A T 3R A5 2R 40 Pk R 11 4
Fo

K5 Hid % T Suricata 7EARAZ AL BESS O PERE
T AT LU Y FE R AG I 28 R 5 /D
R MERERE G LIS Z Wi T, B, MR %
HR A — > 000 G 00 28 AR I, 42 3 R 2 0. 13 Mpps
(133Mbps) , LR TR INE] 4 A0, Ab o i 16 4
1 0. 45Mpps (460Mbps ) , {HZ 8 i 4 4~ LK
IR AR5, 22 40 1) Ak P P8 AN P T v (810 n 24 5 A4S
TR LR FR R, R GE R0 B R 0. 44 Mpps) , Ul
RAG R IATERARE H Ak S, Mk ik S ik — 2
B (A2 10 A A UG I 2 R B, 2R ) Ak 3
JEAL R 0.23Mpps) o H1 B0 DA I A5 B2 NIDS [
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PEREI A, Suricata 75 B £ 4 2 A AL 0 15 4k 2
BOAB HIs AT — A2 Fe , 4% i T8 5 U5 R FH O 56 i
BRI 55 Bl FLU R R 3G 2,
DUIRGE 00 7y B2 Py Ak BHL R T3 AS T 18R 2R 4 ) 1 O 350
J& , Z R TR =B B A BEEE 7, B 2 B R A
LA RE W R RGEVERER AR S 42 T

0.8 T T T T i T v I 4
0.6 / ¢ 3
! .
2 ’/ \0
& / e, 2
gx 0.4 )‘.\.\ ‘\ 2 ;Q
® @ M S
= -\
|/ .|
0.2 1
y B L (Mpps)
—Q— Il
0 i 1 1 1 1 1 L L 0
1 2 3 4 5 6 7 8 9 10
R L FE R R

& 5 Suricata 7F GX36 A% AbIE 25 _EHOMEREFA N LE

h T E—BESEIE S AEPERE LAY S R B
UL TREAR SN 2 2 G PR RE S s R B A
FAT I Suricata B9 AT v FAI 2% G247 O 0 A% B
PEATI G NIE 6 hal DL Y, i T A 2 ) 3
SRR L, LRI NS T Suricata (18 A7 T
AR N . RGN —RGAT TR FAE P E—A
W8 A 0 S A LI DE R O SR AR BN T35 1 4 A
W i T NAE S HBUIN, REGER) R TF F R AR
TE—AN BRI L5 AR ROl 4 MR, — 4%
GAT IR LT, AR R HO 10 AN, Bk R
CaTtm® 17 30% KL b, 45618 S hRGERTE
REAFALAG I, AT LN B Ar R B i T

8 T T T T T T T I L 50
—B— P77 (Gbyte)
iy “RBFERI) 40
6 - ’\O\
a o
o) —& W
B 4 o &
i 7 )
- & 20 ﬁ\
g / 1]

Suricata=P F U & M AL B 5 B
E 6 Suricata £ GX36 FNEM - REFNERER
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RGBT 5, FLARAR 5t PR R0 G Pl 4 R 1 2o
[E- To ) 1) S 5| DO S € O | R NI
FEARGMERE T AR, BT LL, 7 Suricata SR
() SPL ASAIH U A i = AN i K 9 40 e 3 £ i 2k
T MROR AR S 1t R K G =22 1) 1) 3o J3E 9 58 4
iF— 25 B R G PERE T RE .

2.3 SRTC #17AH%

M 3 F i, 24 NIDS (% 3k 2 5k H 48 /0, RTC
T nl LIRS AU s b . N 4 B i 7
T RGN HBRZN, T RENAE S HP
WZ FEMERE T M. WK 7 Bis, 1 RTC A L,
SRTC J7 ¥k 1Y 2 B0 AL 15 WIS J7 1T — & il FH &
7 Ak LAk RTC, 8 NIDS 1) 5040 42 4k 3 72
DAAAE Ty AT 5 01 400E AL PR A% L, R
B e EE RN AE 5 B TR SRR N Tk AR
il LA 7 0 A T S 0T RE M vERE; &
BT BT A 9747 NIDS 2 2 3 26 (] A b bk =55 i)
SRTC FI7I i 22 255 v (1% 3 e 50 45 4 LA S JL 52
S2A5 /N IR BN 235 K A NIDS 19 &b B 375 72 v 40 3 e
K BTN BT A R AR T AT 1) 8 28 SR AR i I
P RTC J7 75 NAE 5 FZeME3 i In) @t

RGN RE [BM‘,’, Engmgj [ Rule-Tree J

B 42 4235 4 36
CEEDREEEDY (apprzr ) [ arenzs )

FA
il

I 0 N A 2 [

IpEnanooanannaanaa

TILERA-GX36
B7 SRTC HERETE GX36 ARizsbiE=E LHYSKI

P 8 2y T LR RR NIDS F B f Ak B 7 i A1
FHOCBHR A G R o AR B, B I b AkAS
(B HI EL B R AT AE raw-packet 2544 it f5 S5k
HEAT Ak BRI A A i A B BN s Y
MAC TP 'TCP UDP D) K i H1J2 Uh s Sk A7 fif i, JF:
PP UE BARTELE packet 4544 b 3% AT —Fr Bt
MR packet G5H h ORAF I R IUAE B, TAL BB B
SeAE flow-table H7 2% $% %048 19 09 37 ( TCP/UDP ses-
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sion) {5 B o WA R E], B 7 S 008 — 400 R
JIA flow-table rft; 4 B8 232 3 , WA 8 4 117 (9 %%
PEALXT I AR A A BT, AR E flow-table A9
REFER, FALH KB TCP il it HE A . i
S, A BN 0 1k AR ARG I By B, AR A detec-
tion-engine 45 F4 XTI 1 1Y P AR EA TR . AEFRIT
WIS, NIDS #i24 rule-tree 254 (347 1 R 5%

H 4 1% detection-engine
Hodfa o
R

Hedis K £, H £,
HIEL fift s Tib s
(Detection-Engine, Rule-Tree)

C Flow-Table )
¢ Packet D
C Raw-Packet )

8 NIDS iR R A EIRIER X EIEEN

W 7 7R SRTC BRI i RS2 AR iz 1 75¢
HEH NIDS il el Ab PR FE . R L5 HA
ARLAEA BV, M T A5 AR AR 0] AT ) RG>
Az i, TR E AR B AT LA JRATTXT R 8
W B SR AT 40 M. JFATIY NIDS Ze i 57
Xof 4 it i AT AT AR SR D | Ak B LA R R DU
Rt , R LR T A FAA 1) packet I raw-pack-
et ZEHE R S8 BB A AL Bl 2R FE TR 2 i) £ i
FIARLETERLAT ) raw-packet 4546 o | 4H ¢ A BIpSLAL
PE B PR AAAE AL A 1Y packet 2544 11, flow-table
Hd sk T & 40 IE fE 4L #L ) TCP/UDP i {5 8., 7F
NIDS (1) it ALk 35 R AR D) DG JC By B 4B 23 % >4 i 4540
I i 5 B AT BE R TR . U RGAAAE L
AIEAT NIDS AR, Xt flow-table 2544 Y 3t 22 25 3
IR A I G ) i 58, PRt 7 O B A
BIEEAAA 1) flow-table Z544 , 7 NIDS B4 4 fh i 72
HHRR 8 8 B 0] SO A B rule-tree 2544, 4R 111 A=
i detection-engine Z5 44 . 75 B A1 1 A B A AR
XPIAGEAHER Z HEny . B NIDS rhpghil 45 H i1y
1% rule-tree Fll detection-engine [ PN 77 5 F L,
SR 7 s, AR SRTC Al Hi 4
AR BT A AR 5 AT DL E RO T R 40
INAFITEH
2.4 SRTC #HEFERZALIERE EHISTIF MR

FETIFUR NIDS #fF Snort, FoAT7E A Ak 21 2%
EXf SRTC #E R 47 SE AL . FRATHE Snort 1Y
Bl B A0 R B S AT LR B 1T pR L, A 1T %
16 POSIX ( A] RS AH A E R Ge 45 1) B ifE R pthread £

FEZEXS Snort FYELALF R AR FEATIFAT 40, S 1 ARIIE
BRI IETETT, FIH GNU 4iifdrdE% (GNU
compiler collection, GCC) B9 &g 14 thread
Snort [)AZ B FAH 1L, BN raw-packet , packet Fll flow-
table SF45 14 28 IR R AL AT B ik, A4 rule-tree FlI
detection-engine 45 1475 N , £ GE 0] 4 AL B BOAR 45 T
B SCATF AN D S A A ) 4 A e )R 4 ey S
Mo A T A Snort ZEFETEANFRER Z (A3 H% , 1%
BRI ERME , A4S Snort ZEFESH & AN R Ay AL BE
wriZ o

FATH TILERA-GX36 |- mPIPE i f5.5] 4
il Snort H1HY LibPeap J% ., fE LibPeap J I
fid A, CPU 1 Z2 400 [a] 45 FH R AT 9 - i 21 1) £k
et gt WRZBANI R E B P 256, BEANRS RS2 o
DX HE DB R GENAL G2 ol DX, P DA PN A 22 o [X 4% D1 59
FH P 23 A1 A A2 B FE 2R T KA CPU i)'
I, FRATE T mPIPE Wief 5 ok 47 4 £ i 9
W, R 7 iR, F4 Snort ZEFHETSE /M ECAHY raw-
packet Z5HRAFTE A O B IRARZE oh X b, mPIPE B
PR B 5 A G P X, Il ) Snort HEATARIL, 1
JH mPIPE 36 1 N A7 PRI O #5 DL, AT DS 5 OF AT
NIDS b P

3 R Ee I il A A AT

3.1 RBTE

AT T I F- 5 2 — e A E R R IR 55 4%
f) TILERA-GX36 PCle ARA% AL FRESAR o MR AL
T 36 RN 1. 2GHz (WAL FRER 0, B %0 |
A 64kbyte [)—Z% %17 Hl 256kbyte ) " HLEAT . M
£ -4 T 8Gbyte [ DDR3 AEHT 4 4~ 10G LA
DSt 1 o E R A 5 1T, S % Y Snort AR J2
2.8.4 P INERALE 7571 SN 2% B 1Y Snort B 7
B o 55 v, FRATT A8 T IR R Oprofile X 5
BN EAE R LTI ST,

FAVE 256 2= T A& 1 TCP i a2 0 343 % 5
T RGN, WA ) B R 1 10GE 3 H & 2%
2l TCP Jise , ik P B AL R/ IN AT T
3.2 RELERFSHT

19 A&l 10 thgh iy T R FH SRTC BRI 47
NIDS fPERE (N AF o5 RS A0 AR o

MK 9 W] LUIFE L, K SRTC BRI R G, 4%
i Bl A AT AR A 3 23 K, Rl RTC Fi SPL
BETRUAR EE , 3R 40 04 A AR g F0 o bE RS B4 T
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L 128 S5 K BE MR A2 R ], 2432847 1 /4> Snort 28
Fint, R R BE R 153. 6Mbps, 2435817 36 P4 F
B, 1T RGE R PERERE = 5] 4. 2Gbps , ARAF 9 i L
27, F1RTC J5 ¥ AH b (f5 s & ik i ok 2. 0Gbps,
SRAFANGA LA 13) , SRTC A8 14 d5 ey A I it R B
TS LB AR B T — 1 s F1 SPL 5 A B (s M fig
“h 460Mbps , S i i [y 3.5) , SRTC #5575 1) d5e e
bR T8 AN, A R TIE 7 A, 1R
S, A T HAIE SRTC A5 [ P B A% 0L, FR AT {38 1
T 2R R BAR A IEAT T I, WA 9 s, 7R S
Pt B Ry 1024 A5, FRAT R GE 0T L AR HE 10G
2 I LA I 3

T T
=— 128 bytes/packet
+ 256 bytes/packet

512 bytes/packet
0 1024 bytes/packet =

24 30 36

18
Snort k2% H
B9 SRTC #EEIZE GX36 A iZAbIEEE FHtERE

W 10 o, pr PR AR 2 A 3 T O HUE
RORE S, RGN AE A3 T R 2
RGHA 36 KRR, NAF 5 I 1. 26Gbyte,
RTC 773k (36 DA 1 NAT 5 H1 0 6. 48Gbyte) Y
20% o FGEAAT IR BEFEARE— 2P AL T R 1)
R B, RGBT R BRI B TR, R G
A 36 MR, " RGEAT KRR NI 9% , ARTC

2 T T T T T 50
—l— 4747 H (Gbyte)

e TR E(%). 40 _

L X

? il

5 . B30 %
B 1t

i = ke

0 6I 1I2 18 2I4 3|0 36
Snort ZLFEHH
10 SRTC #&RI7E GX36 KNIz B FHNTE
HRAMEFEFERER
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77 (36 AR IR A ROK Hy 32% ) 1 30% . RN,
Fh BB RO A B S LB, K 1 2 R
T3 RIRHEARAE , R 28 Y IR0 32 4 R sk ge . i
T H A6 KO 2 0 Ab B S O 1k %) TILERA-
GX36 Hh S A7 IE , 7 L, 0 52 B 5 4 1
IR 2 R R4

4 7

R T TSR AR AL BRES o E AR,
FEARC A (1) RTC A1 SPL A28 v (%) YA o RN 5 5
P IEAT RS, 4 55 NIDS AU AL FRAE J7, AR Sc
TRk ) 3747 77 SRTC (shared-RTC) , F1E
FIT A, SRTC f# ke T RTC #5180 P AE%E IR 5 1)
LAMEHE R A )R, [k 4 1 SPL AR A v ) 42 A3
G LAFFUR NIDS #% 4 Snort SRy FEfilh, FATTAE
TILERA-GX36 AAZAL#ER L XF SRTC HE47SE B A
UE. A RTC JyykAHLE, SR SRTC # A J5 , R 401
REAINGE HE 2 1 1 A% A SPL 5 AR EE , RGERY N
IR 17 5, TERESR = 1 8 £, SR SRTC Jy
P05 T RGPS TRMLMER N L, 2 im0
1f 7000 4% NIDS FCACHLIN 2% H B, RGEREAS AL FE AL
K 1K F451) 10Gbps 1M 25 i i .
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High-performance parallel NIDS on ManyCore processors

Jiang Haiyang™ ™ , Xie Gaogang ™
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Abstract
In order to improve the performance of a network intrusion detection systems ( NIDS) , a study on increasement
of the processing capacity of a NIDS on multi-core processors by using the software based on parallel models was
conducted. The two parallel designs of run-to-complete (RTC) and software pipeline (SPL) were implemented on
the ManyCore processor of TILERA-GX36. For experiment demonstrated that this ManyCore processor’ s rich com-
putation resources supported many parallel NIDS examples, but it brought serious resource competion and conflicts,
leading to the system’ s great increasement of parallel overhead. Thus a Shared-RTC ( SRTC) model for parallel
NIDS was proposed. Compared with the models of RTC and SPL, the parallel overhead of the proposed SRTC mod-
el decreased largely and hence it took the full advantage of the ManyCore processor for the security task. Further-
more, the proposed design leverages particular features of the processor to break the bottlenecks. The proposed de-
sign was integrated into the open source NIDS Snort for performance evaluation. The prototype exhibits almost linear
speedup and experimental results show that the parallel system can handle up to the 10 Gbps traffic with the packet

size of 1kbytes, against a ruleset contains about 7K signatures.

Key words: ManyCore processor, network intrusion detection system ( NIDS) , parallel design
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