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Research on a multi-antenna based spoofing detection technique

Luo Xianzhi, Fan Guangwei
(The 54 Research Institute of China Electronics Technology Group Corporation, Shijiazhuang 050081 )
(Hebei Satellite Navigation Technology and Equipment Engineering
Technology Research Center, Shijiazhuang 050081 )
Abstract

The spoofing detection was studied to meet the needs of satellite navigation systems’ anti-spoofing, and a
multi-antenna based spoofing detection algorithm was put forward to solve the problem that conventional spoofing de-
tection methods are only used to deal with specific spoofing detections. The algorithm estimates the multi-array ele-
ment signal direction by the power amplifying of the dispreading signal of the spoofing signal & local code, and real-
izes the multi- array elements spoofing detection by comparing to the satellite position from the ephemeris. Further-
more, based on the priori knowledge of the satellite navigation receiver system, this algorithm can realize a spoofing
detection with high precision. The simulation results showed that the algorithm achieved a good detection result for
spoofing and transmitting interference.

Key words: satellite navigation receiver system, direction of arrival (DOA) , spoofing, dispread



