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BRIV 485 =90 6 AR I (Age) R FES 5 45 DU
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ease) , JEARURCR M1 ., 590 A0 BRI 12 745
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A, ST = IR LR R L 2K 2
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SRS A 3 TR, K 1 el
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x1 FRIAHHGIHCRE

FFe o g FER HI £ P
1 Mee 33 94623 Bronchitis
2 Thomas 27 94622 Pneumonia
3 Astin 18 94505 Angina Pectoris
4 Abel 26 94616 Flu
5 Eddy 24 94534 Angina Pectoris
6 Bob 21 94582 Angina Pectoris
7 Sam 37 94508 Angina Pectoris
8 Vega 59 94509 Stomach Cancer
9 Andy 44 94503 Stomach Cancer

*2 R1ZT3-ERLLEEHEE

Fe s AEY HS 2 P
1 [0-25] 945 ™ Angina Pectoris
2 [0-25] 945 Angina Pectoris
3 [0-25] 945 ™ Angina Pectoris
4 [26 -35] 946 ™ Flu
5 [26 -=35] 946 ™ Pneumonia
6 [26 -35] 946 ™ bronchitis
7 [36 -60] 945 Angina Pectoris
8 [36 -60 ] 945 Stomach Cancer
9 [36 -60 ] 945 Stomach Cancer
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BA—E T RSO Bt kAR S AT R
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(R0 I s, T LAt A5 0 U8 1A M 2Rt AR A1,
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(B .
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(5) WFEEPEHH (isometric attack) ZAETEZR k-
B A4 AL AR B A 1 B A b, AR A — A5
e, A ST A BURR s M (B S B A R X [ S5 2
A7 ( RPTE [A]— BB P 43 28 v B R X [ 45 i 2 1Y)
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®3 FREARBHERR

R Hi i P
1 Taylor 23 94534 Digestive
2 Martin 31 94502 Pneumonia
3 White 28 94507 Angina Pectoris
4 Clark 18 94509 Stomach disease
5 Green 21 94532 Gastric ulcer
6 Robin 35 94505 Stomach Cancer

x4 RIZTI-EZLLEEHHE

Jr AEI HH 2 P
1 [0-25] 945 ** Digestive
2 [0-25] 945 ™ Stomach disease
3 [0-25] 945 Gastric ulcer
4 [26 —=35] 945 Pneumonia
5 [26 -35] 945 Stomach Cancer
6 [26 -35] 945 Angina Pectoris
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F#, LSubTree[ 1, ] /&L cardiovascular system (.[» Ifil
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v) B RV 5 5 R0 3R TR B SR 2RI AL (S
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ME SCRT LAHE TS ), 7 BUS% S PR 1 73 22 IR
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P I WY I I R DA B e e S N
PN BLR AR , S5 T AEEER T 1 HFH/NF A
FAH N Z A o T TFRAT T8 A ELAA 4 451>k 15
FVS k-5 2 MRS ik o

B 8 J5hn i sk 3R 1 P BURE Pk Disease
ER 2B 1 s, B 1 RS S — 3
3AFEE R B FA A H B 5 E RTINS R AL
—BRETW, BT — B E TR OEH 3
B R E I 6 #, o 3 BEE R
234 (null) | J& T ICRLEL T, 52 BRAT R0 BB
BOH R 3 B AR, 28 =R A R A — 3
9B, WS FVS k- 2 BRSO ik, FATR A
BMES = 1, ERE BN EFREHHE 3 EAS
ZRAvE, B v=3, k1 k=3 ELAHIE. 5
—ANEEM I U R TR 53 0 NS — R R TR &
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B PE 3-BE AR IR B0 SR R R 1, TEFM K
[R,,Rs,Rs} 1R, , Ry, Ry | 1, B SN S U R
PEE S S — 2119 3 BOR R E TR b e B 2%
MLILAV, =3, Ve = 30 SN R, LR, R |,
R B PEE NS — 20 2 BRE Rk, 0 v,
=2, AR AR Z A v = Min(V,,V,,V;) =
Min(2.3.3) =2,

FEFR S L T AR R M A L (1 Age
BHEL0 -30] 5[20 - 45 ] ¥l sc 420 -30]),
F L P R 2 | Ak A 50t B R A B B A I O, 3
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xS R1ET(1,2)-HREMI-ELZLLEFHHE

Frs G H3 2t PR
1 [0-30] 94 ™ AnginaPectoris
2 [0-30] 94 Angina Pectoris
3 [0-30] 94+ Flu
4 [20 -45] 94 ™ Stomach Cancer
5 [20 -45] 94 ™ Pneumonia
6 [20 -45] 94 ™ Angina Pectoris
7 [36 -60 ] 94 Angina Pectoris
8 [36 -60] 94 ™ Stomach Cancer
9 [36 -60] 94 ™ Bronchitis

B 1 7E FVS k-T2 BRI J7 1% R AT A
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TAEE S RIE) L AFAE LSubTree[ f; ]l LSub-
Treef;] (1 <i,j<w,i#]), {115 Node, e LSub-
Tree[ f, ], Node, e LSubTree [f]] , a8 A Ry LSub-
Tree[ f; ] N LSubTree[ f;] = @, firLk Node, N Node, =
O, R SFH I h BUBUR YA A FETEAH R Y
L, A 2 [R] o ey A AR TR 25 1F

TEIR 2 £ FVS k- & KRR J5 15 KA i %L
PRAErh, AR R R 1 T REVE S 170,

WERA RN TE FVS k-1 44 B ALVIR I T Y6 B A 1Y
B, B — S50 2 b B B R MR 2 NI
BURIB P EIZ UM f(1 < f < h) JZR v(v =
1) AR B9 B F# | LSubTree [ F, ], --+, LSubTree
[Fy 1 e B AR PR B T i 32 46 g =5, B
LSubTree] f; ] ﬁLSubTree[fj] =0 (l<si,j<sv,i#

J) s RABURIR M IR A T RETE S 1/v . IR
fEE 455 Node, e LSubTree [ £, | fE 5 Ik e 25 fUK
Ja M G A A T REVE , Hh TR I (2 O 2R f
JZ 2 B v SRS TR] B 573, AR 0 B D 3
LSubTree[ f. ] HBEFAE T { LSubTree[ f, |, ---, LSub-
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Tree[f, ] o, 8UFF7E LSubTree[ £, ] (1 <m <w), {fi
754 LSubTree[ f.] = LSubTree[ £, ] 5% LSubTree[f.] e
LSubTree[ £, ], If Lk Node, e LSub Tree[ f.] e LSub-
Tree[f, ], Bl Node, e LSubTree[f, ], B LA A7 145
A5 Node, RENE /U MR & A= 1 7T g .

TEE 3 16 FVS k- 44 B AR 5 12 2 A (0 4
BE v AT AT A5 2 1) SRR P AR N AL, AN 2 AH
R et 22 2B Y R4 2% 1 S R (B AR A o

TR : KON FVS k=B 44 RRAAE T T 3k R A 1
Bl b, S5 A0 2E rh BUS R PR AR Iz B
ST RIZ W (1 <f < h) ERo(v=2)
PRAIR] 9 7B | LSubTree[ f, ], -+, LSubTree [ £, ] |
PRI, AT B P RR B A 22 4E 25, B LSubTree
[/ 1N1SubTree[ /] =0 (1 <i,j<uv,i#)), NF
FEn(n = 2) MURE PEE L2 W] — A0 25 S 5AE 5
455 LSubTree[ £, ] (1 < m < w) WL, B 45455
W P BB HEAE AR AS AL, BT L FVS k=B 2 B R
PR3 D A (R RSB B ARG 2 AR et 2 A v i
AT

TE X 4 1€ FVS k- £ AR 7 ik R AR s
e, U MEAE 53 28 2 W R W 201 B —
2 RAPIRRIEL TR, B — BRI BT X I A T 20 4
H 2208 E R, W e 55— 2 45 s (B A T 806 &
fii

8 SURX k-1 2 B AL AP R Y |/ - 22 R P A
RIPSHUE kAR T 2 MBRH S R, B
FVS k- RV Ik R o =2, 2o = 21,26
— 2 AR RRA Y o SRR T LA RS e G X R
PR

TEHR 4 78 FVS k- 4 BFMAE 7 12 % A7 50
BE v AT S AN Tt A X AP T % A A IR
S P (LA ARG [ 25 A (L (B ] —
BRI 1 3 28 v B AR R S AR AE) o

HEBH : KR AE FVS k-BE 4 BRORME 5 12 R A6 Y
Bl b, B A5 2 b SRR P (AR Iz
IS TR RIZ M f(1 < f < h,h = Z8URR
PEZU I L) B o(v = 2) BRASE Y B 1R
[LSubTree[f, ], ,LSubTree[ f, ] | FHIEHL, FLFH
BEANGE AR ELA HE X 4 SR T M (A L (1, (A5 A

TR D U R MR B B & o0 A, A TESS
OB AR AR A (34238 ) IGO0, Fir LA FVS k-[E 44 B3
FOORAFT 51 AT B SR ATl S X S e R A 1Y
A2 554 o

TEHE S 7 FVS k- A BRAVRS 7k KA i8R
e ARAT SN AN R AL PR ey R A i 4R
S RBEEZMEAAET LR,

WERA « R TE FVS k-8 £ BRI P 7 vk A 1Y
B, B A5 28 v () BB M AR X
HURIRMEE T RIZRME f(1L < f < h) JRv(v=2)
PRASR 89 5544 | LSubTree[ f, ], -+, LSubTree [ f, ] |
TR, AT AR L T4 19 38 42 S %5, Bl LSubTree
[f,]1NLSubTree[ /] =0 (1 <i,j<v,i#j), Fild
AR — S 2, A B B 7 A~ U s
45 5. Node 1 Node, (1 < »,y < JrJ@ 5 7 45 s f
K45 ) , WIEAE LSubTree[ f; 1 1 LSubTree[ f,] (1 <
i,j<v,i#j), flif4 Node, € LSubTree[ f;],Node, e
LSubTree[ f; ], [A] i} 3L A 24 LSubTree [ f; ] N LSubTree
[f,]1=0,0LA Node, N\Node, =@, B —A25 42
R R (AN AL 5 B 00, AN e A0 & PR s
KA 55 AT o
2.2 FVS k-EZBRFARIPFESHBRELYT R

EXS ((fioo),, (f,0,)) -BUEEVE: kB
AR DR P n A EURIE AR 51k I
Tz n NMBURIRPEE P RBE R TP S £ )R (1<
<h,h =% 1 MERBEEESEZRFG
FE) v;(v; = 2) BRI AR 45 6 (34550
MAZFM IR (o), (fo0,) -BUER
PE A B R D TR SR L ((f,0) 0,
(f,ov,)) -HUBE M, IS A28 =W 2 ((fy,v),
o (foaw,)) -HBURIETE

FIFH FVS k- 2 BRADN R O 2 b B0 A B 5
B, AN RE A 28 P4 SR8 A S, T L 2 T
M FBE R, T a AMURE Y, MU R
PEE A BERE | 2 i SR U PR i 18 8 5 1k i
FTHERE , SR 5 PR I S g 1o 6 1) WU B PR A G 7
— I U 5 R A B s B T W U R . A n
AR M X R A BB E 4303 R | LSubTree
Lf1 1y« [ LSubTree [ f], I, W 55 J& % Aii B4 4R
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- ENM RN HEREEEN S H =
> ILSubTree[f],1,
2.3 FVS k-EZBRARPFERL

FVS k-FE 24 B L PR 37 J7 ¥ 18 B U s M A B
LAFAE T 7 T B AR A2

(1) FEPRERURE M ) bl

FVS k-F& 2 BR3P 7 vk A iU B — S0 2
BB VA AR S N o BRAS [F] B B A0 45 S b B
PLkERE , HA AR K B PE, Bi a0, BEAL 1L £ U R
PR AR (0 56 2 258 ) K e Ak i [ 1. 2 35,
6o FRAT AL A BB R (B 53 2 2 B Y 25
(B8 0 BN R (BRI P (R A = L
MR A AR U R MEAE I TR 1Y), B 1 H g i (sl
G550 T TH A BUE 2R R 245 (B 2 D) AL
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FVS k-anonymity: an anonymous privacy protection

method based on k-anonymity

Wang Liang, Wang Weiping, Meng Dan
(Institute of Information Engineering, Chinese Academy of Science, Beijing 100093 )
Abstract

The study aimed to ensure the safety of individul sensitive information when publishing data. The mechanism
and performance of the k-anonymity technique for anonymous privacy protection were deeply studied, and aiming at
its problem of incapable of complete protection of sensitive attributes against discloure, a new privacy protection ap-
proach based on the k-anonymity model, called the FVS k-anonymity, was put forward after experimental investiga-
tions. The new approach adopts the concept of true subtree and a wholly-new way for selection of sensitive attribute
values, so it can effectively remedy the above-mentioned shortcoming to protect the sensitive from disclosure.

Key words: k-anonymity, information security, privacy protection, sensitive attribute
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