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An algorithm for detection of source IP anomalies in DNS

query based on relative density

Wang Jingyun, Shi Jiantao, Zhang Zhaoxin, Shen Yinghong
(School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001 )
Abstract

The study focused on the anomaly detection for domain name systems ( DNS). Through the investigation of the
outlier detection algorithm based on relative density, an algorithm for detection of source IP anomalies in DNS query
data streams based on relative density was proposed. The algorithm calculates the relative density of each source
IP, and uses the inverse of the density as an abnormal value. When calculating the relative density, it uses the
nine dimensions of number of query, entropy of source port, proportion of queried illegal domain name and so on to
represent a source IP. The experimental results show that the proposed source IP anomaly detection algorithm based
on relative density can put forward the corresponding abnormal value accurately according to the abnormality of each
source IP.

Key words: domain name systems ( DNS) , relative density, outlier, anomaly detection
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