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N Target - EIHH B Hr3C14HY Infohash

Target«—target infohash ;

for p € RandomPeerSet do

A

endfor;

get RandomPeerSet from DHT crawler; //i# 3 DHT € d f B FEAL T s 8E A

CriticalPeerSet«—@; // IR G B ah &
IndexPeerSet«—a /IR RS SRS

send Get _ peers( Target) Message to p; //FALTT s A4 18] DHT W48 % A 5 AR T B
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8. while (HH5E HsF[f] &) R i B3R 1719 8.

9. g«—source peer of the message;

10. type<—responded type tag; //FRYGIR [B171 8 F1) 250 43 5] ik

11. if type = NODES then // 7§ B P& [l {2 8 4~ DHT 35 15,

12.  iNode[ ]<«—received DHT nodes ;

13.  for i<1 to 8 do

14.  send Get _peers( Target) Message to iNode[i]; //4kSEIA] 8 AP &3 MIE K
15.  iNode[ i]. previous<—q;

16. else //Type = INDEX

17.  send Find _node(target) message to q;//75 & ¢ HINEZRTI

18. if g. previous ¢ IndexPeerSet then

19.  CriticalPeerSet. insert( q. previous) ; // 77 /5 g BURTF T AU ASCHETY SRS
20. IndexPeerSet. insert(q) ; //B7 85 ¢ MAREI T EES

21. endif;

22.  endif;

23. endwhile;

24. forp e IndexPeerSetU CriticalPeerSet do

25. send Annouce _ peer(Sybil IDs) to p; //3EAX5E WG XF SCHENT AR5 M TI5 4
26. endfor;

27. return;
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BN rAFEANEHRT SR

Lo R3] r tp 57 Hor id B K Afi B;

2. Ly & BIEEKHRPHYZEL

3. s RNV RAL

4. if B is not full then

5. insert(B, )5 //RA K r 1A R KA B,
6.  Caleulate D, of B;

7. IfD,(2" """ then
8. remove(B,r); //HiAr)E, D, NigRAR(2), % r

IAi Hy MR
9. endif;
10. else
11. if s € B then
12, split(B) 3/ )= KAl 2E8PA B 94 B AT
N BRI
13. endif;

14.  Calculate D, of B; //318 )54 K MK D,
15. forn ¢B do

16.  Replace (n,r) ;

17.  Calculate D,. of B;

18. if D,. <D, then

19. Replace (r,n) ; //J4R4F KARE D, A0
20. endif;

21. endfor;

22. endif;

23. return;
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Study on the security optimization of DHT systems

Shi Jiantao, Xia Qingquan, Zhang Zhaoxin
(School of Computer Science and Technology, Harbin Institute of Technology, Harbin 150001 )
Abstract

The security vulnerability of distributed Hash table ( DHT) systems was studied, a variety of security optimiza-
tion strategies were proposed, and a prototyhpe system was designed. Real world network experiments were per-
formed, and the results show that existing DHT networks are vulnerable to index poisoning and routing pollution at-
tacks, so the wrong query results caused by this will even lead to a larger network security event. By improving the
node ID generation mechanism, the routing table update mechanism and the search path selection mechanism of a
DHT system, the study improved the security of the DHT system from all working stages to resist attackers’ collu-
sion attack. The desinged prototype system based on these methods can remain the query success rate of more than
65% in the attacking seniro with 60% of collusion attack nodes. The only cost is increasing the average querying
hop of less than 1. Thus, the method is applicable to a variety of distributed Hash table structures and has impor-
tant practical prospects.

Key words: peer-to-peer network, distributed Hash table ( DHT) , security optimization, routing pollution,

index poisoning
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