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Suspicious target mining based on distributed PageRank algorithm

Li Guoyu, Zhou Guanglu,

Zhang Zhaoxin

(Network and Information Security Technology, Harbin Institute of Technology, Weihai 264200 )
Abstract

Considering that Malicious Trojans,

viruses and others spread through URL and this poses a major threat to

network security, the study proposed an efficient algorithm for screening and filtering suspicious URL targets based

on distributed PageRank link analysis.

The algorithm through constructing a model for calculation and analysis of

URL hazard iteratively calculates the valus of target risks, and this continues until the convergence state. Finally,

it selects the suspicious target according to its dangerous value. The effectiveness of the algorithm was verified by

experiment, and the experimental results show that the distributed PageRank link analysis can adapt to large matrix

computation, and can effectively analyze suspicious URL targets.

Key words: network security, cloud computing, MapReduce, PageRank,

suspicious target mining
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