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Research on the moving target defense technology

of communication networks
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Abstract

The concept of moving target defense (MTD) of communication networks is interpreted, and the existing mov-
ing target defense techniques are classified and analyzed from the angles of attack surface feature and functional
connotation of moving target defense. A moving target defense system based on end hopping is designed on the basis
of the study of present techniques of moving target denfense, and its anti-attack performance is analyzed. The sys-
tem increases the attack cost and complexity and decreases the attack sucess ratge by continually changing the at-
tack surface, thus its attack defense performance can be radically improved. This study can provide the theoretical
basis for design and implementation of multi-mechanism moving target defense systems.

Key words: communication network security, moving target defense (MTD) , survey, active defense, shifting

mechanism
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