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IEFEPATH L RN, RN ALFE « (1) 3R [l 4
(1) B B ik 2502 A 1 R SO P82 DR A R [
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B T SCHC FRRAE , 3 0 1 1 o R E A A
T SERL A TAE 1247 5 B4R 5 5 8 H
S —T0 T AE AT DA L A PR EAG A RE (2 B R
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FEMITF5T 3 BEAE R E SN FE 1Y) CFIL,
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CFI fy Abadi 252/ 7F 2005 4E#2H . 5230 CFI
FREWABBE: (1) FERR P84T Z il i #8248 40
PP (R URA A 5 — i SO @ FE 7 1 CFG; (2)
FEIZ AT ARG 2 2 il i 6 B & 5 AE CFG il b, i
AT CFT ST EEINEL S 7 o v () 422 ek S0
1 call (R IR19%55 32 BREE 15 4 jmp ) 354 51 (1 7 i
VPR AR I3 B, B rer 3845 1R BT B AR A5
P . X T 11 1] 2 0, AR 4 CFG, A~ B
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R E,IFH rer F8 2 AR SIE MR Z cmp $64
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JIR PP AR S 1) CFIL,

.data:

mov ecx, [foo_ ptr] foo_ ptr: foo

AT

’\l .
cmp|ecx+4], ID foo():
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call ecx -
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Abstract

The process of control-flow hijacking in code-reuse attacks is described, and the current research status of the

code reuse attack defense mechanism is introduced. The main problems of the hardware based defense mechanisms

are discussed, including memory safety, code pointer integrity, malware detection based on attacks’ features, con-

trol flow integrity, data execution prevention, and isolation technology. The disadvantages and advantages of hard-

ware defense mechanisms, and the relationship between hardware and software are also analyzed. The future re-

search directions of hardware based security mechanisms are predicted ; hardware based code pointer integrity is the

most promising technology to prevent all control-flow hijacks; non-control data attacks and their defense will replace

code-reuse attacks as a new research topic. The research also points out the necessity of researching configurable

hardware based defense architectures.

Key words: control-flow hijacking, memory errors, code reuse attacks, memory safety, code pointer integri-

ty, control-flow integrity ( CFI), data execution prevention ( DEP) , isolation technology
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