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Bl ZA5F 0 A R GEH Y F AT KA

(W& 1 ) YARN-RM. log, Namemanger5. log)
LA B BP0 AT H AR (LI 1 A AMLL log
containerl _3.log) W2, Nt H &40 H b5 2 2
fifp TR P SR A BRATAT O, R a0 1 Se X

B BAEANR]HY _EAAS [R) BRSSPSR s AR R
PGSR H AR SRIBGER . e v H SO B A
IHELB) SCAHR R SR P8R 1A H R

— ARkl

111:42:58,811 AM app_1 created task attemptl_m_0

2 11:42:58,812 AM app_1 created task attemptl_r_0

3 11:42:58,813 AM Dispatch attempt1_r_0 on containerl_3

4 11:42:58,814 AM Dispatch attempt]_m_0 on containerl_2

5 11:42:58,815 attemptl_r_0 from UNASSIGNED to ASSIGNED

1 11:42:58,810 allocateBlockhdfs:// task2 m_0 blkl
2 11:42:58,819 allocateBlock:hdfs:// task1 m_0 blk3
3 11:42:58,820 completeFile:hdfs:// task1 m_0

> 12 o 1B,
> BFEX2 |6 11.42:58.816 attemptl_m_0 from UNASSIGNED to ASSIGNED 4 11:42:58,821 allocateBlock: hdfs:// task 1_r_0 blk6
* log BE3xH AMl.log 5 11:42:58,822 completeFile:hdfs:// task2 m_0
6 11:42:58,823 completeFile:hdfs:// task1 r 0
AML <z Namenode.log
NodeManger4 (/& &%
=
1 .
% IR ES R EHE —— S —Namenode (/5 &g
container
userl eSO-‘ch Mangeﬁ CR=priti ; = J tle:hdfs://task]_m_0
Noded Filehdfs/ftaskl_m_0
i’ AM2 NadeManger5(f& &i#18) File:hdfs://task]_m_0
Nodel ! "
user2 Node3 Nodss

1 11:42:58,803 RM Application app 1 is submitted by user 1
2 11:42:58,803 RM Application app 2 is submitted by user 2
3 11:42:58,850 RM app 2 faild

4 11:42:58,900 RM app 1 finished

YARN-RM.log
111:42:58,804 AM app_2 created task attempt 2 m_0
2 11:42:58,805 AM app_2 created task attempt 2 r 0
3 11:42:58,807 AM Dispatch attempt2_m_0 on container2_5
4 11:42:58,806 AM Dispatch attempt2_r_0 on container2_6
5 11:42:58,808 attempt 2_r_0 from UNASSIGNED to ASSIGNED
6 11:42:58,809 attempt 2_m_0 from UNASSIGNED to ASSIGNED
7 11:42:58,820 attempt 2_r_0 fail due to Disk is full

AM2.log

1 11:42:58,810 launchContainer:container2 6
2 11:42:58,817 launchContainer :container 1_3
3 11:42:58,818 container2_6 fail due to Disk is full

NodeMange5.log

1 11:42:58,830 save output of 'attempt 1 r 0'to " hdfs://taskl r 0"

container1_3.log
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A B (U 3 ) A8 s 8 B SR 7 AR 42
P A . H ST A RUE X ARSI AL H R Ak
o HATA S H ST EAR T Ly R TSGR 7
BT RERMITEPISE

/I:i%?&?izk

1.2016-07-08 11:42:58,803 attempt_1467949192346_0001_m_000008_0 TaskAttempt Transitioned

from UNASSIGNED to ASSIGNED

2. LOG .info (attemptId + “ TaskAttempt Transitioned from ” + oldState + “ to ” + getState());

3. (\d{4}-\d{2}-\d{2}\sH\d{2}:\d{2}:\d{2},\d{3}) (-*) TaskAttempt Transitioned from (.*)to+(.*)
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PO HARITENE R o FEMEAT H RS TERTE ) Y S0k
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H H AR R ) — 2% H AT B A 7 4 s 0 T4
¢ B3 S IR I 151 /A U i DL AL = ol 0T
A FAER XS I H S AL S AR R XTI e
A BTG PR H AR AR BLRE 8 20 3 DR R A AT 38
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FI A D] S 1l Bk A2 S (8 X AR LR T3/ T4, B
Jiang BRI T — I AE S 1 R H
s Fu R S WS SR (40 TP ikl \URL %
FAE) O, AR FX GO R 1 by H AR WA
B P F TANFERN . LogSig ™ Fl LogTree ! A
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RAr MR . IR TAEXS H A& B SRS HR A s Ltk
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i PRZ O 1D g hE SRS KRS RO (E R 70 H A&
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5 BB . AN BRI TAE P AR e
TE R AT RIS 3 AT 22 8 1) ) A i 2 570
DAY T3 A Y S EUE 7 N

P T MU A1 3 2R 58 107 P B4 0T 2 45 1 o 4
SEAE D3 A AR/ NS SR BE b XTI 4 10 &
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H R 25 e
52 MEHENEZESNA
H &R B PR T H S AR A F R seR
S Z ] B LI AE (correlation ) | i J# & & ( partial ) |

It e 56 22 (temporal depenendce) 25, H: T H i
— 312 —

(] BF 7 45 iE A 3 0 A FRARZS B 3h Pl sk T4 it &
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TAERIA

SALSA'™ FURE A T4 5E ) Hadoop 1 L 6
1 H AR A BRORZS PR TIUS , SR 5 73 B2 iR 2
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Log analysis for distributed systems and its application

Lu Jie® ™ | Li Feng™ , Li Lian™ "™
( " State Key Laboratory of Computer Architecture, Institute of Computing Technology,
Chinese Academy of Sciences, Beijing 100190)
( ™ Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100193)
( ™ University of Chinese Academy of Sciences, Beijing 100190)
Abstract

Distributed systems are the key infrastructure in the big data era, it is vital to ensure their reliability since
faults in the infrastructure can often lead to catastrophic failures. However, it is also very challenging, due to the
complexity in its design, implementation and deployment. Log analysis is an effective way to help address the prob-
lem. Distributed systems often output logs with various runtime information. Such information can help users to un-
derstand system behaviour, profile system performance, detect anomaly and diagnose faults. However, log messa-
ges are unstructured and the unstructured logs from different user requests and different running threads are often
intertwined with each other, all located in a large-sized log file. Therefore, it is very difficult for users to manually
inspect the large log files and mine useful information in these files. Log analysis automatically processes the vast
log data, providing user-friendly and useful information to the users, to help them understand system behavior, mo-
nitor system execution, and detect anomalies. This paper surveys various log analysis techniques. We summarize
the basic process of log analysis into three main steps; log parsing and collection, log partition and log mining. We
elaborate the key problems in each step and summarise their corresponding solutions. We describe three kinds of
different features in logs which can be mined for different use cases. At last, we highlight the future research direc-
tions in this field.

Key words: distributed system, log analysis, feature mining, anomalies detection, fault diagnosis
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