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Design of steganography based on generative adversarial networks

Chen Lu® , Mao Weiyun® , Su Lei* , Zhao Lei” * , Sun Zhiqing
( " State Grid Shanghai Electric Power Company Electric Power Research Institute, Shanghai 200437 )
( ™ Shanghai Saipule Power Technology Co. , Ltd. , Shanghai 200437)
Abstract

With the development of digital multimedia, the network digital media has gradually become the main way for

people to transmit and acquire information. Therefore, the steganography based on digital media has also experi-

enced an unprecedented development. However, it is estimated that the current steganography is illegally used in

most cases. Therefore, the design of secure steganography is imminent. In this paper, a novel strategy of steganog-

raphy based on generative adversarial networks is proposed, which includes a generative network and a discrimina-

tive network. The former mainly generates image carrier for steganography, while the latter is utilized to distinguish

the original images from generated images, as well as the generated images from the stegos obtained by the genera-

ted images. At the same time, experiments are conducted on the CelebA dataset to verify the effectiveness and ro-

bustness of the proposed method.

Key words: steganography, steganalysis, generative adversarial network ( GAN)
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