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Abstract

Personal health record (PHR) system provides personalized health services for individuals based on cloud
computing. By utilizing fog computing, PHR system will gain better support in terms of mobility. However, a large
amount of involved fog devices compromise patients’ privacy. Thus, it is urgent to deploy a strict scheme with data
protection and access control. With the combination of constant ciphertext mechanism and outsourcing mechanism,
an outsourced hierarchical attribute-based encryption with constant ciphertext is proposed. It first improves scal-
ability by introducing hierarchical attribute authorities in order to adapt to dynamic environment of fog computing.
Then any PHR plaintext can be encrypted to a ciphertext with constant length. Via outsourcing mechanism, it is a
few computation that users need to do to decrypt PHR ciphertext. Based on q-DBDH complexity assumption, we
prove it meets IND-RCCA2 security requirement. The analysis in terms of functionality and decryption efficiency
demonstrates that this algorithm is more suitable for fog computing based PHR system than other existing algo-
rithms.

Key words: personal health record (PHR) , fog computing, attribute-based encryption( ABE) , constant ci-

phertext, outsourced decryption
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