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Abstract
The scan-based attacks and secure scan design are studied, and a new method based on authorization mecha-
nism against scan-based side-channel attacks is proposed to avoid the loss in the fault coverage and being vulnerable
to attack existing in current methods. The new method makes full use of the diversity and high complexity of the
functional instruction sequence, and authorizes the test mode triggered by the functional instruction sequence. The
test mode is divided into non-secure mode and secure mode. In the non-secure mode, the key of the encryption cir-
cuit is masked and can not be obtained through the scan test. In the secure mode, the encryption circuit can be
scan tested normally. The experimental resulis show that the fault coverage of the circuits with the proposed method
based on authorization mechanism against scan-based side-channel attacks remains unchanged in the secure mode
and attackers can not decipher the cipher key through the known scan-based attacks in the non-secure mode. The
area increases by only 0.3% compared with the original circuits with adding a few hardware circuits.

Key words: scan-based attack, cipher key, functional instruction, secure mode, scan design
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