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A survey on security situation evaluation method
for industrial Internet of things

Shao Zihao, Wang Huigiang, Meng Qingchuan, Lv Hongwu, Feng Guangsheng
(College of Computer Science and Technology, Harbin Engineering University, Harbin 150001 )
Abstract

Security issue has become a prominent problem hindering the development of the industrial Internet of things
(ToT). Through the applications of security situation evaluation methods, real-time monitoring of network status
information can be realized, which is an important approach to ensure the security of IIoT. This paper surveys state-
of-the-art security situation evaluation methods in IlIoT. First, the paper analyzes the development strategy and in-
dustry status of I1oT in China and overseas. Second, existing works are classified into two categories from a theoreti-
cal perspective, including security threat analysis and security status monitoring, and the advantages and shortcom-
ings of each representative evaluation method are summarized. Then, from a practical application perspective,the
paper describes the existing representative visualization tools, and compares the visibility’ of security situations.
Finally, the challenges of IloT development and promising future research directions are prospected.

Key words: industrial Internet of things (IIoT) , security situation evaluation, threat analysis, status monito-

ring, cyber range
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