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Research on dynamic end-cloud allocation method based on real-time rules
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Abstract

Aiming at the control rules of the Internet of Things in the practical application, the Internet of Things system
causes different degrees of control security accidents due to the delayed trigger execution. Based on the real-time
characteristics of the rules, this paper proposes an end-cloud dynamic allocation method ( EasiDEP) for the control
rules of the Internet of Things system, so as to improve the real-time performance of the control rules of the Internet
of Things system. Firstly, according to the correlation between rules and real-time characteristics, a rule clustering
algorithm is proposed, which divides the rules in the rule base into real-time and non-real-time rules. Then, based
on the result of rule clustering, a dynamic rule allocation method is proposed to distribute real-time rules to the
cloud and local rule server for simultaneous processing, so as to improve the execution rate of real-time rules. Final-
ly, the experiment verifies that EasiDEP can effectively improve the real-time trigger execution rate of Internet of
Things control rules and reduce the risk of control security accidents.

Key words: control rules of Internet of Things, real-time characteristic, control security, dynamic allocation,

rule clustering
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