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Adaptive cruising state secure estimation of connected vehicles

under false data injection attack

Song Xiulan, Lou Xiaoxin, Meng Limin, He Defeng
(College of Information Engineering, Zhejiang University of Technology, Hangzhou 310023 )
Abstract

This paper considers the state estimation problem of the connected vehicles when the wireless monitoring net-
work in the adaptive cruise control system of the connected vehicle is under the false data injection attack. A state
secure estimation method is proposed to reconstruct the vehicle state in the connected vehicle system. First, the
adaptive cruise control system model and the false injection attack model in the wireless monitoring network are es-
tablished. Then, based on the corrupted data, the compressed sensing principle is used and the secure estimation
problem of the connected vehicle cruise state is described as the L, norm optimization problem. Furthermore, the in-
itial state of the connected vehicle’ s cruise state is reconstructed based on S-sparsity. Finally, the effectiveness of
the algorithm is verified by simulation of typical vehicle cruise scenarios.

Key words: connected vehicle, adaptive cruise control, cyber attack, state estimation
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