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tan@, = i/e :i/a (1)
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1 AR R T

f1= (6) FI=k (7) AT %0, Bob F1 Eve UL Y
SINR 4351 K

SINR, = di" | haw || *
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H.ASINR, > SINR >0,
3.2 fRAEEKR
R 25 B E R (10) AAEF i, H Ak 1l
2 (13) Ak ™ 1B, S BOR A R X, 2 345 R
fRpe T 3R, T 3 2 5 AR 3T M O Ak R A A oy
SDP I s SCRIE R W = ww', W,y =
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Wr & AE B AL, P 3 R A R o A A — L
B, eI H AL B P R R R RN X T
6 1 0, BB IAFTE R RR A ML (HF S R
i 25 FIERCIUNS IO )37 B AN — 2K, SR WA [ /4 53 W
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PEREA DAYk
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& 21 e9iEH

A (16) F4r T2 AR ER (1) , H oy
AL )L, 5 2 Slater ZY5E S5, PRI, 5 X060 ity 2% 14
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FeFHEMERR T C6, iE— AT IG5
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i KKT( karush-kuhn-Tucker) 254" ] #5.3] .
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N, ilt—4 Rank(@y) < 1, BT @y # 0 Wi C5
s Wi/ MEWE L SINR, >0, A AT 45 Rank (¢ )
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B, 20, G, = 0 WHATHER N (18) Fi.

7" =0, Rank(G,,) <1, W4 Rank( - SINR
T d"G,) < 1, #—PHEFRA(19),

[ Y i, = 0, AT Rank(Y* ) + Rank (g3,
< N, #—H Rank(gy, ) <1, 11T oy, =0
AN T MR K% 45 Eve, [N A Rank (g, ) =1

WEEE

L(ew, ewys O, pro ,7 ,a) = - Bid, " Tr(H,W) + /2B, Tr(ey,,) — Tr(Xey) - Tr(Yey, )

+ 3B (Ao + d;"Tr(Hpey,,)) = 1) +n(Tr(ey) - AP) +u(Tr(ey,,) - AP,)

- o(Tr(ey - Tr(ey,,)) + 7(d/*Tr(G,0y) - SINR(Aa, + d.;"Tr(Gey,,)))

- a(d " Tr(H,ey) — SINR (o) + d;"Tr(Hypy, ) (17)
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Rank((1/AB, +u" + 0" ) + (9°B, + SINR,a" )d,"*H;) = N

(18)

Rank(Y*) + Rank( - SINR7*d;%*G,,) = Rank((1/AB, +u" + " )1 + (8" B, + SINR.a" )d;"H,,)

=Rank(Y") =N -1
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Secrecy capacity optimization based on estimation of eavesdropper location

Tan Rongjun, Gao Yuan, Deng Zhixiang
(College of Internet of Things Engineering, Hohai University, Nanjing 210098 )
Abstract

Maximizing the secrecy capacity is a key goal of physical layer security (PLS). In this paper, the location of
an eavesdropper is estimated based on angle of arrival (AOA) at first. Then, through sending artificial noise to the
eavesdropper for increasing the secrecy capacity, and jointly optimizing the beamforming vectors of artificial noise
and information signals, the multi-objective optimization that minimizes transmission power of the artificial noise and
maximizes the secrecy capacity is obtained. The multi-objective optimization problem is nonconvex and converted to
a convex optimization problem via semi-definite programming ( SDP) relaxation. The results show that the proposed
multi-objective optimization method can improve the secrecy performance obviously. Moreover, the effective alloca-
tion and reasonable utilization of resources are obtained by adjusting the weights of the secrecy capacity and the
transmission power of the artificial noise.

Key words: physical layer security (PLS), eavesdropper location, beamforming, multi-objective optimiza-

tion, semidefinite programming ( SDP)
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