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Abstract

The hardware Trojan implementation and detection methods in the design and fabrication process of integrated

Department of Public Security of Heilongjiang Province, Heilongjiang 150008 )

circuit are studied ,and an acceleration method of hardware Trojan detection with adjustable transition probability is

proposed to avoid long Trojan activation time and large area overhead. According to the topology structure of cir-

cuit, the method adopts the weight replacement strategy to dynamically select the order of inserting the 2-to-1 multi-

plexers (2-to-1 MUX) that adjust transition probability, improves the transition probability of rare nodes in the cir-

cuit, reduces the activation time of hardware Trojan, accelerates hardware Trojan detection, and optimizes area

overhead. The results of the test conducted on ISCAS’ 89 platform demonstrate that the average transition probabili-
ty of rare nodes is increased by 19.0% to 49.1% and the area overhead is reduced by 44. 1% to 68. 9% compared

with the existing acceleration methods of Trojan detection, and optimization effect of the proposed method is more

obvious for large scale circuits.

Key words: hardware Trojan, transition probability, rare node, 2-to-1 MUX, accelerate Trojan detection

structure
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