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Abstract

Replay attacks are hidden fromy” detectors in stable cyber-physical systems. At the cost of losing certain con-

trol performance, adding watermark signal to the optimal control quantity can effectively deal with this problem.

The watermark signal is usually a set of independent identical distributed Gaussian noise sequences. However, many

actual industrial controlled objects are slow processes, whose large inertia will greatly weaken the effect of water-

mark signal. Aiming at the above problem, this paper proposes an improvement method for watermark signal. The

core idea of this method is to use sampling and interpolation algorithm to smooth the watermark signal. The

smoothed watermark signal shows ‘low frequency’ and still responds obviously in the slow process, so that the x’

detector acts. In this paper, the liquid level control system of a single tank is used for simulation experiments. The

experimental results show that the ¢ smooth watermarking’ can reduce the loss of control performance and effectively

improve the attack detection effect under the appropriate smoothing period.

Key words: replay attack, concealment, slow process, large inertia, smooth watermark
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