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IEfME,
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BRPM2 Fi| X B H AR AN AS [H] ) SR g Azl
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(1) TRy AS FLICE A ok 1 m 4> itk | 4%
AT prefix, i =1 ~m;

(2) Fg—DHHETRERTZR prefix, K A n A HIA
iEﬁASj,j=1 ~n;

(3) FRAEIAY AS 5 & 4~ AS HIE

DU AG: I Bk B AR 2 fE N R 4 T,

isPolicy Violation(prefix;, AS)) isLegitimateAnnouncement(prefix;, AS;)

fori=1..m,j=1..n case A4S} is Provider

do if isLegitimateLink(prefix;, AS)) if prefix; is originate_from_AS;

then return True then return True

if isLegitimateAnnouncement (prefix,, AS))  if prefix; is received_from_Customer
then return True then return True

return false elseif return False
case A4S; is Peer

isLegitimateLink(prefix;, AS;)

doif 4S; € [4S), 4S,, ..., AS}]

if prefix; is originate_from_AS;
then return True

then return True if prefix; is received_from_Customer

else return False then return True

elseif return False
case AS; is Customer
if prefix; is originate_from_AS;
then return True
if prefix; is received_from_Customer
then return True

elseif return False

B4 XETF BRPM2 HHNEEREE

DL EARAS % isPolicyViolation 35 #E 2 LA &
isLegitimateLink Fl isLegitimate Announcement 2 >4}
PEREMI R, i isLegitimateLink FH R 56 1iE 2 U2 1)
BGP Hihit)" #5275 5 A B IR WA TE G5 154 isLe-
gitimate Announcement F R 5 IE 42 I 2 Y BGP kit
IR RS A R A

WE s Fiss, 7812 F BRPM2 ML S , BGP ¥
A P 3 B AR A A R AR B
3.4 HAER
3.4.1 SRk

b SCiE s AT BRPM2 AR T X Hedl 5 R
FBAELHE , 5 25 /0 [ 6 102 40 00 i 28 XA Xk
SE A SRR R CER L A B 2617 0 1] % el R
Giis fE B Al B )20 A BRPM2 R 48, A&
BRPM2 #HICZHEER I 5 T, A B4 BRPM2 L AE N
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BGP routing policy monitoring mechanism based on block chain technology

LENG Feng™* ™ ™ | ZHAO Qi™ , YAN Zhiwei ™ , ZENG Yu" ™
( ¥ Computer Network Information Center, Chinese Academy of Sciences, Beijing 100190)
( ™ China Internet Network Information Center, Beijing 100190)
( ™ University of Chinese Academy of Sciences, Beijing 100049)
Abstract
Aiming at the phenomenon of policy violations between autonomous system in the process of routing propaga-
tion, the border gateway protocol (BGP) routing policy monitoring mechanism ( BRPM2) is proposed, and a sys-
tem architecture including a policy chain and a verification module is carried out. Through theoretical analysis, pro-
totype system design and simulation verification, it is shown that the monitoring mechanism could make full use of
resource public key infrastructure ( RPKI) resources, the RP takes the responsibility of verification function and
communicated with the routers, which could realize the function decoupling and facilitate the deployment of appli-
cations. BRPM2 is simple and can be deployed incrementally, thus it can improve the security of the inter-domain
routing system without modifying the BGP protocol.
Key words: resource public key infrastructure (RPKI) , BGPsec, routing decision, blockchain, border gate-
way protocol ( BGP) routing policy monitoring mechanism ( BRPM2)
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