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5 | 2 i i o P S M AT A SR A0 5 ) 3% 70 BT 4% ( Lex-
er) FiE VL AT 4% ( Parser) R BT RS B at )
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F1 HOMARIEFTHITSI EEMNK TRAITNER

Fuzzer T.H. ] B/ TR & IR Ol bioh 2 g AEE

jsfunfuzz""’ 2007 js:280 +

LangFuzz'"’ 2012 js:164,php:20 -

GramFuzz'" 2013 js:36 Y

[Fuzzer' ™! 2016 js:17(1)

SkyFire "’ 2017  xsl/xml;19(11) L,F - Y

Fuzzilli"™*! 2018  js:47(35) E

Nautilus!"! 2019  ruby:7(6) ,php:3,jsc:2,lua:1 B

Superion''®’ 2019 xml:11(10),js:23(9) L,F - Y

Grimoire" "’ 2019  php:4 BB - Y

CodeAlchemist!'™ 2019 js:19(5) SYN,SEM

DIE!?] 2020  js:48(12) E SYN,SEM

Montage'™" 2020 js:37(3) SYN,SEM

Comfort'*') 2021 js:129 SYN

POLYGLOT'?! s0p1  120(5) ReTophp: 35, sql: 27 SYN,SEM
(4),lua:14(9) ,pascal ;8

SoFi®! 2021 js:51(10) E SYN,SEM

I T RIS A, Horp -7 IR TOAH N S5
VG M P S VSRR & I S S VR R TR
T B 2 T IR T BT R R A AT
SN EGEE, FES & CVE 5 H, “HEE
G g T S E B AR B A A A R AN kL
g, Hrh L AARATE SR, FACGRREE SR E
RENBE R, B R TR, BB AUREEA S
IR, R F T SYN FoR ST T
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B nT R A R I A TE AR S, B PoC ( proof-
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R A B B R O X AT X T AR
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W CVE %i'5 , IR AR I A
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HATR E— A AT B R A FE R

WS 7 o5 R A T B o R AT 18 ek e
B, FIRIFLEI Clang™ Al GCCPO 44t T — 2t
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B

A1 X512 A 13-
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R Hthas R

SyntaxError: Syntax error in regular expression ReferenceError: a is not defined TypeError:12 is not a function
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A RE BT LAy Dy 4 BERR 7 o3 M O 3k AL & 2 > O

%D
3.1 BERAXKS
3.1.1  HETAR

BT HE WY T VR TE T I T 7 SCHE Sk TT I
AR AT A TR SO B, B R AR 2
2007 41 jsfunfuzz"®' , 2o JavaSeript 10A5 1 SCT5 L
I A G B FE AR P v, ZE AR P AT P OR T 5 SR
W), 5 S AR A S i T ] 2T R RE RS R
IR AL JavaScript 18RS, IR 2B T H0E 1514
SRR, (HR 20 W R szl PR sk HAE
SR X P 80 X DA s 2 1 2B, GramTest ™ fif
RT3 M R R, X T A e AT R R R B i X
( Backus-Naur form, BNF) iR ST N A5 5, 1%
Ty AR AT LA AT & SR 2 Byl il 41, BAAR S

N: {PROG, STMT, EXPR, VAR, NUM}

T: {a, 1,2, =, return 1}

R: {
PROG — STMT (1)
PROG — STMT ; PROG )
STMT— return 1 3)
STMT —VAR = EXPR 4)
VAR —a 5)
EXPR — NUM (6)
EXPR — EXPR + EXPR 7
NUM — 1 (8)
NUM — 2 9)

}

S: PROG

BE 4 froR, B 22 R HE P& — A BNF
FERME F0H:, b N FRAEL S T R
54T R FRIZSCE T S A RN, S R S0k
HEFMR GRS, B A4 T PROG TFRIY
—RBENL SO R R, S B R B 0
W (1)—(4)—(5)—(6)—(8) , mAME“a=1"1X
AN SCREZOR I AT H o BRI T S A S A
(R R 810 A 0 2 A A 35 T A i D vkt i
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P, SCERL 17 ) $2 T —Flod 3 I B 313 40 S0
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R AEDHE LA 1 SCE R 0 A9 A AT v 2
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PROG — STMT 1
— VAR = EXPR )
— a =EXPR ®)
— a = NUM ()
—a=1 ®)
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R B B R A, P, — S8 T AR L
SCVE AU B e 4 Y M ke A 5 A 8, DA T 7E I 3
1A Bt 2 R B A B 4EY . Fuzl L' BIAT
HE A ) Zeos it &, HAE b i) 3 19 2 T 2R 47
HERIAS 5, CodeAlchemist'™ Bl AT “fUH % £
X MRS, AL A7 & K& JavaSeript #t - 3C
PSR R R AR 2 RS R B, oA 3%
JavaScript #5/A] , A0 55 1) AT R E A R A9 AR
Jak S i (R ARIE B
3.1.2 HETAER

TR S ) T R SLER P IR
PR A X H AT A8 S Az G I )
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5 BETRERTER

P17 SCIERRPE
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DB Al BSOS RIS 5, R ad B TR
S B ME LU T A i ik — 4 AR il — SR
FFE N T4t 23 188, 15 SO0 R T8 2 A0 Frg i 1497
AN TR S 1 7 A A — R PR, BRI RR 2K &
IR TP DA 55 45 P iR vk 45 | 9 X G R P
PRI, YT T8 S Y Oy vk e A T 5 RN
B RE T A AR DO R A &
A E I (PRI i
3.2 AR5
3.2.1 EFxHEdres

fl BT AR HRAE Sy AT 5 1 B S i i ) — AR
R 705 1 — R H X I RS X
Bl B A R . — 2R IIAE S A B b TR
W TE A (R IR 508 ik B 2 LA S e B 15 018 75 R
PE, XEB AT RE S o AR BRIG . 3 — 7T, i
TR AR TR WO o A R AT A SRR, R
TS 30— S 52 A BIRR DG 1Y) 322 % T A 8 78 43k
PRI , AT 0T figp i b (%) AR D00 3 G 1 B e A 8 v 1Y)
IE AL A 2 T ) A PP A IR AL L

SCHR[ 15,16 |48 T AFL W28 S mg, If 7

IR 15 1T T Sk A Ak T AL IR NS S SR
FETF S 78 S SR T LA A A R 2 SR A T
FAAG DT A BT 45 v 1) 1E 5 A B2 4 AFL Ji
AT R B T TG A S SR BRI AR R =
AN HMERLN A 38 Al R 461, DA i i A
Hras AR IR AL 2 4
3.2.2 AR
il R RS BT A A 8 R i A B 2 0
SRy S BB X it R A BSR4 78 43 T, R O I 3K
BOR A B 2 OE R H 22 R 09058 )
X IER X — H bR, SCHK[9,10,12,15,16]
it FH SCFIN S D03 48] ) A R AR S (3.1
TR o B BT S0 0 AR /78 S5 05 R R AN BE
PRUETE R IERPE, — S8 T RS XhE SCIE AR PR
T AR Ak 5 s, BN, LangFuzz' ") fifi A8 5 55
VEFRBCT AT FH A AE 8 24 B IE AR 5 i g | A B L
PRIRAF, POLYGLOT ™ K Fh—F SCIF % A IRl R
ZHRIR IR AL B 18 21 fUE B WA & UE
BB A 2R BRI ) o PR 7R A S5 vhon] LA T
2 30 X6 T o IR A A, Sk [ 39 ] X R
BOR AT AR R AR I T — A R B S B AL
W52, ST X B S B AR S Sk [ 23 ]
AMCR T BB AR 5 U 5 i i T 30
FRAS 7 1% S B 0 AR B 28 AU Y ME R 4 KA, SC
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BR[ 23 T34 il 1R A =8 52 07 s, R FH it 43 4k
AT ARAT TR R B SCH AR B, 48 500 3 451)
AT R B

X2 — B bR, REECTARRSER i Fh
R SR BN 61 A e vk 1 L R, SCR[23 ]
PRI AT SRR ., 3R BB X 5 T 4, 7 1 s
R, ARG TH LR S 256, B, W AR A A
KTAER TR RS L2 PP s . it B
RITI ) SC B A R BB A I8 H o BT dm)
DA 38 35— F A o [ 42 DAl A i D 3 A 461 1) 22 4
PE o BN SCER 23 15303 T SoFi  V(PREE T A1
IERPEAR DG AR L) 5 SoFi - D(MRFE T FIZHE
PERROCHYZZ S HL ) 1 R B 2 BRECH , LATE AR 22 53
PLHIXHNARCR B2, B T s A7 I R HE B i
F A AT LA AR R TR LR ELIE A Bt
FAB . SCHR[21 R JavaSeript 15 7 BTG A BT X
PN RS DN 91, G DA 35 B3 e BB P e
PR TE IS B AY, I A A N 1Y 52 2 D fink & 45
P 254
3.2.3 X JIT ies

Sfg s A ] 18 F M IR 2 )OIT ik
S IARE . AR5 14 /A & S 1 1T S
PERABHLE . JIT et b ML 2 A2 2 b | — Stk
DAL TR IS TEARP IR 10 350 FAB LT | AT BB >k 2 2 B
Ao BERE JIT i i3 AR ik, 55 2 A g ) I 4k
FHBIRE AT fi & JIT g TAE, O] 55 & Fh i1k
W

— TP TR B A R D7 % T AR . SCHR[ 40 ]
FIRSR R SCT IR RN G B FH B pR g, %A%
T4t R AT LA fih & JYT G KA 20 v 04 R KA 7 S
PEAL o [R)I A X ek A P A A 57 S ]
DA JIT Jnikas A BA 20k, ISEg g R |
A %52 i A ey I ) R A AR R 8 JIT
A T 5538 JIELM il & JIT Zwideds v i
BB, —E T AR B IFAEEN X T da i #s 647005,
{HAE JIT g 0% 25 19 e 1 425 30 L 20 A 1 AR 47 A9 &%
B B, Fuzzl LW #0003 ) LA 2 4 HL
AN R B T R AR TR, TEAZ IR JIT S a1y
BRI A0 U T Rt A AR A R R DIED? fif
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F IR PoC A 1] IS AR A 40 4 b -, a8« O
THI-DRAF” (78 S SR il AR S AN 2 U2 T 5
PRI TR S F AR 2SR5 B . DIE (1978 5 3 m
A DU A AT fh % JIT 2 P00 Ak B8 $114 B8 e B 1
AR S AR B B e rhaT DA fih & S R R O AL
TR A — E HER RN B IR, LI 45
HESE T DIE gt & B JIT S if a1 5 BB Fn i

il
3.3 BEAFENS
3.3.1 fEE@REF bk

LG8 HRR P T 5 TR AE AR T8 3 I 9 A
S RO ARSI T b R R R
AR FHA G 15 v A 2 s T3 481, 40 dn Sk [ 10-
13,15,16,19 14, %07 AR B i vk g dr i , o 03K
FA R 4 R I A G B A AT A . X BT LA
SEEHNF ISt 051 ) T 0 TE B PG I, S S S
AR SR T M, IR BRI TR
PR R EBE SUEE . SCHR[ 19 ] 7ER R i
R SRt L XeR I3 P 81 3084 A% S 8 1 FH 3843 B AN 4
PEAAAYHT . MRS T B 1 258 B A= A ]
B, BB T T AR R 2SR AR S
SR AE SR ORI R T Al B B A, I
A, K rp Rl B bR — R BT i F
DR ) s i = Mk A% el H v ] o R A T
IR, oT AR 03 4] 5 24 TR R A h , B
B AT U T, SCHK[ 14,22 ] {8 2 Hh a] Fe /% 4 i
RURNEF o FHRR I 43 0 5 s D 3 P 4810 1647 43 B
AR T ERAE TSR P . (R it B
A AL R 22 06 R LA A58 P A BBt
3.3.2 MHldwy X Irik

BLES A I VER Y R AR F I TRRFSE D7 1), HoAd
DT IETEAR 24T 2 TR R SCEk[ 13,42 ]
RG22 7 k48 S0 A 0 A B, SCHik [42 ]
IR AR A rpr2 5] SOk 4 S R0 ) M SR A AR
et T A A RE A LU A 15 55 RE B, DT B P 3 v
X IERE, SCRR[13 ] F— 22 20 B R S0l
TR SCTEAE SR A LR AR YRR 4R R F
A DUAE R 08 SCIER FLAEREA Fh el 2 WL TR
REGI, SCRR[20 ) ANSCRR[ 21 ] 43 048 T i i ol 22
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PIZEEF BRI A GPT-2 1 5 A U AL A g A= i A9
JavaScript fUHS Y Tk . LR~ ~ I ik B9 AL s AE T
HAT R P AR TG 0 s AR 5G4 5 36
W B STE T/ ZOR MR R I ZREs | HLAE A UAS Y
TEVETR SOERTEANS 5

4 HFRA K KB

AR X5 AT BT R 89 7307, BAS T 35 AT 5
B RO E AT L E WFTE R

(1) Ll it

S AL AR X AR 0 T L e 11 422 4 e ) TR
FIRCRARA 3 B ORT EEARR , RiTR 2 RO
TUEEAR S e e A 2 L T AR A 35 %
o MREFF AT AR S 19 55 — 4L 7 —— %l , 4
PERMIZA, A fERH BN T, — L8
AR TR BAIRE S LA RS ALH], OB T
AFERTRTRAZIRRCR . ASTE S AT 5 | SN
FEH & R RERRAS . B A I AR AR 5 B S
PG T IATE = AT 51 2 AR I i, 2 — MR
AHTF BT 0,

(2) i AR ESS S AR 1

N T B ORANTR] 5 T EE X IAA 1 75 B A AR TR (i
PATEER 515 R I UL 1 A% BE ARG 75 A vf | 5
BB . R SRRV RN IIASTR 5 AT 5 | 2SR
Wt , T LUR] T 48 S 51 X BIASTE 5 AT 5 1 3 At
B, AE YA A BCTAER S 5 bR s
W, AR I ATE . BEHR A RE S A2 IR
P R BE SRR B R X SEBOR AT LT =
il il B R R AR S5 (ground truth) |
AFE SR

(3) i LR

A AL A A T 55 I3 ek, 22256
TR SCIERR I, 100 8k > X i 2 REPE I S TE
I AYBE A S BREE B BRI A6l 1SR PR i
SCEREE . AR SO R BE AR P R R
S EIN: U ot e R A b S R RS WA A O
A G B i S B, BT A TR Y PPAG U5 14
AR AL, R — MR B S5

5 % %

A TE & TRAT T 1 B 0 22 2l i) LA AR e ) 22 4
FEE MM AN, 8 B ARIZ AT
AT 5 1 BE AR AT o A 1), S 2 A R ) — T 5T
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Survey of fuzzing for scripting language execution engines

SUN Lili, WU Chenggang, XU Jiali, ZHANG Peihua, TANG Bowen, XIE Mengyao

(State Key Laboratory of Computer Architecture, Institute of Computing Technology,
Chinese Academy of Sciences, Beijing 100190)

(School of Computer Science and Technology, University of Chinese Academy of Sciences, Beijing 100190)
Abstract

The scripting language, being an interpreted language, needs to be dynamically interpreted by the scripting

language execution engine. Because scripting languages are widely used in many fields, their execution engines

have also been widely deployed on various platforms. As a result, security vulnerabilities in scripting language exe-

cution engines often have a high-security impact. Fuzzing, as an effective automatic vulnerability finding method,

also plays an important role in mining the defects and vulnerabilities in scripting language execution engines. This

paper systematically summarizes recent domestic and foreign research in this field. First, it introduces the funda-

mental concepts of fuzzing and scripting language execution engines; then it lists the evaluation indicators of the ex-

isting fuzzing work for scripting language execution engines; next, it categorizes the fuzzing work for scripting lan-

guage execution engines and expounds on the research problems and solutions in this field; finally, it puts forward

the future potential research directions according to the inadequacies and research trends of current work.

Key words: scripting language engine, fuzzing, vulnerability finding, software flaw detection
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