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Abstract

Due to electronic jamming transmitted by hostile electronic jamming equipments and uninten-
tional jamming from other illuminating sources in the complex electromagnetic environment, the per-
formance of non-cooperative passive detection systems may degrade it significantly. To solve the
problem, a receiving frame with multiple channels for signal preprocessing is designed and a theoret-
ical analysis to the received signals in the complex electromagnetic environment is provided. Fur-
thermore, a scheme for jamming removal using independent component analysis is proposed. Simula-
tion results demonstrate the proposed scheme appears as a very appealing solution for removal of jam-

ming and an approximate 10dB signal to distortion ratio over traditional schemes is obtained.
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0 Introduction

Recently there has been a growing interest in non-
cooperative passive detection systems exploiting illumi-
nators of opportunity''”’. Without the need for deploy-
ment and operation of a dedicated transmitter, non-co-
operative passive detection systems are extremely less
expensive to implement and operate than conventional
counterparts. Due to their bistatic or multistatic config-
uration, non-cooperative passive detection systems pro-
vide RCS advantages to counter stealth targets. In ad-
dition, non-cooperative passive detection systems offers
many advantages over conventional monostatic radars,
including smaller in size, needing no additional fre-
quency channel allocation since no dedicated transmit-
ter is used, immune to anti-radiation missiles and so
on. Furthermore, employing non-cooperative passive
detection systems in multistatic configuration provides
spatial diversity similar to the concept of active MIMO
radar systems'®’.

Many typical illuminators have already been em-
ployed for target detection in non-cooperative passive
detection systems including FM radio'”*' | digital audio
( DAB )", broadcast

(DVB) "B " satellite signal'™’ | universal mobile tel-
15,16

broadcast digital  video

ecommunications system (UMTS)' , global system

. In addition,

for mobile communication ( GSM) "'/,

a number of studies have looked at the use of one po-
tential illuminator of opportunity, rapidly growing in
coverage, which is related to wireless local area net-
works (LAN) %! Ref. [23] employs the radio in
HF band (3 ~30MHz) to achieve wide area moving
target detection and ocean remote sensing. In this
work,, DVB-T transmitters is considered as illuminators
of opportunity, which have an ubiquitous spatial cover-
age, permanent in time and have a thumbtack like
function due to the noise-like behavior of the orthogonal
frequency division multiplexing ( OFDM ) modulation
used.

The weak signal reflected from the target is re-
ceived by the surveillance channel of non-cooperative
passive detection system with a reference channel using
a directive antenna steered towards the exploited illu-
minator of opportunity. Usually, the target echoes may
be masked by the small fraction of the direct signal re-
ceived by the side lobe of the antenna of the surveil-
lance channel, strong clutter or multipath echoes and
echoes from other strong targets. Therefore, it is very
significant to remove the interference for target detec-
tion and there are increasing studies focusing on the so-
lution to this problem. Ref. [24] presents a method of
adaptive removal of strong echoes from the received
signal for the case when a distant, weak target echo is
shadowed by strong echoes. Ref. [ 12] achieves space-
time clutter rejection and target passive detection using
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the amplitude and phase estimation method. A multi-
stage procedure of cheap cancellation of strong echoes
for digital passive and noise radars is proposed in
Ref. [25]. Ref. [26] examines the problem of cancel-
lation of direct signal, multipath and clutter echoes in
passive bistatic radar and proposes a multistage pro-
cessing algorithm for disturbance removal and target
detection. However, most of the above literatures re-
main at the experimental and exploratory stage and do
not take into account the problem of removal of inter-
ference including electronic jamming, unintentional
jamming, etc. in non-cooperative passive detection
systems under the complex electromagnetic environ-
ment. Electronic jamming (e. g. noise-modulated jam-
ming) is transmitted by hostile electronic jamming e-
quipments. In addition, unintentional jamming from
other illuminating sources may arise due to spectrum
congestion in the frequency ranging from VHF to
6GHz. Electronic jamming and unintentional jamming
may enter the surveillance channel from the sidelobe of
receiving antenna just as multipath do and degrade the
performance of non-cooperative passive detection sys-
tems by masking weak target echoes. To better play a
role in the future war, it is equally crucial for non-co-
operative passive detection systems to preprocess sig-
nals and achieve the cancellation of jamming.
Independent component analysis (ICA) is typi-
cally used to separate or extract individual source sig-
nals from a set of mixture signals according to the basic
statistical characteristics ( statistic independence and
non-Gaussian distribution) for the case when instanta-
27281 Further-

more, the collected signal by surveillance channel can

neous mixture parameters are uncertain

be treated as a mixture of jamming, multipath and tar-
get echoes which are statistically independent sources.
Therefore, establishing a receiving frame with multiple
channels and employing ICA for signal preprocessing is
considered.

To begin with the problem of jamming removal in
the complex electromagnetic environment is consid-
ered. Below the receiving frame with multiple channels
for signal preprocessing is designed and the theoretical
analysis of the received signal in the complex electro-
magnetic environment is provided. Eventually, a
scheme for jamming removal using ICA is proposed.

The paper is organized as follows. Section 1 de-
scribes the addressed problem and the signal model in
the case of multiple receiving channels. The scheme
for removal of jamming is proposed in Section 2. Sec-
tion 3 gives the simulation results. Finally, Section 4
concludes.

1 Problem

The geometry of non-cooperative passive detection
system is depicted in Fig. 1. The reference channel re-
ceives the direct signal from the transmitter which is
used for both cancellation of multipath at the surveil-
lance channel and the evaluation of the delay-Doppler
cross-correlation function (2D-CCF) between the sur-
veillance and the reference signal.

L x(r,0) 1% =1 f;wx(t)sg(t —7) exp(2mvt)de |’
(1)

where x(t) is the target echo signal, s(t) is the refer-
ence signal, v and 7 are the Doppler frequency shift
and the sample time-delay parameters, respectively.
Besides, the surveillance channel collects a mixture of
jamming ( electronic jamming and unintentional jam-
ming) , multipath interference and target echoes under

the complex electromagnetic environment.
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Fig.1 Non-cooperative passive detection system

geometry

Different approaches have been proposed to cope

12,24,26
', However ,

with the cancellation of multipath'
electronic jamming transmitted by hostile electronic
jamming equipments and unintentional jamming from
other illuminating sources are different from the inter-
ference of multipath and may degrade the performance
of non-cooperative passive detection systems by mask-
ing weak target echoes. Consequently, it is very neces-
sary to consider preprocessing the received signal for
removal of jamming at the surveillance channel. In
what follows, two methods for signal preprocessing in
non-cooperative passive detection system will be dis-
cussed.

The collected signal by surveillance channel will
be treated as a mixture of jamming, multipath interfer-
ence and target echoes. To employ ICA, the blind sep-
arability of signal obtained by surveillance array anten-
na of the non-cooperative passive detection system in
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the clutter and electronic jamming environment is ana-
lyzed and the blind signal separation model is dis-
cussed. The general 3D geometry of the configuration
of non-cooperative passive detection system is presen-
ted in Fig. 1. In reality, the non-cooperative passive
detection system is equipped with the multichannel re-
ceiver utilizing N antennas. Consider the receiving

frame with multiple channels (Fig.2).
s(y+d(tyj(2)

Channel 1 <7
Channel 2 <7

x ()

x(2)

Channel N < 7
Xy () —————

Fig.2 Receiving frame with multiple channels

The case is considered when every receiving chan-
nel collects a mixture of n sources including jamming,
multipath interference and target echoes. Specially,
multipath interference and target echoes can be treated
as one independent source because of the relativity be-
tween them. Based on this, the total signal in every re-
ceiving channel is given by

x, (1) = F(s(t) +d(t),j, (1), jya (1))

+n, (1)
= F(s(1)) +n;(1) (2)
where s( ) is the target echo, d(t) is the multipath
clutter, j,(t) is the electronic jamming (7 = 1,2,-:-,

n) and F( +) denotes the superposition. Here, assum-
ing that F'(+) is a linear superposition and derive

x, (1) = ci,o(-S(t) +d(1)) + ci,1j1<l> +

+ ¢ oo () + (1)
=¢;s(t) +n,(1) (3)

The observed data of non-cooperative passive de-
tection system consists of the collected signal in each
receiving channel

x(t) = [xl(t);"',xi(t)f",xm‘(t)JT (4)
where [ - ]" denotes matrix transpose. Furthermore,
the following can be obtained ;

x(t) =[¢ ,---,ci,---,cw]Ts(t) +n(t)
Cs(t) +n(r) (5)
where (1) = [n, (1), ,n,(2) = ,ny(0) 1", x (1)

is the observation matrix and C is the mixed matrix. It

is obvious that Eq. (5) is the general description of
blind source separation and tells that the N-dimensional
data collected at the receiving side are the mixture of
jamming, multipath interference and target echoes.

Blind source separation is to separate or extract individ-
ual source signals from a set of mixture signals by iden-
tifying the unmixed matrix W for the case when the
mixed matrix C and s(t) are uncertain. The solution of
the transform is as follows:

y(t) = Wx(1) (6)
where y(t) is the estimation of s(¢). Then our objec-
tive of removal of jamming is achieved. What to do
next is to discover the most appropriate unmixed matrix
W. To perform the estimation of W, exploiting the ICA
method is considered.

2 Jamming removal using the ICA method

Independent component analysis (ICA) is a sta-
tistical method for transforming an observed multidi-
mensional random vector into components that are sta-
tistically independent of each other as much as possi-
ble. It also has become a hot topic of signal processing
in recent years. To formulate the ICA problem is to
consider the estimation of the following generative mod-
el 772,

x = Cs (7)
where x is an observed m-dimensional vector, § is an
n-dimensional random vector whose components are as-
sumed mutually independent and C is an m X n mixing
matrix. Furthermore, it is assumed that the dimensions
of x and s are equal in the rest of this paper and a
noise vector is present. The basic objective of ICA is to
find a representation

y = Wx (8)
in which components y; of y are statistically mutually
independent as much as possible. Thus what to do next
is to determine the unmixed matrix W so that y, satis-
fies the property mentioned above.

Since mutual information is the information-theo-
retic measure of the independence of random variables ,
it is natural to exploit it as the criterion for finding the
ICA transform. Further, mutual information can be ex-
pressed using negentropy. The definition of negentropy
is given by

J(y) = H(y;) - H(y) (9)
where y is a Gaussian random variable of the same co-
variance matrix as y, H( - ) is the entropy and P( +)
is the probability density. Negentropy can also be in-
terpreted as a measure of nongaussianity. To begin
with, to find one independent component, the objec-
tive function given by

Jo(w) = [E{G(w'x)| —E{G(v)]]* (10)
is maximized
where v is Gaussian variable of zero mean and unit va-
riance, G( +) is any non-quadratic function, and w is a
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n-dimensional weight vector constrained so that
E{(w'x)?! = 1. The other components can then be
estimated one by one using a deflation scheme. In ad-
dition, the above objective function to solve the whole
matrix W can be simply extended. Considering the
constraint of decorrelation, the optimization problem is

obtained as follows:
W, = arg max ZJG(wi)’ i=1,-,n (11)
=

under constraint E{ (w]x) (ijx) f =8,
where at the maximum, each row of matrix W can be
determined by w,, i = 1,---,n. To solve the above op-
timization problem, the approximative Newton iteration
is introduced. The simplified version is as follows;
w' = Elxg(w'x)} - Efg'(w'x) tw (12)
who=w /| w (13)
where w* denotes the new value of w and g( +) is the
derivative of G( - ). Note that the algorithm requires
prewhitening of data x. In addition, the choice of
g(+) is important. For details of the guidelines for the
choice of it, see Ref. [28]. Using the solution of W to
perform ICA transformation will remove the electronic
jamming. The boosted signal will be further processed
using clutter cancellation method and the 2D crosscor-
relation and constant false alarm rate detection will be
followed to achieve the detection of targets. The non-
cooperative passive detection system processing scheme
is depicted in Fig. 3.

70 x, (1) =¢5,(1)+n(1)
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Fig.3

Diagram of jamming removal using independent

component analysis

3 Simulation results

Performance of the proposed methods for signal
preprocessing is verifed using simulations. The sam-
pling frequency and bandwidth of the collected complex
baseband DVB-T signal are 64/7MHz and 7.61MHz
respectively. In the experiment, one weak target and
the strong multipath is simulated. The target is placed
at the delay of 80ws, and the simulated Doppler fre-
quency of which is euqal to —300Hz. The strong mul-
tipath is placed at the delay of 60us.

There is a problem of jamming removal in the
DVB-T non-cooperative passive detection system under
the complex electromagnetic environment. Thus assume
that there are two jamming sources, noise-amplitude-
modulated jamming and noise-frequency-modulated
jamming, respectively, and both the ratio of powers of
target echo and jamming (SJR) are equal to —25dB.
If measures are not taken to remove the jamming in the
first step using some method, the subsequent process-
ing, including multipath cancellation, 2D crosscorrela-
tion and CFAR detection, will be affected severely.
The experimental result without jamming removal in
Fig.4 confirms this point. It is obvious that the target
echo and multipath are submerged completely in the
background of jamming. The proposed scheme for jam-
ming removal using ICA will be verified by the simula-
tion results.

SUREN"
204"
304

601

Ambiguity function (dB)
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S
1

= v
Delay (ms) 002 ¢ -2

Fig.4 2D crosscorrelation of collected signal

without jamming removal

Due to the relavence between the weak target echo
and the strong multipath, they can be treated as one
source and the noise-amplitude-modulated jamming and
noise-frequency-modulated jamming treated as two sig-
nal sources in this experiment. The ratio of powers of
the target echo and noise (SNR) is 0dB. The three

signal sources are shown in Fig.5. Fig.5(a) is corre-
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sponding to target echo with multipath, noise-ampli-
tude-modulated jamming and noise-frequency-modula-
ted jamming in time domain, respectively, from top to
bottom. Fig.5(b) corresponds to the three signal
sources in frequency domain likewise. Assume that the
DVB-T non-cooperative passive detection system is
equipped with 3 receiving channels and the received
signal of each channel can be considered as a mixture

of target echo, multipath and jamming, which is shown

in Fig. 6.
z s g 50
< 0 O i i
o
85l £ 50
0 0.005 0.01 5 0 2 4 6
Time (s) Frequency(MHz)
2 50 g 100
T; “u‘ \U“l‘“NI““U‘W‘I‘h\‘n“‘“}“l”“\m\ g Ommmwwv‘mmmmmmm
3-50 =, -100
0 0.005 0.01 g 0 2 4 6
Time (s) Frequency(MHz)
50 )
T
=0 HMM I il ‘h‘h I.‘HM ‘|\|| 3 WWWW
& .50 £ o
0 0.005 0.01 g 0 2 4 6
Time (s) 5 Frequency(MHz)
(a) each signal source in time domain  (b) each signal source in frequency
domain

Fig.5 Source signals

= 100 g 100
= o MR A € =
2 N AR L 2
2 100 | 0
= 0.005 0.01 £ 0 2 4 6
Time(s) Frequency (MHz)
z 20 £ 100
Q
= H"Hl” \l\ulw|||\ \|\\|‘ < OWMMWMWM
2 | A 2
3 20 2100
0 0.005 0.01 5 2 4 6
Time(s) Frequency (MHz)
z 2 100
H : SOWWWW
3 5 0 :
0 0.005 0.01 g 0 2 4 6
Time(s) Frequency (MHz)

(b) Received signal of each channel
in frequency domain

(a) Received signal of each channel
in time domain

Fig.6 Mixed signals

To detect the weak target, removal of jamming is
a crutial processing procedure. Below the proposed
ICA method will be employed for jamming removal.
Fig. 7 shows that adopting multiple receiving channels
combined with performing ICA processing achieves ef-
fective removal of jamming. The target echo and mul-
tipath clutter are extracted out well from the mixure and

the 2D crosscorrelation with jamming removal by ICA

shown in Fig. 8. Obviously, compared with Fig. 4, the
weak target and the strong multipath are very clear in
Fig. 8 due to preprocessing the received signal using

the ICA scheme.
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Fig.8 2D crosscorrelation with jamming removal

using the ICA scheme

To evaluate the anti-noise performance of the ICA
scheme, define signal to distortion ratio (SDR) as

[EONE
M EOESION

where s(t) is the weak target with multipath and s’ ()

SDR = 10 log

is the reconstruction of s(¢). The comparison of per-
formance of the ICA scheme with reference to tradition-
al methods including wavelet transform ( WT) scheme
and least mean square (LMS) scheme is depicted in
Fig.9. Especially, the orthogonal wavelet sym§ is
adopted and the selection of threshold rule is minimax
thresholding. It is obvious that the effectiveness in jam-
ming removal by the ICA scheme is verified and an ap-
proximate 10dB SDR over traditional schemes is ob-
tained.
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Fig.9 Comparison of performance of the ICA scheme with
reference to the WT scheme and LMS scheme

4 Conclusion

The problem of jamming removal in non-coopera-
tive passive detection system exploiting digital video
broadcasting-terrestrial ( DVB-T ) transmitters is ad-
dressed. The proposed solution is a scheme for jam-
ming removal using ICA. Simulation results show the
proposed scheme appears as a very appealing solution
for removal of electronic jamming. In future work, this
research will be extended by developing single-channel
scheme customized for conventional receiving frame
with dual channels as well as algorithms for cancella-
tion of clutter.
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