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Abstract

Due to the broadcast nature of wireless transmission medium, security threats may hinder propa-
gation of cognitive radio systems for commercial and military data application. This paper sets a chan-
nel error analytical framework and studies the joint impact of estimation errors and feedback delay on
secrecy performance in cognitive radio networks. Under the assumption that system applies beamform-
ing and jamming scheme, a multi-antenna cognitive base station (CBS) sends confidential signals to a
secondary user (SU) in the presence of M primary users (PUs) and an eavesdropper. Assuming only
imperfect channel state information ( CSI) about the receivers is available, secrecy rate, outage proba-
bility, secrecy throughput are deduced to obtain a closed-form expression. It is shown that while the
transmit power increases, secrecy throughput would reach to a constant. Simulation results show that
feedback delay adversely impacts on secrecy rate, connection outage probability and secrecy through-
put, while estimation error causes more impact on secrecy outage probability. Furthermore, the secre-
cy rate could increase progressively with the transmit power only if there exists no feedback delay.

Key words: cognitive radio, physical layer security, channel uncertainty, outage probability,

throughput.

0 Introduction

Due to tremendous increase in the usage of wire-
less devices, most of the frequency spectrum has been
licensed to operators by government. However, it is re-
ported that the spectrum efficiency is as low as 15% "/,
Recently, cognitive radio technology has been attracted
much attention, as it can solve spectrum scarcity prob-
lem by allowing unlicensed users to share the same

[36

spectrum with licensed users'*®'. To achieve it, cogni-

tive networks usually adopt underlay, overlay or inter-

weave approach' %!

For the underlay approach, the
secondary user (SU) is permitted to utilize the spec-
trum of the primary user (PU) as long as the interfer-
ence of SU is below a threshold which PU can tolerate.

Physical layer security ( PLS) in cognitive net-
works has attracted increasing attention as it plays an
important role in many communication areas, such as
military and civil data transmission. In 1949, Wyner’s
pioneering work defined the wiretap channel model and
explore the random channel and decoding as a basic

frame work of PLS'"’. Their work proves that secure

communication is guaranteed in the presence of eaves-
dropper without traditional key-based cryptographic ap-
proaches. Furthermore, the development of computer
performance and new calculation appearance cause tra-
ditional key encryption more vulnerable. As a supple-
ment on existing security technology, PLS approaches
exploit time-varying property of wireless fading chan-
nels to achieve secure transmission at the physical lay-
er.

To overcome unfavorable channel conditions, the
legitimate channel condition has worse channel quality

than eavesdropper” s''*'.

One feasible way to ensure
positive secrecy rate is to use multiple antennas tech-
nology to get over channel fading, such as multiple-in-

11,12
. Because

put single-output ( MISO ) networks'
multiple antennas at terminals can increase spatial de-
grees of freedom ( DoF'), which enables the nodes to
adopt beamforming or artificial jamming strategy to en-
hance the receiving rate of legitimate while degrading

the reception of eavesdropper' *'*’

Considering the
outage constraint on legitimate user, Ref. [ 11] studied
a secrecy rate maximization problem through artificial

noise beamforming in MISO networks. Considering im-

(@D Supported by the National Natural Science Foundation of China ( No. 61371122, 61471393) , and the China Postdoctoral Science Foundation

under a Special Financial Grant ( No. 2013T60912).

2 To whom correspondence should be addressed. E-mail; 1inzhi945@ 163. com

Received on July 24, 2017



258

HIGH TECHNOLOGY LETTERSIVol. 24 No.31Sep. 2018

pact of feedback delay and estimation errors, the secre-
cy throughput analysis in MISO wiretap networks is ad-
dressed in Ref. [ 12]. However, the above work is con-
sidered under perfect channel state information (CSI) to
enable advanced encoding.

Practically, this assumption is not realistic and
there exists many reasons for uncertainty of CSI, such
as feedback delay, estimation error and quantization
error *. The secure encoding based on above imper-
fect CSI would cause interference on signal receiving of
legitimate user and heavily deteriorate the secrecy per-
formance of networks. Thus, it is significant to analyze
and distinguish the impact of various uncertain factors
of CSI. Huang''®', et al. proposed a joint cooperative
beamforming and jamming scheme to enhance the secu-
rity of a cooperative relay network under unavailable
ECSI. Considering the feedback delay, Ref.[17]
adopted transmit antenna selection and analyzed secre-
cy performance of MISO wiretap channels. Joint jam-
mer and relay selection strategy is adopted to enhance
physical layer security in channel feedback delay con-
dition™®’. Ma'" | et al. studied secure transmission
where only outdated knowledge of the legitimate receiv-
er’ s channel is available. Nevertheless, papers men-
tioned above only consider the influence of estimation
error and feedback delay respectively.

In cognitive radio networks, how to analyze the
joint impact of channel errors demonstrates extreme im-
portance due to its characteristics. There is very few
work considering channel feedback delay or estimation
error conditions, especially in cognitive radio net-
works. Thus, impacts of channel errors on system se-
crecy performance actually remain unknown. Mean-
while, the outage probability and throughput perform-
ance under channel uncertainty are seldom analyzed in
cognitive networks. In this paper, a scenario in which
a multi-antenna CBS communicate with a secondary us-
er in the presence of some PUs and an eavesdropper
will be considered. The focus turns to analyze the joint
impact of feedback delay and estimation errors in MI-
SOSE cognitive radio networks. Focusing on the analy-
sis of channel errors, it is assumed that CBS uses
beamforming and jamming scheme as state-of-the-art
security approaches. Specifically, the following contri-
butions are summarized :

e A framework of channel errors analysis is set
for PLS performance in cognitive networks, the conclu-
sion could give rise to error analysis in other communi-
cation scene, such as heterogeneous and sensor net-
works. Furthermore, this framework is giving guidance
to robust algorithm study on different channel uncer-
tainties.

® Establish a joint channel error expression to
study impact of estimation errors and feedback delay of
legitimate user and eavesdropper CSI of SU. It is as-
sumed the system employs beamforming and jamming
strategies as state-of-the-art, where beamforming can
enhance the receiving of private signals and jamming
strategy can confuse eavesdropper and degrade the re-
ceiving of private signals.

® Deduce secrecy rate, outage probability, se-
crecy throughput and obtain closed-form expressions.
Then, the impact of feedback delay and estimation er-
rors are analyzed on above secrecy performance. Simu-
lation results demonstrate that the channel feedback de-
lay adversely impacts on secrecy performance.

In Section 1, the system model is described and a
joint model of feedback delay and estimation errors is
built. Section 2 addresses the secrecy performance
analysis of secrecy rate, outage and secrecy through-
put. Section 3 introduces theoretical and Monte Carlo
simulation results. Section 4 gives the conclusion.

Notation: Bold uppercase and lowercase letters
denote matrices and vectors, respectively. (+)" stands
for Hermitian transpose of a matrix or vector. I, is the
identity matrix of size (N x N). tr{ « | is the trace of
a matrix. CN(7,0") denotes the circularly symmetric,
complex Gaussian distribution with mean 7 and variance

2
g .

1 System model

In this part, a MISOSE cognitive radio networks
model is described and a joint error model is built
which considers both feedback delay and estimation er-

rors.

1.1 Model description

As shown in Fig. 1, consider an underlay cogni-
tive network. The primary system consists of /N-anten-
nas cognitive base station ( CBS) communicating to a
single-antenna SU, M single-antenna PUs P, {m ¢ 1,
-+,M} and a passive eavesdropper E, which attempt to
wiretap the secondary messages. All the channels are
assumed to be quasi-stationary and remain constant
during one operation period. h;(t) = [h;, (1),
hon, ()17 ~ CN(0,071,), i = {D,E,P} denote
channel coefficients of CBS to SU, CBS to E and CBS
to PUs at time ¢, respectively. It is assumed that re-
ceiving nodes adopt pilot symbol based linear minimum

mean square (LMMSE) channel estimation'"®'.



HIGH TECHNOLOGY LETTERSIVol. 24 No.31Sep. 2018

259

T, | eedback] P(tIT)

k() imperfect CSL |
E estimation
SU,

h,(t-T)

imperfect CSI |_
SU @ estimation

hy © SUz  hy(t-T,)

Fig.1 [llustration of System Model

1.2 Joint error model

In traditional cognitive networks, it is key to a-
chieve secure transmission only if perfect CSI could be
obtained. However, it may not be possible to know the
perfect CSI in practice because many imperfect factors
would collectively prevent the acquisition of perfect

CSI. Thus,

CSI on performance appears extremely important. In

how to evaluate the impact of imperfect

this section, a joint channel error model is established ,
which considers both feedback delay and estimation er-
rors.

1.2.1

According to the CSI channel uncertainty model,

Estimation errors

while the CSI uncertainty is random and not bounded,
such a model can be viewed as channel estimation error
model. Pilot symbol based LMMSE channel estimation
is employed and the channel impulse response is as-
sumed to be constant during the pilot symbol feedback
process'"*/.

Suppose that the private information x(¢) is insert-
ed with pilot symbols periodically, where the interval is
L. Then CBS transmitter estimates the corresponding
CSI h(t) ~ CN(O, o) according to N = N, + N, pilot
symbols, where N, symbol is inserted at the left and N,
symbol is at the right sides of x(¢). And the received
pilot signals to estimate CSI at CBS is

ypi[ot = diag(ppilnt ) hpilotx( t) + npilor

where p ., = [x(t=L(N,-1) =1),--,x(t=1),
x(t+L=1), x(t+L(N,-1) =) 1"

h,,=Lh(t—=L(N,=1)=1),-- h(t-1),
h(t+L—=1), h(t+L(N,-1) =) 1"

(D)

wherey ., h denotes pilot symbol, CSI and

pilot > pllnl

noise, [ € {1,2,---,1}. Thus, the estimation of chan-

nel can be written as
B( t) = wpilulypi[ul (2)
~R”' denotes weight of LMMSE
'piloY pilot Y pilot
Whlle Ch,,,'lo,ym/m =k I: hpilo[ ( n ) ypilot :I
denotes correlation vector of h ,, (), which is given as

Eq. (3). R

tion matrix of y,;, shown as Eq. (4).

where w,,, = C,

estimation factor,

pilot

H
Voitor = E[ ypi,u,ypim] represents autocorrela-

Cr =L /PRy, C= (N =1L = 1) ooes /P,
Ry (L=0) e, [Py (N =D L=D)]
(3)
H
th[,mypilo, =E[y pilotY pilot ]
PyitorRr 5, (0) +No PyitorRp 5, (L) Py, (N=DL)
_ PyitorR1 3, (L) Pt h,,ll,,,(o) +No o Py hlula,((V 2)L)
PyitoRy g, (N =1DL) P, ,,isznI,L,,,,( (N-2)L) - P pi[uterI”]“,(o) +No
(4)
The channel estimation error model can be written
[16]
as
h(t) = h(1) +e(1) (5)
The channel estimation A(t) ~ CN(0,o;) and
estimation error e(t) ~ CN(0,o>) is independent,

(R’ HY'cy and ¢

2 -_—
and they follow g = C’l Y pilot Rpitord pilor

'pilod pilot
2 2
=0, — 0.
To simplify the analysis, N =1, L =21is defined
Thus ¢; can be simplified as o} = P, o1/ (P

N, ) , channel estimation error can be written as

pilot pilot 0-11

2 2
2 gy g,
o, = = (6)
1 +0,P,/N, 1 +éna;

and NV, denote pilot power and noise power,

where P
respectively. = P/N, represents transmit SNR of use-

pilot

ful information. 6 = P,,/P the channel estimation
quality.

Eq. (5) can be converted to another equivalent
expression, which is expressed as

h(1) = ph(1) + (1) (7)

Channel h(t) and noise follow Gaussian distribu-
tion, p, = E[h" (t)h(1) /0 = 8nay/ (1 +8nay) is
the normalized estimation error parameter.

1.2.2 Feedback delay

Due to time-variation of channel and time consu-
ming of signal processing, there exist feedback delay
between the estimated CSI and practical one, and T, is
defined as delay time and the mathematic relation be-
tweenh(t) and h(t — T) through Markov process could
be deduced:

h(t) =psh(t =T,) +e,(t) (8)
wherep, = E[h* (t)h(t = T,) ]/0; denotes correla-
tion coefficient of estimated channel, e,(z) ~ CN(O,(1
- p2)o;) denotes feedback delay error. According to
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Clark channel model in Ref. [20], p, equals J, (2wf,T,) ,
where J,( +) is the first kind of zero Bessel function
and f,; denotes maximum Doppler frequency. Define X
=l h(t)1*andY =1 h(t=T,) |, the joint probabili-
ty density function of X and Y can be written as
(2 e )9
(1 =py)o, (1 —pi)a-i

where 1,( +) is the first kind of zero modified Bessel
function of zero order.

fx,y(xa 9’) =

1.2.3  Joint errors model
Eq. (3) and Eq. (8) are substituted into Eq. (7), a

uniform model is built to demonstrate the relationship
between practical CSI estimation at SU and time-delay
CSI estimation, which can be expressed as
h(t) =ph(t) +o(1)

=pLph(t =T)) +e,(1)] +0(1)

= pp(t =T,) +ppse(t =T,) +p.e,(1,) +v(t)

=ph(t - T,) +&(t) (10)
where
s <1
p = {pepd Pa (11>
1’ pll = 1

Obviously, if there exists feedback delay, p = 1. It is
defined that £(¢) = p,p.e(t) +p.e,(t =T,) +v(t) is

zero mean AWGN component and £(t) ~ CN(O,

/1 —pza'i).

1.3 Transmission scheme based beamforming and
Jjamming

In the MISOSE cognitive networks, it is assumed
that CBS adopts hybrid beamforming and jamming
scheme to enhance signal receiving at SU and confuse
eavesdropper under the interference constraints at PUs.
First, the interference constraints on PUs are analyzed.
The probability that the CBS can transmit signals is de-
rived as

Pr(maXHNpmf <vy.)
IN, = P¢| hpm [ ’ + N

m

(12)

m=1,-,
where I[N, is the interference power constraint at P,
from the CBS. y,, denotes the interference tolerance at
PUs. If interference power IN, is beyond tolerance
Yu, CBS transmission would stay idle and occur out-
age. Otherwise, the CBS transmission would operate as
usual.

Since the channel coefficients between single-an-
tenna nodes are randomly generated as complex zero-
mean Gaussian random vectors with unit covariance,

the channel coefficient of CBS PUs link follows Gamma
distribution |k, [ * ~ r(% 2)., the PDF of the co-

efficient is given by

N/2-1 —x/2
X e

S, 12(x) = LG om

Thus, the transmission probability under single

(13)

PU condition is obtained as

N, T -N
INGEH ®)
27 2P
Pr(IN, <vy,) =1 -—F+—— (14)
r(jm

where I'( + , + ) is the upper incomplete gamma func-

tion defined asT"(k,x) = f e”'t*""dt and gamma func-

x

tion I'(z) equalsL e't7'd. So Eq. (14) can be

written as
M
Pr(IN, <v,) =1 - 2 Lxxg Lo T dy
P r(3)
oy
r(3)
2-M€-’7 M* M* !(20_2’}/”1)/{

L(M* +1) 5 k1P,
(15)
where u = ¢y, /2P,, M* = [M/2] + 1 and [¢] is
defined as the integer part of .
Note that there are M PUs, using order statistics,
the probability of Eq. (12) can be obtained as
Pr(max{IN, | <v,)

r(M* +1) & kP!

(16)
Then, the beamforming weight of hybrid scheme
can be written as
v’t‘)op,(tl T,) = arg mjlxl w'h,(t -T,)|*
(17)
Meanwhile, random Gaussian noise with weight
matrix Q(t) = N;,
space of v:)op,(t | T,). The transmit signals at CBS are

y is emitted, which is the null

given by

x(t) =w(t)s(t) +Q(r)a(t) (18)
where s(t) and a(t) denote private signal and jamming
signal , respectively, and E[ 1 s(¢) 17] = o, a(t) ~
CN <0»0'i1w',71)- Power allocation coefficient between
data signal and jamming signal is defined as A e [0,
1], which demands ¢> = APand o> = (1 —=A)P/(N,
—1). Thus, received signals at CBS and eavesdropper
can be written as
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yot) = Wi (el TRy (0)5(1) + N 5 a(0) iy (1)
+n,(1)
= w,, (| Td)(pDAD<t T,) +&(1))s(t)
+N;, Wl (:lr,)a(”(l)n n(t =T,) +&(t)) +n,(1)
= p[)wopl(tl Td)h[)(t T,)s(t)
+ Nyo () e(n) + wi (11 T)e(t)s(t)
+n, (1) (19)
ye(t) = ‘/‘\’Zn(tl Tz{)’/\lE(t)S(t) +N&5‘1(5\T,,>a(t)ﬁE(t>
+ (‘;’OH,J,(“ T,)s(t) + N&Z”(Md)a(t) ye(t)
+ny(t) (20)
It is assumed the system has full rate feedback and
quantization error is not considered. The estimated CSI
of hy(t) and h,;(t) is modeled as Eq. (10) , where the
estimation error parameter isp, = 61;0-2[/( 1+ 8170-,2” ).
The channel capacity at CBS and eavsesdropper
can be written as
I, = log,(1 +7vy,) =
. ( AP(p} | wm(tl Ty, (1 -

T) 12+ wlh (] T)e(t) |2))

G Vot am 0 1 # AP =p3,) + Ny
(21)
I; = log, (1 +y,) =
AP wh (el T)h, (1) 17
1"52( WPy N he () 17+ PCI —pf,>ai+No)
| (22)

where | wop,

(11 T,)8(1) 12 and | Ny g7 e(1) || de-
note beamforming excursion and artificial jamming
leakage due to estimation errors and feedback delay.
The received jamming signals at CBS and eavesdropper

are ||N»‘v”(,|rd)¢9(t) ||2 ~ Gamma(N, - 1, (1 -
PiD)O'f)) and || N;;OHIM(HT(,)’A’E(K) [ P~ Gamma(N, -1

piEO'é) , respectively.
2 Performance analysis

In this part, first the receiving SNR at receivers is
deduced and then the secrecy performance of average
secrecy rate, outage probability and secrecy throughput
are analyzed.

From Eq. (21), the receiving SNR at SU is given by
Yo =
Aop | wh (e T)R,(t = T,)1*

+Howy, (e T)e() 1

1-A )
(]\[[7_8” W(,,,(”Tt)g(t) || +)\(1 _pz[))o_% ‘n .
— /\pe/)pll(pe_,) - 1)_X2/\“'1 +X2 (23>
T (1-))

N e P A+ (L =pl) ey
The CDF of y,, is obtained as

—azx

e -1
F, (x) =1 —7(1 _a1>2(a2x +1)
—azy/ay -1
+67(a2x+al) [71+%+%(%+1) ]
1 - aq a, a \ aq,
(24)
where a, = )\pznp{zl(p_2 -1)7", a, = (1 =Q)/(N, -

1)anda; = A + (1 —plD) 'on

The receiving SNR at eavesdropper can be written

as
Ye =
AP w, (¢ T)hy(1)1?
1 -A)P
2P I Nagun ) 17 4+ P12 )0+,
A
_ X2 (25)
1 - )\ -2 1 -2 -2 -1
N v + (pe;,; -1) +p., 0 M
The CDF of vy, is obtained as
(2 e
er(x) =1 —J [1}+’1 m
b3 b 1-N,
=1+ ) (26)
1

where b, = A, b, = (1 = A)/(N,
D +ploin’
While n — oo, channel estimation coefficient p,

According to Eqs (23) and (25), in
high SNR region, vy,, and vy, can be written as

-1), by = (p.,; -

tends to one.

limy, =

Jm
N, =1 py [ By (e =T,) |2+l W, (¢ T)e(t)1?

npt

A1 I Na, ,‘,([)a(l) I
(27)
N -1 1| 0l T)h(1) 17
hm,yh - jl wn17t< ) b( ) (28)
f— AT =1 || NWH(;H ﬁ( ) ||

opt

From Eqgs (27) and (28),

receiving SNR at SU and eavesdropper are some non-

one can find that the

zero value in high SNR region, which is irrelevant to
7.

2.1 Average secrecy rate

According to Wyner wiretap channel model, se-
crecy rate can be expressed as

C, = {logz(l +yp) —log, (1 +y,) vy > v
’ 0 otherwise
(29)

where y, = Pl h,|1*/o} andy, = Pl h,|?/0 denote
the instantaneous SNR at Bob and Eve. P is transmit
power, vy, and y, are channel gains at Bob and Eve,
o and ¢, denote corresponding noise variance.

While the CSI of main channel and eavesdropping

channel is imperfect, then fixed encoding rates (R, ,
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R,) would be adopted, where R, and R, are the coding
rate and secrecy rate, respectively. It often uses aver-
age secrecy rate to judge the performance, which is
written as
Cs = [ID_IE:|+ (30)
Secrecy rate criterion is suitable for delay tolerant
networks, such as email. In this paper, SU is assumed
to employ fixed encoding rates (R,, R,), the average

secrecy rate is given as

From the CDF expression of y, and y,, it can be
obtained that the average mutual information of main
channel and eavesdropper channel as Eqs(32) and (33).
Substitute Eq. (32) and Eq. (33) into Eq. (31), one can
obatin the average secrecy rate.
the

average secrecy rate tends to a certain non-zero value.

While there exist feedback delay and 5 — oo

b

However when there is no feedback delay or y, — o,

average secrecy rate also tends to o , which means that

C.=[C,-C,]"Pr( max{[NPm F<y,) any secrecy rate through increasing transmit power could
= (EhD[Ingu +yp)] - Ehp,hEUng(] +ye)])7 be got.
Pr(max{[N,,m} <vy,) (31)
oo 17} -7, )
P In2Mo 1 +x
2 - _ axas! a3 - azaz! 1. -
_ (1 — al) az [( ea_wzll ) (2 _al>ejz )Ei(a3a2‘1) N e‘EL(c_Lf)2 B (2 —al)e32 1?2(6213‘111)]
In2 1 —az_ 1 -aa, (1 - a, (1 -aa,
L 19 i) + (1 - aya >(E<> E<>)
121—al a, 3 a, : (1 -a,a; (1 -aya;,")?
-1 azaz! azaz’! azaf!
(aza1 —aza; e B )EL(aa2 >] (32)
(l—aaz) (1—ala2_
Cr = 1ah 1 +x(1 +Ex) o
~ L w _;% b, L-N; 1 N-1 N, -1 b, -k b, N,=1-k b, k+1-N,
= qzh <[ +a) il Z( b IE +a) (IT) (“17) Jas
1 b N B, IV by kpo ANk B b
-l ) () SO ) e )
1n2[( T, b ; k "o, i ’bz]
2.2 Outage probability and secrecy throughput + Pr(max{IN, | > y,) (34)
Average secrecy rate criterion is suitable to meas- P, = Pr(I;, > R, - R,) Pr(max| INPm} <7vy,)
ure non-real-time transmission. However, for systems + Pr(max{IN, | > y,)
with stringent delay constraints, perfect secret can not (1 _F 2,?07,{" ) p [IN
be achieved especially for the imperfect CSI, outage = (- F,( = 1)) Pr(max{iNy, |
probability criterion is more appropriate to measure the < vu) t Pr(max%]NPm} > Yu) (35)

secrecy performance.

Connection outage probability ( COP) is defined
to measure transmission reliability while secrecy outage
probability (SOP) is put forward to stand for the secur-
ity of communications® | which uses fixed secrecy rate
encoding rates (R,, R,), If R, > I, it shows that con-
nection between transmitter and legitimate receiver can
not be achieved and connection outage occurs, if Ry >
R() -

some private signals and secrecy outage occurs. Outage

I, it indicates that eavesdropper could obtain

probabilities can be expressed as
P, =Pr(I, < R,) Pr(max{IN
+ Pr(max%]NPm} >T)
= FYD(ZRU - 1) Pr(max{IN, | <v,)

P, } = 71/1)

From Eqs(34) and (35), it is observed that COP
and SOP tend to some certain non-zero value in high
SNR region.

Moreover, the secrecy throughput performance is
analyzed. Compared with traditional throughput con-

cept, it only considers reliability of transmission'”'. In
the cognitive MISOSE networks,

throughput criterion is defined to measure both the

a modified secrecy

transmission security and reliability, which is based on
COP and SOP.

=R, -Pr{l, >R,, I, <R,
Pr( max | ]Npm I < Ya)
R(1-P,)(1-P,) Pr(max{IN, | <v,)
RF, (2 -1)(1 - F, (2"7% -1))

- R}
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Pr(max{]NPm} < y,.) (36)
According to Eq. (36), while transmit SNR  —
o , secrecy throughput would reach to a certain non-

zero value.
3 Numerical analysis results

In this part, Monte Carlo and analytical simula-
tion results are presented to verify the performance
analysis in Section 2. The number of simulation times
is 50000, and the system is assumed to only consider
the impact of feedback delay and estimation errors
without quantization errors. Except Fig.5, the power
allocation of beamforming and jamming is A = 0.5 and
antenna number of CBS is 3. Solid and dotted lines de-
note theoretical simulation, marks (such as circle) de-
note Monte Carlo simulation.

e NFD, § = 1. Estimation error § = 1 without
feedback delay;

e /T, =0.1,8 = 1: Feedback delay f,T, = 0.
1, estimation error § = 1.

e /T, =0.1, PE; Feedback delay f,T, = 0.1
with perfect estimation.

e NFD, PE. No feedback delay and perfect esti-
mation.

In Fig.2, the secrecy rate comparison against
transmit SNR of different channel error conditions is
presented. In general, it can be seen that the feedback
delay (f,T, = 0.1) cause much more performace deg-
radation than estimation error (§ = 1). While feedback
delay exists (f,T,is much more than 0. 1) , the secrecy
rate would reach to an upper floor with increasing of
transmit power. If the estimation errors exists, NFD
condition performance is much better than feedback de-
lay condition, and secrecy rate would increase progres-
sively with the transmit power.

—e- NFD, §=1
8 H—*f,1=0.1,8=1
—~ f,7,=0.1, PE
7 | —B NFD, PE

Secrecy rate (bit/s/Hz)

0 5 10 15 20
Transmit SNR (dB)

Fig.2 Secrecy rate versus transmit SNR

Fig.3 presents the outage probability of different
channel error conditions versus transmit SNR. As seen
in Fig. 3, feedback delay almost has no impact on the
secrecy outage performance and secrecy outage of dif-
ferent channel error conditions would rise to a same
threshold as transmit SNR increases. Conversely, con-
nection outage is more sensitive to feedback delay but
estimation errors have little influence on it. If there ex-
ists feedback delay, connection outage is almost not
impacted by estimation errors and it would fall to a low-
er bound while transmit SNR increases. If system holds
estimation errors, connection outage would decrease as

the increasing of transmit SNR.
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Fig.3 Outage probability versus transmit SNR

Figs4 —6 depict the results for the secrecy through-
put against transmit SNR, power allocation factor and
channel error parameters, respectively. From Fig. 4 and
Fig.5, it can be observed that the secrecy throughput
is deeply affected by feedback delay, while the influ-
ence of estimation error becomes much less as transmit
SNR increases. Under equal power allocation of beam-

forming and jamming, if it is NFD condition, there exists
2
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Fig.4 Secrecy throughput versus transmit SNR
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optimal transmit SNR to maximize the secrecy through-
put. Because with the increasing of transmit SNR, the
information leakage would increase at eavesdraopper,
thus increasing transmit SNR is not an efficient way for
performance improvement. From Fig. 6, while there is
no feedback delay, it should apply more power to
beamforming signals. On the contrary, it should better
apply more power to jamming signals if there is feed-

back.
4 Conclusion

This paper has investigated the joint impact of es-
timation errors and feedback delay on the secrecy per-
formance of secondary user in MISOSE cognitive radio
networks. Taking the joint channel error model into ac-
count, secrecy rate, outage probability, secrecy
throughput are deduced and the closed-form expression
is obtained. When the transmit power increases, secre-
cy throughput would reach to some constant. Simula-
tion results show that feedback delay adversely impacts
on secrecy rate, connection outage probability and se-

crecy throughput, while estimation error causes more

impact on secrecy outage probability. Furthermore, the
secrecy rate could increase progressively with the trans-
mit power only if there exists no feedback delay. In
general , this framework is giving guidance to robust al-
gorithm study on different channel uncertainties.

However, one should mention some worthwhile
work in the future. Here the analysis for the case of
single antenna eavesdropper has limitation. It would be
more practical to consider multi-antenna eavesdropper
and the interference to SU from PUs. Moreover, robust
design and relay channel of SU in cognitive radio net-
works should be taken into account.
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