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Abstract

The universality of the application of wireless sensor networks ( WSN) makes more attention be
paid on the security problem. Node authentication is not only the basis of network security, but also
the premise of key management and secure routing protocol. Although the signature mechanism
based on symmetric encryption is high in energy efficiency, it is vulnerable to be attacked and there
is a time delay during authentication. Traditional public key encryption mechanism with improve-
ment in security brings in complex algorithm and costs much time, which is not suitable for WSN. In
this paper, a signature authentication mechanism, an optimized variant Bellare Namprempre Neven
(OvBNN) is presented to quickly complete the authentication by mutual cooperation between nodes
so as to make the nodes use the intermediate calculation results of their neighbor nodes directly.
Simulation results show that the proposed mechanism is superior to traditional authentication mecha-
nisms both in energy consumption and authentication time.
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0 Introduction

Wireless sensor network ( WSN) is a multi-hop
mobile network deployed in hostile or unmanned areas,
which is composed of a great number of nodes in a self-

"), Due to the features including fast

organized manner
deployment, low cost, fault tolerance and so on, WSN
has been widely used in a lot of aspects, such as mili-
tary, national defense, field inspection, environmental
monitoring, disaster prevention and other fields. Al-
though the wireless sensor network has a wide range of
applications, it also has many limiting factors, such as
limited power supply, limited storage capacity and lim-

21 In the condition of va-

ited communication capacity
rious restrictions, how to make the operation of network
security will undoubtedly become an important part
which can’t be ignored. As the core and important bas-
ic link of the security mechanism, how to complete the
authentication safely, efficiently and in low- energy is
always a research hot spot in wireless sensor network.
WTESLA is a time-based high-efficient and tolera-

ting of packet dropout symmetric key encryption proto-

col. The protocol is based on the TESLA authentication
protocol, which improves the key update process and
initial authentication process, and solves the unidirec-
tional problem of the key generation algorithm and the
problem of key distribution packet loss™' in order to
make the network effectively implemented. But it is
vulnerable to denial of service (DoS) attacks, so that
the network can’t provide normal services. The public
key encryption mechanism is different from symmetric
encryption, and both communication sides do not need
to have a common key'*'. Even if the public key is ac-
quired by an attacker during the delivery or release
process, the attacker will not obtain any useful infor-
mation for the private key is not matched with the pub-
lic key™'.
tures, the authentication mechanism should have char-

Since WSN has resource-constrained fea-

acteristics of energy saving and high operation speed.
But the public key encryption algorithm is complex,
and running velocity is relatively slow. Ref. [6] pres-
ented a fast signature authentication mechanism to im-
prove the authentication efficiency, but the energy con-
sumption is too high for wireless sensor networks. On
this basis, this paper takes into account both the ener-
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gy cost and security performance and proposes a new
signature authentication mechanism based on the vari-
ant Bellare Namprempre Neven ( vBNN ), by saving
node energy and improving the authentication speed to
prolong the network life effectively.

1 vBNN scheme

1.1 Elliptic curves cryptography

Victor Miller and Heal Kablitz first proposed the
elliptic curves cryptography (ECC) in 1985. The in-
creasement of security demand in recent years makes
ECC become an effective selection for researchers. The
security of elliptic curves cryptography is based on the
difficulty of the problem of the elliptic curve discrete
logarithm. Its high-level security brings many advanta-
ges: the shorter key length, the smaller digital signa-
ture and the faster operation speed. Table 1 represents
the key size required for ECC and RSA (Rivest Shamir

Adleman) at the same deciphering time.

Table 1 Key size of ECC and RSA with the same

deciphering time

Decode time Key length Key length Ratio
(MIPS) of ECC of RSA

10 106 512 1.5

10° 132 768 1:6

10" 160 1024 1.7

10% 210 2048 1:10

The elliptical curve is defined by a binary cubic
equation, the elliptic curve’ s representation on differ-
ent number field is different, even the operation on it is
not the same. There are two types of elliptical curves,
elliptical curves on the finite field GF(p) and GF(2™)
are most commonly used’'. Assuming that there is
p >3, an elliptic curve on the finite field Z, can be de-
fined as

E/Zp;yz(mod p) =« +ax +b (1)
wherea, b € Z,, 4a’ +27b° # 0(mod p).

Supposing that P is the point in field Z,, in which
the P’ s order is p. G is the group produced by the
“add” operation of the point. Two points M and N are
taken on the elliptical curve E, where [ is the straight
line linking point M and N, and intersects elliptic
curve at point R. The addition of the elliptic curve on
the finite field is as follows: assuming there is M =
(x,, y,) and point N = (%,, y,), M, N € E(a,b),
the addition operation will satisfy .

M+N={0’ x]:xZ’ylz_y2(2>

(x5, y;), others

where , there arex, = A> —x, —x,(mod p) , and y, =
A(x, —x;) — y,(mod p). For M # N, there will be
A(mod p) = (y, — y,)/(x, — x,). There are two
points M and N on the ECC and which x axis is differ-
ent, then M + N = — R'®. The multipoint operation on
ECC is defined astP = P + P + --- + P, the number of
point P is t. The elliptic curve discrete logarithm prob-
lem (ECDLP) is the problem of getting ¢ given ¢Pand
P.

1.2 Realization process of vBNN

vBNN signature mechanism is an improved BNN-
IBS ( Bellare Namprempre Neven identity-based signa-
ture) signature mechanism'”’ | and it is an ECC-based
encryption method. In wireless sensor networks, be-
cause the BNN-IBS’ s data packet size is large, vBNN
scheme reduces the packet size on the basis of vBNN
effectively. The implementation steps of vBNN are as
follows

1) Preliminary: The private key generator ( PKG)
is a credible third party, which can generate private
key P
or other public information. Given the safety parame-
ters k, PKG will take the following steps.

I . Define elliptic curve E over field Z, and point

for users. The public key is the user’ s identity

ria

P with order p;

II. Select private key randomly in Z,, and calcu-
late P, by P, =xP as the system public key;

Il. Define Hash functions as H,; {0,1} x G, —
Z,and H,: {0,1} " — Z ;

IV. Obtain parameters (E/Z,, P, p, P,, H,,
H,) , where x is unknown.

2) Keys extraction; ID, € {0,1} "~
identity for user A, and different users will have differ-

is the unique

ent identities ;

[ . Select random number r from Z, to calculate
RbyR =rP;

II. Calculate ¢ =H,(ID,IIR) and s =r + cx.

In this stage, P, = (R, s) is the private key for
user A.

3) Generate signature: Assuming the identity of
user A is ID,,

I . Select random number y from Z, to calculate
Y by Y=yP.

II. Calculate h = H,(ID
hs.

In this stage, (R, h, z) is the signature of user A.

A is the node who carries message m.

m,R,Y)andz=y+

a?’

4) Signature verification

I. Calculate ¢ =H,(ID,IIR) ;

Il. Verify whether obtained parameter A is valid
by h =H,(ID,,m,R, zP —h(R +cP,) ) ;
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Il. The signature verification is completed if the
equation in step b is valid, or else the system will re-
ject the signature to set it as invalid.

2 Network model and attack model

The network model and attack model for the pro-
posed mechanism will be described in this section.

2.1 Network model

It is supposed that WSN satisfies the characteris-
tics of large scale, static and high node deployment
density. As the sensor node is active, it couldn’t be
charged in low power, so the nodes in WSN transfer
the data from the source node to sink node by the way
of multi-hop. Each sensor node is deployed in a fixed
position or moving very slowly. Similar networks can
also be deployed in environmental monitoring and smart
home applications. Through analysis and process to the
data collected from the sensor nodes, people can get

necessary information timely.

2.2 Attack model

Wireless sensor networks are vulnerable to multi-
ple attacks due to the special nature of wireless trans-
mission. An attacker could capture some sensor nodes
or transmit bogus information to the network, reducing
the reliability of information that the user gets. WSN
may suffer the following attacks.

(1) Exhaustion attack: If loopholes exist in the
wireless sensor protocol, an attacker may keep sending
useless data packets to one sensor node. Then legiti-
mate users will not be able to access to this node, be-
cause limited energy will be cost by such useless data
packets. The incidence of the exhaustion attacks can
be alleviated if the network can control the number of
nodes sending data packets.

(2) DoS attack: Once sensor nodes are captured
by the attacker, the nodes will send high priority pack-
ets to other nodes. These packets will occupy the trans-
mission channel, so the legitimate data packets can’t
be transmitted timely, resulting in the whole network
denial of service. This type of attack may exist in the
four lower layers of OSI network model. Reducing the
priority difference of different data packets can reduce
the damage to the network caused by DoS attack.

(3) Flooding attack : Malicious nodes under this
attack often have sufficient charge, and they will
broadcast Hello message to the legitimate node. Re-
ceiving such Hello message, the node may think the
malicious one is its neighbor and will send the informa-
tion to the malicious node, but actually these nodes
may be too far from each other to complete the data

packets transmission by one hop.

(4) Wormhole attack: The malicious node under
the attack usually has a strong ability to send and re-
ceive data packets, while the legal node will take the
malicious node mistakenly for the relay message in the
process of multi-hop transmission, making the two
multi-hop nodes think the routing path of them are sin-
gle-hop, so as to destroy the routing structure of the

network.
3 Optimized vBNN signature scheme

In this section, general idea of the OvBNN signa-
ture mechanism will be presented and the authentica-
tion process will be established.

The vBNN signature authentication mechanism is
discussed in detail in the second part. Each sensor
node needs to calculate zP-hR-hcP, to complete the au-
thentication, but the nodes should first calculate the
value of zP, hR and hcP, to obtain the final sum. The
repeated calculating operations by each sensor will un-
doubtedly slow down the authentication efficiency of the
node as well as shorten the network life. In OvBNN
proposed in this paper, if a node is willing to consume
its own energy to transmit one or all of its calculated in-
termediate results to its neighbor nodes, the neighbor
node will reduce the calculation procedure so as to
speed up the authentication.

Assume that a packet {m, ID,, pt, Sig, | is
broadcasted by the user, where m represents the useful
information, ID, is the user’s unique identity, pt is
the present time of sending the packet, and Sig,, is the
user’ s signature for m. When a node receives a packet
to send to the next hop, the first step is to check
whether the packet is out of date.

OvBNN authentication process is shown in Fig. 1.
In this figure, a user is going to send packets to three
neighbor nodes, namely A, B and C. They are willing
to transmit one of the intermediate calculation results
zP, hR and hcP, to their neighbor nodes after being
verified. Suppose that node A, B and C will send zP,
hR and hcP, respectively. Since node E will receive
intermediate result zP from node A, it can complete the
authentication after adding the value of hR and hcP,.
Compared to the traditional vBNN, OvBNN only needs
two multiplications and two additions to complete the
authentication by reducing one multiplication during
the process. Similarly, node F and node T will receive
hR and hcP, of node B and node C respectively, and
perform twice multiplications and twice additions to
complete the authentication. Since nodes D, G, and H
are also the neighbor nodes of nodes A, B and C, re-
spectively, the authentication modes are the same as



290

HIGH TECHNOLOGY LETTERSIVol. 24 No.31Sep. 2018

the nodes C, F, and I. Similarly, nodes D, F, and H
can continue to transfer their intermediate results to
other neighbor nodes that have to be authenticated. In
traditional vBNN mechanism, each node needs 3mul +
2add to complete the authentication, while OvBNN
proposed in this paper requires only 2mul + 2add.
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Fig.1 OvBNN authentication by cooperation among nodes

Moreover, OvBNN can save more energy if the
node sends some of its intermediate calculation results
directly to the neighbor. The procedure above only
pass one of the factors as zP, hR and hcP,. Now, the
condition that the node will transmit the value of zP-
hR .hR + hcP, or zP + hcP, will be discussed. Taking
node C as an example, which is willing to consume
part of its energy to deliver the intermediate calculation
results AR + heP, to its neighbor nodes I and H, which
only need to calculate their value of zP after receiving
hR + heP,, and add all results together to complete the
certification. The entire certification process requires
Imul + ladd by reducing times of calculations to speed
up the authentication.

All these three intermediate results being sent to
the neighbors will make the network vulnerable to the
following attacks. Table 2 and Table 3 show the actions
performed by the attackers and the victims.

Table 2 Operations of the attackers

Attacking behaviors

1. To generate a false message m’ ;

. To choose R’ , 2z’ , b’ , he’ randomly;

. To calculate z’ P—h’ R’ —hc’ Py

. To calculate b =H,(ID,, m’ , R’ ,z’P-h’R’ —hc¢’P,);
. To transmit (R’ , h’, 2z’ ) and z2” P, h’ R ’and hc’ P,.

W\ AW

Table 3  Operations of the victims

Victim behaviors
. To calculate ¢’ =H, (ID,1IR’);
. To count H,(ID,, m’ , R’ , 2’P-h’R’ —he’P,);

a’

. To compare the result from step 2 with i’ ;

FaR S R S R

If consistent, m’ will be regarded as effective information.

To make the node authentication efficiency high-
er, it is assumed that the sensor node only sends the
intermediate result AR + hcP, to its neighbor or the
node is unwilling to transmit any calculation results to
its neighbors. As shown in Fig. 1, based on the above
two assumptions, node C may send the following mes-
sage packet to its neighbor H: {m, ID, pt, Sig,, hR
+hePy| or {m, ID,, pt, Sig, |. Of course, the inter-
mediate calculation results may also be zP, hR, hcP,
or the sum result. If the packet {m, ID,, pt, Sig,} is
received by node H, then it will wait for the time of W,
period to see if it will receive the intermediate result
from node C (here the intermediate result refers to hR
+hcP,). At the same time, node H and I will cache
the data packets from node C, the number of data
packets is 7. If the node does not receive any interme-

diate results after W,, it will perform the calculating

L
operations by 3mul + 2add as the traditional vBNN to
complete their own certification. If so, OvBNN will de-
volve into traditional vBNN.

In the proposed OvBNN signature authentication
mechanism, it is assumed that a node has o neighbor
nodes, where a/2 nodes can receive data packets;
there are B nodes to be captured, and each node will
generate vy false packets. The number of packets 7 will
satisfy the following condition as

l+Bry<s1t<a? (3)

Waiting time W, is determined by the value of n,

na » Packet size S, initial backoff

and congestion backoff CON,_, . Then there

transmission rate r
INI .,
will be

(INI,,, + CON,, + S, /7)) *T=W, (4)

Obviously, the more intermediate results are being
transferred, the higher computational efficiency and the
more energy consumption there will be. So parameter
P, needs to be set carefully to keep the balance be-
tween energy and efficiency. P, is the probability of
the nodes that are willing to transfer the intermediate
result to their neighbor nodes. To some extent, the
transmission of intermediate results requires energy
consumption there will be. The speed of signature veri-
fication, however, will be affected if the value of P, is
too low. Once the wireless sensor network is deployed,
P, should be determined according to the topology and
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dynamic changes of the network to tradeoff the energy
cost and certification efficiency. Assuming that there
are N nodes in each transmission to have to complete
the signature authentication and P, represents the prob-
ability of T nodes transmitting the intermediate calcula-
tion results to their neighbor nodes, the relationship
between P, and P, should satisfy following expression
as

N N-
Pr= () P (=P (5)

In order to prevent the whole network from being

attacked, the node will judge whether message m, sig-
nature Sig, , and hR + hcP, in the received packet are
consistent after waiting time «,. If they are inconsis-
tent, these packets are discarded and reported to the
base station. It is judged whether the packet {m, ID,
pt, Sig,, hR + hcP,}| is received if they are consist-
ent. The detailed authentication process of OvBNN is
shown in Fig.2, and the redundancy of the packets
will be effectively reduced.

(Data Packages Received)

Wait for a, seconds& cache
7 packages

7 packages have identica
m, Sigm and LR+5LP, ?

7 packages include
m,ID, ct,Sigm,l,R+15Py}?

Calculate /,P

Discard the package

Discard 7 packages

v

Report to the BS

Calculate /,R and LR,

|

Calculate /,P-I,R-I;P, and

verifiy the signature

Discard the package
and report to the BS

Yes

C

Deliver LR+14 B, and forward the signed

broadcast package >

Fig.2 The process of OvBNN authentication mechanism

E., E, and E,, indicate the energy consumption
by sending, receiving and calculating once multiplica-
tion respectively. Assuming that each node has 7
neighbors, the energy consumption of the optimized au-
thentication mechanism OvBNN can be roughly esti-
mated as

N
E = ZPT<T.ES +77T/2.Er_nT.Emu[)
T=1

(6)

In Eq. (6), T - E, represents the energy con-
sumed by T nodes transferring the intermediate calcula-
tion results, n7/2 - E_ is the energy consumed by n7/2
nodes receiving the intermediate calculation results,

and nT - E,, is the energy saved by n7/2 nodes per-
forming the operation of multiplication twice. A suit-
able P,, should be selected to minimize the energy con-

sumption if the final value of E is positive.

4 Simulation results and performance anal-
ysis

The theoretical analysis is completed in the struc-
ture as shown in Fig. 3 with the assumption that there is
no attack in this case. The node will send the interme-
diate results hR + hcP, to its neighbors. Simulating ex-
periments are performed in a 4 x4 grid network, under
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the premise of using MICAz node as the sensor node in
the TinyOS system.

Round 3 Round 2 Round 1 Round 0 &
N X N N N\ J
N N N N < N % »~ User
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Fig.3 4 x4 grid structure in OvBNN

4.1 Theoretical analysis

The validity of the OvBNN mechanism will be an-
alyzed in energy cost as well as the time cost in this
section. In network deployment, MICAz nodes are a-
dopted with 8-bit processors and ATmegal28L micro-
controllers working in 8MHz. According to Ref. [10],
the time required of one multiplication will be about
0.81s. The working voltage of MICAz nodes is 3V, the
current loss for transmitting data is 17.4mA and receiv-
ing data is 19. 7mA, and the data transmission rate is
250kbps. IEEE802.15.4 is used as the MAC protocol
for each node. The topology of the sensor node is
shown as in Fig. 3. In order to make the safety strength
of OvBNN equal to that of RSA with 1024bit, the size

of packets settings are shown in Table 4.

Table 4  Size of packets settings

Parameter Size Parameter Size
pt 2B hR + heP, 42B
m 10B Signature 83B
1D 2B {m,ID, ,pt,Sig, ,hR + heP|  139B

In Table 4, since the size of the data packet {m,
ID, ,pt,Sig, ,hR + hcP,} has exceeded the transmis-
sion range, data packet will be divided into two parts
to deliver.

It will cost each MICAz node E,and E, to send
and receive 1B data respectively. From above, there
will be

E, =3.0x17.4 x8/250 =1.67ul) (7)

E, =3.0x19.7 x8/250 =1.89u) (8)

rl

The energy consumption for authentication will be
E, =58.32mJ, and once multiplication will cost £, ,
=3.0x8.0x0.81 =19.44m]. According to this, it
will cost E, = 3.0 x 17.4 x 128 x 8/250 =0.214m]
and £, =3.0 x 19.7 x 128 x 8/250 = 0.466m] to
transmit and receive the intermediate calculation results
hR + hcP, respectively.

In the 4 x4 grid structure deployed as shown in
Fig. 3, it is not necessary for all nodes to transmit their
intermediate calculation results to the neighbors. When
being requested, node A will send the intermediate re-
sult to node B and node C. While B will transmit the
intermediate results to D and E for fast authentication,
node B and C will complete the authentication in the
first round and turn in to the sleep mode to save ener-
gy. Nodes D, E, F will complete their certifications in
the second round. Due to the deployed location of node
E, it will send the intermediate result to nodes H and
I. Node H then send its intermediate result to nodes K
and L. In this way, 16 nodes will complete the authen-
tication in 6 rounds, during which there will be 6
nodes consuming their own energy to speed up the au-
thentication. Moreover, it will cost the energy of 11
nodes to receive the intermediate results. Therefore,
the sending energy consumption is £, =6 x0. 124
=1.284m] and the receiving will be E ., =11 x
0.466 =5.126mJ. The energy saving by the 11 nodes
receiving hR + hePy will be £, =11 x2 x19.44 =
427.68m)J. Thus, in such 4 x4 grid topology with 16
nodes, OvBNN can save the energy by E,,, =427. 68
—1.284 - 5.126 =421.27mJ, while the traditional
vBNN will consume 16 x 58.32 =933.12m] theoreti-
cally, which suggests that energy consumption by the
proposed mechanism OvBNN will be 45.15% lower
than that of vBNN.

4.2 Simulation results analysis

The proposed OvBNN signature authentication
mechanism is analyzed in this part. NesC language-
based applications in the TinyOS system are adopted to
send and receive data packets'''). The working state of
sensors will change during the operation so as to save
the limited energy. The transmission and reception of
packets will also consume energy. Therefore, the simu-
lation will compare the energy consumption from state
changes as well as the energy consumption from pack-
ets transmission and reception between the proposed
mechanism OvBNN and the traditional mechanisms in-
cluding vBNN, ECDSA and FECDSA (Fast ECDSA).
4.2.1

Considering the small size of sensors and limited

Simulation analysis on different working states

battery power, the node has to work in active state and
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sleeping state periodically to save energy. Wireless
communication module in the sensor node often has
four states: sending, receiving, idle, and sleeping.
Sending and receiving processes are referred to as the
Idle state refers to that the node has to

so idle state

active state.

keep listening to the wireless channels,

[12]

will still cost a lot energy In sleeping state, the

node will turn off its communication module to mini-
mize energy loss. The energy consumed by nodes in
different states is different and Fig. 4 shows the propor-

tion of energy consumption of nodes in different states.

- Sending
I Reccivng
RO 1die

- Sleeping

31.41%

37.96%

Fig.4 Energy consuming ratio in different states

Fig. 5 depicts the states changing of a node. The
initial state of the node is set to be idle, then the node
turns into active state if it determines to receive data
packets by monitoring, and enters the sleeping state af-

ter the completion of the authentication or task to save
[13]

lf\fv’w“
‘y/ e £ Sleepmg x

4

. ad

energy

g .. P

Idle }y_/ ‘ Sleeping ‘}
-\\w};r" b < .

Fig.5 Different states of the node

The simulation result from the perspective of
node’ s states is shown in Fig. 6. It will cost the tradi-
tional vBNN about 42.79] to complete the certification
process. The same process will cost ECDSA, FECDSA
about 43. 46] and 36. 49] respectively. In contrast,
the total energy cost by OvBNN is only 27.26]J. On the
other hand, it will take 25. 17s for OvBNN to finish the
authentication, while the time consuming is 50.30s,

53.87s, 39.60s for vBNN, ECDSA and FECDSA re-
spectively.

60 50
L Time cost (s) [ Energy cost (J)

50 -
~ 140 &
% 2
g 40 :;6
£ 2
= {30 @

30 |

20 ’<l 20

OvBNN FECDSA ECDSA

Fig.6 Time and energy cost comparison for a whole work period

vBNN

Obviously, Fig.6 shows that OvBNN has distinct
advantages compared with the other three mechanisms.
The energy consumption by OvBNN is about 36.29%
and 25.29% lower than that by vBNN and FECDSA.
In the term of authentication efficiency, OvBNN will
save 49.96% and 36.44% performing time in contrast
with vBNN and FECDSA,
show that the proposed mechanism OvBNN can shorten

respectively. Experiments

the required authentication time and save the energy ef-
fectively, thus extending the network life.
4.2.2 Simulation analysis on data delivering

The simulation uses MICAz as the sensor node in
the verification. Since the node can transmit up to
128B of data packets in physical layer and the data
packets with intermediate results {m, ID,, pt, Sig,,,
hR + hcP,| are 139B, the data packet is divided into
two subpackets PAC, and PAC, as PAC, = {m, ID,
pt, Sig, | and PAC, = { hR + hcP, |.

dinate System (PCS) is applied, and the energy con-

Projective Coor-

sumed by once multiplication is 51.795mJ and the time
consumption is 1958ms with SW =3 (The size of slid-
ing window is 3). When the node sends the first pack-
et, it will cost the energy by E )p,, =491.4uJ), and
E (pac, =387. 1] for the second packet. When PAC,
and PAC, are received,
E pac, =598u) and E )., =467, respectively.
As shown in Fig. 7, vBNN, ECDSA and FECDSA
consume 2503m]J, 3343.52mJ and 2783.3m]J, respec-

tively, while the OvBNN mechanism only consumes

the energy consumed will be

1371m]. In terms of time consumption, it only takes
OvBNN 2228s to complete the whole authentication. In
contrast, it takes the other three mechanisms 6699ms,
6863ms and 4797ms, respectively. The comparison
shows that OvBNN saves 45.22% energy and 66.74%
time cost compared with the traditional vBNN, 50.47%
and 53.55% respectively compared with FECDSA.
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Fig.7 Time and energy cost comparison for data delivering

From the simulation results above, it shows obvi-
ously that the proposed OvBNN signature mechanism is
superior to the other three mechanisms in both energy
cost and time delay. The saved energy and time delay
will extend the whole network life effectively.

4.3 Performance analysis under classical attacks
4.3.1
Suppose that there are independent attackers pres-

ented in WSN with a 4 x 4 grid. Then, each false

packet will be received by two nodes during the next

Performance analysis under independent attacks

round of communication. Node D and node F are des-
ignated as the malicious nodes with being independent
of each other so as to maximize the attack. In this
case, nodes B, C, D, F and G shown in Fig.3 will
only receive one packet from their neighbors and per-
form signature authentication. Nodes E, H, I, K, L,
N, O and P will keep the two packets from their neigh-
bors and determine whether the security certification
should be performed. In such condition, nodes A, B,
E, H, L and N are still expected to send the interme-
diate calculation results to their neighbors as in subsec-
tion 4. 1.

In this case, it will take 1.284 +5.126 =6.410mJ
to send and receive the intermediate result AR + hcP,.
Node H and node I will receive two different packets
for node D and node F are malicious nodes. These two
nodes (H and 1) will complete the signature authenti-
cation themselves rather than using the intermediate re-
sults of node E. In this way, there will be six nodes u-
sing the intermediate calculation results to speed up the
certification, which will save energy by about 6 x2 X
19. 44 = 233. 28mJ. Compared with the traditional
vBNN, OvBNN will save the energy by at least (233.28
-6.410)/(14 x58.32) =27.79% when there are two
mutually independent attackers in network. Meanwhile,
the false packets sent by the malicious nodes will be
discarded in the subsequent communication round and
will not affect the network security.

4.3.2 Performance analysis under collusive attack

Suppose there are interdependent malicious nodes
existing in WNS with a 4 x4 grid as shown in Fig. 3.
Node H and node I are set to be the collusive attackers
and the false packets they sent are the same. Despite
node L will receive the same packet from two malicious
nodes and send it to node I and O, node N and O will
perform signature verification themselves and will dis-
card the false packet from node L due to the reception
of two different packets.

In this condition, it will cost 1. 284 +5. 126 =
6.410m] to send and receive hR + hcP,. Since node H
and node I are malicious nodes, node L will be cap-
tured to send false packets to node N and node O.
Nodes N and O will perform signature verification by
themselves instead of using the intermediate results to
speed up the authentication. So there are 5 nodes using
the intermediate calculation results to complete the cer-
tification in the whole process, which will save about 5
x2 %x19.44 =194.4m]. Compared to the traditional
vBNN, OvBNN will save energy by (194.4 —6.410)/
(14 x58.32) =23.02% when there are collusive at-
tacks. OvBNN makes the security threat of malicious
nodes be excluded from the subsequent authentication
process effectively so as to avoid serious impact on the
network.

5 Conclusion

The wide use of WSN makes the security problems
be one of the most important issues in relative research
area. ldentity authentication is the basis of network se-
curity. The overhead and energy consumption caused
by authentication cannot be ignored especially for
WSN. An OvBNN is presented based on traditional
vBNN by sending the intermediate calculation results to
the neighbor nodes so as to speed up the authentica-
tion. The 4 x4 grid structure is adopted to analyze the
authentication process. To verify the effectiveness of
the proposed OvBNN, the energy and time consump-
tion for nodes in different states and for packets delive-
ring are taken as the performance metrics. Compared
with three other classical authentications, OvBNN will
save more energy and time obviously in the condition
with mutual independent attacks and collusive attacks.
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