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Abstract

Physical layer security transmission issue in simultaneous wireless information and power trans-

fer (SWIPT) relay network with multiple eavesdropers is investigated in this paper. A novel cooper-

ative beamforming algorithm is proposed to balance performance of cooperative jamming method and

zero-forcing method. Using location prior information of eavesdropper, the proposed method imposes

zero-forcing constraints on the capable eavesdropper and cooperative jamming on remaining weak

eavesdropper, respectively. Compared with classical cooperative jamming or zero-forcing methods,

the proposed method can compromise computational complexity and secrecy rate. Performance of the

method is verified by simulation experiments.
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0 Introduction

Today, with the popularization of smart terminals
and the increasing growth of wireless multimedia serv-
ices, the information and communication industry is
rapidly developing while its huge energy demand has

"), Traditional energy har-

become an urgent problem
vesting (EH) technologies (such as solar energy and
wind energy) had many defects, and their EH efficien-
cy was easily affected by weather, season and geo-
graphical condition, then they could not be a stable en-
ergy source for wireless devices. At present, a tech-
nique called simultaneous wireless information and
power transfer ( SWIPT) has been proposed, which
can provide stable and controllable energy for wireless
devices while transmitting the required information for
them'**. In addition, the application of SWIPT tech-
nology can reduce the hardware cost of the system and
extend the service life of energy-constrained de-
vices **'

However, due to the openness of its communica-
tion mode, the transmission information of SWIPT is
easily intercepted and monitored by illegal devices, so
that the privacy of the information is difficult to guaran-
tee!”). The traditional security technology relies on the

cryptography system, which mainly includes technolo-
gies such as identity authentication and key genera-

tion'®

. The effectiveness of the encryption algorithm is
guaranteed by the extremely high computational com-
plexity required to crack the key. But, with increasing
computing power of computer, decoding efficiency of
illegal user is gradually enhancing. Traditional encryp-
tion algorithm is facing new challenge.

Recently, physical layer security (PLS) technolo-
gy has provided new ideas for researchers and gradually

%) Hoang et al. "

become a research hotspot'”"’ con-
sidered a cooperative wireless network scene in which a
source, a destination, and multiple intermediate energy
harvesting nodes coexist with multiple eavesdroppers.
By selecting a pair of intermediate nodes as a relay
node and a jammer, confidential and jamming signals
are respectively sent to the destination and eavesdrop-

! explored information security

pers. Xing and Wong'"
transmission in SWIPT multi-relay network scene, and
designed a cooperative beamforming scheme based on
multi-relay cooperative jamming ( CJ), and then gave
a global optimal solution. Although the scheme can
achieve excellent secrecy rate, the computational com-
plexity of the algorithm is high. So, Xing’ s algorithm is
unsuitable in real-time engineering scene. Yang et
al. ' and Goel et al. "' discussed the information se-
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curity transmission problem of relay networks in single
eavesdropping and multi-eavesdropping scenarios, and
designed the corresponding low-complexity suboptimal
schemes based on zero-forcing ( ZF) criteria. The
schemes transform the original non-convex problem into
a convex problem by imposing a zero-forcing constraint
on the eavesdropper, which significantly reduces the
complexity of the algorithm. However, as the number
of eavesdropper increases, the performance achieved
by algorithm will deteriorate dramatically, and it will
be difficult to meet the receiver’ s need for secrecy
rate. In addition, the algorithm is only suitable for the
system in which the number of eavesdroppers is less
than the number of relays.

In some practical engineering application scenari-
os, due to hardware limitations, algorithms are re-
quired to make reasonable compromise between compu-
tational complexity and performance. For this reason,
a cooperative beamforming algorithm based on CJ and
ZF is proposed in this paper. The core idea of the algo-
rithm is to impose zero-forcing constraints on the capa-
ble eavesdroppers while suppressing the remaining
weak eavesdropper using CJ method. Compared with
CJ method, the proposed algorithm reduces the dimen-
sion of the target vector to be optimized, which leads to
Compared with ZF

method, the proposed algorithm increases the spatial

low computational complexity.

freedom of the target vector to be optimized and obtains
high secrecy rate. The proposed algorithm has 2 advan-
tages:

(1) Since the number of eavesdroppers who are
imposed zero-forcing constraints in the algorithm is
controllable, the computational complexity and per-
formance of the algorithm implemented in this paper is
also controllable, which is obviously more suitable for
practical engineering applications.

(2) In addition, different from the work of Yang
and Goel, the proposed algorithm does not limit the
number of eavesdroppers, which is allowed to exceed
the number of relays.

The rest of the paper includes 4 sections. Section
1 introduces the system model of the multi-AF ( amplify
and forward) relaying networks with SWIPT, and de-
fines the secrecy rate of the relay wiretap channel.
Next, through joint CJ method and ZF criteria, the se-
crecy rate maximization problem is formulated in Sec-
tion 2, and an algorithm is designed to solve it. Then,
Section 3 analyzes and evaluates the performance of the
proposed method with others. Finally, conclusion is
presented in Section 4.

Notations; boldface capital letters and boldface
lower case letters denote mairices and vectors, respec-

tively. Moreover, ( + )", ( + )" and ( - )" represent
the conjugate, the transpose and the conjugate trans-
pose on matrices and vectors, respectively. [ + ], de-
notes an IV X 1 vector with each element indexed by i.
diag( +) denotes the diagonal matrix of the specified
vector, trace ( + ) denotes the trace of the matrix,

represents the Euclidean norm. In addition, C **” re-

[ +],,; denotes the (i, j)th entry of a matrix, and |

presents the complex domain with dimension x X y, and
E[ - ] denotes the expectation operator. Finally, (x) *
is abbreviation formax(x,0), CN(0, X) denotes the
circularly symmetric complex Gaussian distribution with
mean vector 0 and covariance matrix X.

1 System model and problem formulation

This work considers the secrecy transmission of in-
formation in a multi-relay wireless sensor network with
SWIPT as shown in Fig.1, which includes a source
node S, a destination node D , K eavesdropper nodes
E,, k=1,---,K and N amplify and forward (AF) re-
i=1,--,N. And all nodes in the net-
work are only equipped with a single antenna. In this

lay nodes 1t ;,
network , the source node S hopes to establish stable
secure communication with the destination node D by
means of the relay nodes R . In addition, assume that
there is no direct link between S and D , E for the sim-
plicity of exposition.
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Fig.1 System model

Assume that each AF relay node lacks external
power, it need to use the power split (PS) protocol to
harvest energy and receive information simultaneously.
Specifically, as shown in Fig. 2, after the received sig-
nal of each relay passes through the power splitter,
which split a portion of p,, of the received power for EH,
and the rest 1 — p, for information receiving. After that,
the havested power is subdivided into 2 parts, where vy,
of the power used for generating the artificial noise
(AN) versus the rest 1 — v, is temporarily stored in a
capacitor and used to forward information later. Mean-
while, 0 <7 < 1 is defined as the conversion efficiency
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of energy harvesting.

N

forward

Fig.2 The power splitting at relay

According to the AF protocol, the cooperative
process is divided into 2 stages.

1.1 Transmission stage

In the first stage,the received signal of each relay
can be expressed as

Yy = hy /Ps+n,, ie{l,~ N} (1)
where, P, is the transmit power at the source S , s ~
CN(0,1) denotes the transmit signal, h, represents
the complex channel from the source S to the relay R ,,
andn,; ~ CN (0,0'ia) is the additive white Gaussian
noise (AWGN) at R ,. Thus, the linearly amplified
baseband equivalent signal at the relay R ; is given by
ie {l,,N}

(2)

where, a; is the complex AF coefficient of the relay R

Xra = o, (/1 -piy, t nc,i)

;- In addition, the noise caused by the conversion of
signal from the RF to the baseband is represented by

n,, ~ CN (0,0’26). Moreover, the received signal of

the relay R ; is constrained by the harvested power, i.
e.,n(1-y)p;ly,l ?, and the expression of o, can be

derived as

77(1 - ’Yi>pi I h.sri I 2Ps il
o = P
' (1 _pi> | hsrilzps + (1 _pi>0-ia +0.’216

(3)
where £ a; is defined as the phase of the AF coefficient
of the relay R ,.

1.2 Cooperative forwarding stage

In the second stage, according to the CJ strategy,
all relay nodes cooperate to generate the AN signal ex-
pressed asx, = [x,,,, x,,]", and define its covar-
iance matrix as V=E[x,x}} ]. At this time, a unique
cooperative AN signal can be obtained by performing

Ifv-=
,A;s]) is a diagonal

eigenvalue decomposition ( EVD) on V.
U3U", where 3 = diag([A,,
matrix with A, (j = 1,---,d), represeilting all the posi-
tive eigenvalues of V. Meanwhile, U e C "*? is the
precoding matrix satisfying U" U = I. Then, the AN

signal can be described as

d
X, = X VAus (4)

j=1
where, u; is the jth column of U, s’, ~ CN(0,1) de-
notes the signal symbol of the AN. In addition, the
power of the AN signal is also constrained as | x,, | ’<

nypP 1y, | * which indicates that

trace(VE,) < nypP,| h, 1*, i e {1, N}

(5)
where , E; = diag(e;) , e, denotes a unit vector with ith
element equal to 1 and the rest equal to 0.

The received signal at the destination D is given
by

Ya = hyx, +n, (6)
where , h,, = [h,id]?/:l represents the complex channel
from the relay R to the destination D, n, ~ CN(O,
o ,) is the corresponding receiving AWGN. By combi-
ning Eqs(1), (2) and (6), y, can be expressed as

Vi = h,TdDaphsr JPs + h,TdDapna +h.,D,n, +n,

(7)

where, D, and D, are diagonal matrices, and their di-
agonals are (o, m, Oy H)T and (a,,
-+ ay) ", respectively. Furthermore, h, = [&,,] LI
n, = [nu,i]?il andn, = I:nc,i]?;l'

The received signal at the eavesdropper E , is giv-
en by

Yer = hrTe,kDaphsr «/ITXS * h;[;,kDapna + hrTe,kDanc

d
+h,, 21. VAus'; +n, (8)
=

where, h,, , = [hrie’k]fvzl represents the complex chan-
nel from the relay R to the eavesdropper E ,, and n,,

~ CN(0, g> ) is the receiving AWGN at the eaves-

e k
dropper E ,.
Thus, their respective signal to interference plus
noise ratios (SINRs) are defined as
SINR; ;, =
P KD h, |
trace(Vhyhyy) + o, || kD, |* + o, | D, ||* + o7,

(9)

SINR; i =
T 2
Plh, D, h,|
trace(Vh,, ik, ) + 0, | By, |* + 0 1 he D, |17 400,

(10)

According to the SINRs, the mutual information

for the destination D can be calculated as rg; =0.5

log(1 + SINR; ;) , and that for the eavesdropper E ,

is g g, = 0.5log(1 + SINR; ; ). In summary, the
secrecy rate can be defined as
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Tsee = (rs,]@ _maxrs,E,k)+ (11)

2 The design of cooperative beamforming
algorithm

In this section, according to CJ method and ZF
criteria, a cooperative beamforming algorithm is de-
signed. Furthermore, to simplify the description, only
the static power splitting scheme is considered, and the
factor of power splitting is a fixed value, i.e. , p;, = p,

ie {1, N}

2.1 The preparation of beamforming
In order to analyze the problem conveniently, the
Eq. (11) is transformed as:
Pl hw!’
trace( VR k) + 0"D o + a'id
(12)

1
'sp = ?logz(l +

where w;, = /1 - y,¢“,
N p(1 -p) | h, I”P,
I:hsd:li é h’sr-hr-d :r’p p2 : 2 2
CN (L =p) (I A, 1?P +a,) + 0
(13)

and

I ALARUARCE LR
T (1 -p)(I b, 1P, +0%) + 0,
ie {1, N} (14)
again, by defining

N p(1 -p) | h, I°P,
I:hse k :Ii é hsrhre k —’np £ 2 : 2 2
! i Vre, (1-p)(I b, I°P, + 0, ) +0,

(15)

207
and
AL AR UK CEDL AT
ST A p) (b, 1P 4 @) + 0
ie {1, ,N} (16)
that
Tsg k=
Llog(H Pk, o!® )
2 ? trace ( the‘,ch,Te‘k) + wHDseykw + a-ie’k

(17)
Moreover, rewrite Eq. (5) as
trace(VE;) < npP, | h,, 12(1 -1 w;1%)
ie {1, N} (18)

2.2 The description of designed algorithm

Based on the priori information of the eavesdrop-
per’ s channel, the study considers first obtaining the
signal to noise ratios (SNRs) of all eavesdroppers by
the traditional cooperative beamforming ( CB) method.
According to that, the channel-related variables will be
reordered from strong to weak. Then, it constrains the
confidential signal to the null space of the K, strong
eavesdropper’ s channel while adopting the CJ method
in the relay for the remaining K — K, weak eavesdrop-
per. Note that the size of K, directly determines the
computational complexity and reachable secrecy rate of
the algorithm. To illustrate the realization of designed
method, the framework of the proposed algorithm is
given in Fig. 3.

ZF for strong
eavesdroppers i
Channel state SNRs of all Sort the SNRs from E Bf;mfor:inrﬁ Output
informations eavesdroppers strong to weak vector an t
CJ for weak covariance matrix
eavesdroppers

Fig.3 The framework of the proposed algorithm

The purpose of this paper is to maximize the se-
crecy rate of the destination D by jointly optimizing the
beamforming vector @ and the AN covariance matrix
V. The corresponding optimization problem can be ex-
pressed as
(P1):

-
max (r — maxr
oy s,D S,E, k)

k, e {K, +1,-- K}
s. t.
trace( VE,) < npP, | hsrl_lz(l -l w,17%)

ie {1, N}
ko € {1, ,K,}

ET

se, kow = 0

The details of the algorithm are shown in Table 1.
Remark: in Step 1, the traditional CB method is
to make K, = 0 and V =0 for the problem (P1).

2.3 The solution to (P1)

Since the objective function of (P1) is a non-con-
vex function, a two-layer optimization method is intro-
duced""!, and a slack variable ¢ € (0,1] is added to
recast (P1) into a joint problem of upper and lower
layers. First, the lower-layer optimization problem can
be seen as a quadratic programming ( QP) problem
with a given fixed ¢, as follows.
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(P1.1) .
Pl hiw!l’
V20 trace( VR ,h)) + @"D o + 0'
s. t.
Pl h,, ol
< 1/¢p
trace(Vh,e o k1) + "D, O+ a’n "
trace((V + mpP, | h,, | ‘ww")E,) < npP, | hsril2
hsTe,COw =0,
%K)-Fl } LE %1’“.9N}5k06 {1"“9K0}

Table 1 The compromise algorithm

Algorithm CB method based on CJ and ZF

Input: P, N, K, and K.

Step 1: Initializep = 0.5, and get the corresponding beam-
forming vector @, by the traditional CB method.

Step 2: Calculate the SNR of all eavesdroppers from e, by
Eq. (10).

Step 3: Sort the eavesdropper’ s channel from strong to weak

by the size of the SNRs.

Step 4: Update the order of the elements within the variable
Eqs (15)

associated with the eavesdroppers, i. e. ,

and (16).

Step 5: Ensure the number of ZF constraints according to K.

Step 6: Solve (P1) and obtain the beamfoming vector e and
covariance matrix V.

Output: {vy,}, {a;}, and V.

On the other hand,
problem is not only related to ¢, but also to the optimal

the upper-layer optimization

solution that can be obtained by the lower-layer optimi-
zation problem. Therefore, f( @) is defined as the opti-
mal solution of (P1.1). Meanwhile, we denote H(¢)
= @f(@). The objective function of (P1) is expressed
as

S-(log (1 +f(g)) ~ logy (1/9))

= - Togs (o + H(g))
(19)

The above equation omits () * in the original ob-
jective function. And we declare a zero secrecy rate
when it is less than zero.

Therefore , the upper-layer optimization problem is
described as

(P1.2): mex log, (¢ + H(¢) )

s.t. o S@o=1
Since the physical meaning of 1/¢ — 1 in (P1.1)
is the maximum allowable SINR of the best eavesdrop-

[12]

per’ s channel-"™ | the feasibility of a non-zero secrecy

rate means

1
= =
CZVeNP, By |7,

Since any ¢ in the feasible domain can calculate

= gDmin,l (20>

the corresponding H(¢) , and then the optimal solution
of the upper-layer problem (P1.2) via a one-dimen-
sional linear search in the interval [ ¢, ,,1] can be
obtained.

Now, according to the zero-forcing criterion and
the semi-definite relaxation (SDR) technique, we deal
with the problem (P1.1). Specifically, let @ A Cm,
wherem e C "™ is an arbitrary vector, C e C V"%
is a semi-unitary matrix consisting of an orthonormal
C Kox¥

basis for the null space of 71};0 € , which satisfies

ilsTeOC =0, where h,,

per’ s channels ilse,ko, ky e {1,--

, is defined as a set of eavesdrop-
,K,} which is ar-
— CmchH
= CMC" and ignoring the rank-one constraint of W,

ranged in rows. By introducing W = ww"

(P1.1) is equivalent as follows:
(P1.1-SDR) ;
LANA)
P trace(CMC"h!h,
max
mveo trace( VR ,h',)) + trace(CMC"D,,) + a'
s. t.

P trace(CMC"h!, whe kl)

trace( Vh! , h wh k]) + trace(CMCHDmk) + a'n ,Cl
<1l/¢ -1

trace((V + npP, | h, |?CMC")E,) < npP, | h,_ |
k, e {K,+1,,K},ie {1, N}

Note that the objective function has been multi-
plied by ¢ to facilitate direct calculation compared with
that of the optimization problem (P1.1).

Although ( P1. 1-SDR) is easier to solve than
(P1.1) by SDR, considering the linear fractional form
of the constraints and the objective function, it is still a

15 .
: ]. we continue to

quasi-convex problem Therefore,,
apply Charnes-Cooper transformation for equivalent
convex reconstruction''®’. In particular, by substituting

M = M/£and V = V/¢into (P1.1-SDR) ,
(P1.1-SDP) can be obtained ;

max P, trace(CMC"h},R))
M, V0,620
s. t.
trace( Vh),h",) + trace(CMCHDM,) +§(72 =0
(1/¢ - 1) (trace( VR , h . k ) + trace(CMCHDse ")
+ §a-ne‘,cl) P trace( CMCHhse whe k )
trace((V + mpP, | h, |’CMC")E,) < énpP, | h, |’
kl € {KO + 19'",K} ’i € {17“',]\]}
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It can be found that (P1. 1-SDP) is a standard
convex optimization problem, which can be solved by
some convex optimization toolboxes.

3 Simulation and analysis

In this section, some simulation results are shown
to evaluate the performance of the proposed algorithm.
Consider N relay nodes and K eavesdropper nodes ran-
domly distributed in a circular area of radius R =2 m,
the source node S is fixed at the edge with a coordinate
(-2m, Om), and the corresponding destination node
D is located at the position with a coordinate (2 m,
Om). Furthermore, it is assumed that the channel
model includes large-scale path loss and small-scale
multipath fading. The unified path loss model is given
by P, = 107°d ™, where d represents the Euclidean dis-
tance between any two nodes. o = 2. 5 is the path loss

exponent. In addition, k,, h,, and h,, , are independent

STy

Rayleigh fading with zero mean and P, variance. Other
simulation parameters are set as shown in Table 2.

Table 2 Simulation parameters

Parameters Typical values
N 10
K 7
K, 5
P, 30 dBm
n 50%
p 0.5
o -45 dBm
Dy -120 dBm
o ~120 dBm

<

Fig. 4 shows the secrecy rate versus the number of
unconstrained eavesdroppers. It can be found that the
secrecy rate of the proposed algorithm is gradually in-
creasing with the number of unconstrained eavesdrop-
pers. Meanwhile, from the perspective of algorithm ef-
ficiency, the dimension of the beamforming vector to be
designed will also increase with the number of unre-
stricted eavesdroppers, which will increase the compu-
tational complexity of the algorithm. Essentially, the
number of zero-forcing constraints directly affects the
degree of freedom (DoF ), more DoF mean higher se-
crecy rate and computational complexity. This implies
that the proposed algorithm can achieve a tradeoff be-
tween computational complexity and secrecy rate. On
the other hand, it can be observed from Fig. 4 that the
curve of the proposed algorithm is gradually flat, which
indicates that the method of selecting the strong eaves-

droppers is effective. In addition, the CJ method and
the ZF method are the upper and lower bounds of the
performance for the proposed algorithm, respectively.
And the proposed algorithm is always superior to the
traditional CB method.

3.6
-A-CICB
34 || —%— Proposed-CB
- Traditional-CB
- B8- 7ZF-CB
32h oo s A = e el = B 2

3.0

Number of unconstrained eavesdroppers

Fig.4 The secrecy rate versus the number of unconstrained

eavesdroppers

Fig. 5 shows the secrecy rate versus the number of
relays. It can be seen that the proposed algorithm can
always achieve a performance compromise. However,
when the number of relays is large, the gap of the
reachable secrecy rate of all 4 algorithms is not obvi-
ous. This shows that under the premise that the relay
has more DoF, the system tends to suppress the eaves-
droppers through CB instead of CJ. Therefore, if there
are a large number of relays in the system, the number
of constrained eavesdroppers should be increased. Ob-
viously, avoiding these eavesdroppers with zero-forcing
constraints can significantly reduce the computational
complexity of the algorithm and have less impact on the
secrecy rate.

4.5 T T -
- A~ CICB
—¥— Proposed-CB
4+ Traditional-CB 5
- 8- ZF-CB Pl

Secrecy rate (bps/Hz)

o 11 12 13 14 15 16 17 18
Number of relays

Fig.5 The secrecy rate versus the number of relays

Fig. 6 shows the secrecy rate versus the number of
relays. It can be seen that the performance gap be-
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tween the proposed algorithm and the CJ method re-
mains approximately constant over the entire range of
transmit power selection, which indicates that the pro-
posed algorithm is stable to the change of transmit pow-
er. In addition, Fig.6 shows that in the low power
phase, the secrecy rate of the algorithm is lower than
that of the traditional CB method. Conversely, in the
high power phase, the algorithm is superior to the tra-
ditional CB method. This is because when the trans-
mission power of the source is low, the energy harves-
ting in the relay for CJ is too small, which makes the
effect of the CJ not obvious, and the performance loss
caused by the zero-forcing constraint cannot be com-
pensated.

3.5 u
- A- CI-CB
3t —¥— Proposed-CB
Traditional-CB
- 8- 7ZF-CB

1t
19

Secrecy rate (bps/Hz)
TS

—

e
[

15 20 25 30
Transmit power of source (dBm)

Fig.6 The secrecy rate versus the transmit power of source
4 Conclusion

In this work, a novel cooperative beamforming al-
gorithm is proposed to balance performance of coopera-
tive jamming method and zero-forcing method in multi-
relay network with SWIPT. Different from the pure CJ
method and the pure ZF method, the proposed algo-
rithm achieves a controllable compromise between com-
putational complexity and confidentiality rate by con-
trolling the number of zero-forcing constraints. Finally,
the simulation results prove the rationality of the algo-
rithm. In the next research work, an adaptive thresh-
old selection beamforming algorithm can be designed
for the number of constrained eavesdroppers by analy-
zing different application scenarios.
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