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Abstract

With the fast development of Internet technology, more and more payments are fulfilled by mo-
bile Apps in an electrical way which significantly saves time and efforts for payment. Such a change
has benefited a large number of individual users as well as merchants, and a few major players for
payment service have emerged in China. As a result, the payment service competition becomes even
fierce,, and various promotion activities have been launched for atiracting more users by the payment
service providers. In this paper, the problem focused on is fraud payment detection, which in fact
has been a major concern for the providers who spend a significant amount of money to popularize
their payment tools. This paper tries the graph computing-based visualization to the behavior of
transactions occuring between the individual users and merchants. Specifically, a network analysis-
based pipeline has been built. It consists of the following key components: transaction network
building based on daily records aggregation; transaction network filtering based on edge and node re-
moval ; transaction network decomposition by community detection; detected transaction community
visualization. The proposed approach is verified on the real-world dataset collected from the major
player in the payment market in Asia and the qualitative results show the efficiency of the method.
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0 Introduction

Payment has been evolving to a new era whereby
the mobile Apps have taken a dominant role in many
emerging areas. There are multiple big giants for pay-
ment in China including Alipay, UnionPay, etc. With
the propensity of the payment mobile Apps, more and
more individual users, merchants, and other players
have entered this area, many persons are benefiting
from the advanced and convenient mobile payment
technology and business.

As a matter of fact, the payment giants have spent
large amounts of investment in promoting their payment
tools and one of the main promoting ways is to give dis-
count or back cash to individuals who use their pay-
ment Apps when do purchase. The payment can either
be fulfilled by online and offline, while the online es-
pecially mobile Apps are becoming the major channel
to attract the public to get used to the new payment

habit. The promotion naturally incurs the attackers in-
cluding both individual users and merchants that take
advantage of the promotion events to obtain extra re-
wards in an unjustified way. For example, the users
may intentionally repeat 10 purchase on the same goods
in a merchant, which can, in turn, get back cash from
the payment service provider, and the user may share
this reward with the merchant. In fact, such fraud has
become the major concern for payment campaign,
which can cause significant loss to payment service pro-
viders. As a result, how to effectively detect the under-
lying fraud makers (including both individual users
and merchants) has been a hot research topic in litera-
ture, though many focused on other relevant but differ-
ent domains. This work also focuses on this important
problem, and conducts the empirical study on a major
payment service provider in China, to verify the idea
and the proposed technical approach. In general, this
paper aims to make the following highlights;

® A graph computing-based approach is proposed
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for payment fraud detection, particularly in the setting
of mobile Apps payment tools. The proposed approach
is unsupervised and can work on large-scale transaction
networks, whereby the nodes denote both individual
users and merchants, and the edges denote the transac-
tion records.

® Specifically, the proposed approach consists of
the 2 main steps: the first step is to use graph compu-
ting to break the giant network into small communities,
and the second step is to adopt data visualization to
help the investigators pinpoint the risk nodes and edges
in a certain time period.

® (ase study with preliminary experimental re-
sults is provided on the real-world dataset from a major
payment player in China. The results show that the
proposed approach can effectively detect suspicious
frauds on large-scale payment networks.

The rest of the paper is organized as follows. This
paper discusses the related work in Section 1. The ma-
jor technical approach based on network analysis is
presented in Section 2. Case study and preliminary ex-
periments are given in Section 3. Conclusion is in Sec-
tion 4.

1 Related work

In this section, related work on fraud detection is
presented. In particular, the review will cover different
business area for fraud detection as well as the techni-
cal approaches including both supervised and unsuper-
vised learning-based methods.

1.1 Fraud detection business requirements

Fraud detection has been a long standing task in
financial related business. It ranges across multiple in-
dustry sectors and researchers from different disciplines
have devoted considerable efforts.

One major business scenario is credit card fraud
detection, whereby unlawful transactions by credit
cards need be timely detected. Ref. [1] studied the
fraudulent credit card transactions occurring among the
retail companies in Chile whereby the association rule
method is employed. In Ref. [2], the fraud detection
score was specially focused to transform it to a proba-
bility, which is important for decision making in credit
card risk management. Another typical and important
sector is automobile. Ref. [3] proposed an expert de-
tection system against the group of collective automo-
bile insurance fraudulent activities. The entities in-
volved in the car insurance fraud can be drivers, chiro-
practors, garage mechanics, lawyers, police officers,

insurance workers and others. In the more recent

Ref. [4] showed the fraud detection experience on
large-scale e-commerce platforms, based on Alibaba’s
large-scale computing system called Open Data Pro-
cessing Service ( ODPS). An anti-fraud system has
been developed and verified on 2 large e-commerce
datasets with the size of tens of millions of users and
items, which is further deployed to Alibaba’ s online
business Taobao. Fraud can also happen in the online
customer reviews, which are assumed to be unbiased
opinion of other consumers’ experiences with the items
or services. In fact, it is possible that the publishers,
writers and vendors consistently manipulate online con-
sumer reviews. And these manipulations can incur sig-
nificant bias to the potential buyers such that the cus-
tomers may purchase goods under misleading. To ad-
dress this issue, Ref. [5] analyzed typical patterns of
review manipulation and provided an empirical study
on the real-world data from Amazon and Barnes & No-
ble. For telecom fraud detection, it has been a serious
problem in many developing countries, e. g. China,
and it is rather difficult to coordinate multiple agencies
to avoid fraudulent activities thoroughly. Thus machine
learning methods are applied in Ref. [6] to detect the
fraudsters. More specifically, they proposed to use
generative adversarial network ( GAN)'”) based model
to estimate the likelihood of a fraud transaction, as
such the bank can take some measures to prevent mo-
netary loss. The GAN based model shows promising re-
sults against traditional supervised learning models. In
the setting of healthcare service, fraud detection has
also been a central issue especially given the trend that
more and more online payment channels are becoming
available. For instance, Ref. [8] disclosed the typical
online healthcare service delivery process in China.
The fraudsters i. e. third party agents use software ro-
bots and script to obtain hospital appointments from the
authorized platforms, and then the agents ask for un-
justified high price to resell them to the true clients. To
tackle this problem, they first use clustering based
models to discover the potential user groups from
agents, then the profile of user groups are extracted
from the event sequence of the users to provide evi-
dence for fraud detection. Moreover, a case study is
deployed in a real-world hospital to show its effective-
ness and reliability.

On the other hand, unsupervised models are de-
veloped and used for fraud detection, partly due to the
lack of labeled samples for training an effective super-

0] - inl
1s a mainly

vised model. Among them, clustering'®"'
used technique. The clustering is usually performed on
the user profiles to help identify the abnormal users,

and the recent advance of deep network-based cluste-
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""" can be of more help in this direc-

ring techniques
tion.

There are also some technically relevant work on
abnormal detection and prediction. For temporal data,
Ref. [ 12 ] showed a dictionary learning-based model for
robust time series anomaly detection. While a more re-
cent work!"®’ showed failure prediction using both event
sequence and time series data. However, this tech-
nique can be difficult to be applied in the setting. The
main reason is that fraudulent transactions at the indi-
vidual level are a rare event, which can hardly form a
long sequence of events across a long-time period, and
so for time series. In addition, it is useful to predict
fraud detection rather than detection after fraudulent
transactions have happened. In this sense, the early
risk prediction model of fraudulent transactions are

14-17]
on event

needed, and there are also a line of work'
prediction over time, based on statistical learning mod-
els. These directions involving more complicated mod-
els are left for future study, given more data can be

collected as the business spans.

1.2 Fraud detection technologies

From the technical perspective, fraud detection
has been a challenging task partly due to the fact that
the supervised learning-based models call for enough
positive samples including transactions, client individ-
uals and merchants, in comparison with the normal
samples. However, in fact, many frauds may happen
without being detected hence the positive samples are
often a subset of the true whole fraud samples set. This
leads to the following problems: 1) the distribution of
the positive samples (fraud) and negative samples can
be biased; 2) the number of positive samples becomes
even smaller as some are not detected, especially com-
pared with those unlimited number of normal samples.

In literature, different methods are adopted for
fraud detection in both supervised and unsupervised
learning based ways. When supervision is given, as 2
rather popular machine learning methods, support vec-
tor machine ( SVM ) and Logistic regression ( LR)
have been applied in fraud detection. While in reality,
supervision information is often difficult to acquire, in
such cases, unsupervised methods have attracted lots of
attention whereby clustering methods have been the
dominant techniques.

1.3 Remarks

As discussed above, though fraud detection has
been a long-standing problem in different financial are-
as while the study in the context of mobile payment
Apps has not been fully explored. In particular, it is

an emerging area and China has been one of the major
countries for payment tools promotion. Hence it is mo-
tivated to take an in-depth study based on real-world
business need (as one of the biggest payment players
in the world) and rich transaction-related data. In the
subsequent sections, a model based on network analy-
sis whereby graph computing has been applied is pro-
posed and case studies are given in detail.

2  Graph computing based approach for
fraud detection

In this section, the graph computing based pipe-
line for fraud detection for unjustified profits will be
discussed. The deployed method for building the trans-
action graph will be first described, whereby the graph
computing procedure can be performed. This section
also briefly discusses other alternative techniques that
have been tried while not really adopted for stability
and computational tractability issues.

2.1 Transaction network construction and pro-
cessing

In the approach, the transaction network for the
payments on a daily basis is built. An overview work-
ing flow of the transaction network processing and visu-
alization is shown in Fig. 1. The input transaction data
is used to build the transaction network first, which is
followed by filtering to remove some unimportant edges
and nodes. Then community detection e. g. fast-unfol-
ding (Fig.2) is performed to narrow down the study on
relatively small communities. In the final stage, there
are multiple ways of further analysis, including graph
embedding (Fig.3), and rule driven community visu-
alization (Fig.4) for fraud detection.

graph
- - embedding
build raw network community
network filtering detection rule driven
visualization

Fig.1 Working flow of the transaction network processing

and visualization

2.1.1

Specifically, when there are multiple transactions

Transaction network construction

in one day for a pair of nodes, e. g. between a user
and a merchant, these transactions will be aggregated
into one edge (or 2 directed edges if the direction is
considered) , whose attributes store the average trans-
action amount, mean transaction time, mean transac-
tion between time, and the total number of transactions
(in one direction). Note the above statistics can also
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(a) Raw complete network for community detection

Fig.2 Illustration for network community detection e. g. via FastUnfolding

(b) Networks that have been classified

U8] " The input raw network has been

divided by the 3 detected communities by the FastUnfolding method

° ® ° .. ~06 R L " .
° Y ° ° . . . -0.8} e 8 - ’
° ° el o 4 4 A -0} %", " . E
L s
$ filtering N SN -12180 ©
° o ° ° . ° -1.4
e ® »*
° ® ° ° . . -1.6
. A 1.8 [ :
. - -1.0-05 0 05 1.0 1.5 20 25
Merchant network filtering Filtered merchant network Merchant embedding

Fig.3 Network embedding on the detected community using node2vec!™’ for merchants’ transaction networks
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(a) Raw complete network for community detection

o

(b) Detected community with deep color nodes as merchants and
light color nodes as clients

Fig.4 Network visualization and rule checking based on the detected community from the raw networks

be conducted on a longer period than one day, e. g.
one week or month, which can be applied dependent-
ly.
2.1.2 Transaction network filtering

Then filtering is performed on the formed ( aggre-
gated) transaction network, whereby the typical filte-
ring criterion includes the total transaction count,

amount, discount, and the between time. The purpose
of filtering is to reduce the size of the network by spar-
sifying its edges and removing some less important
nodes. As such the whole network can be cut into a
collection of sub-networks, each of which is of a rea-
sonable size for further processing. The filtering mainly
involves 2 steps: the first step is to remove the edges
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whose attributes as stated above are smaller than given
thresholds. The nodes with a very limited number of
out/in degrees will also be removed in the second step.

2.2 Fast community detection

Community detection can be applied on the fil-
tered network as shown in Fig. 2, to further break down
the large-scale network into small sub networks. As
such, more sophisticated measurements can be compu-
ted within a reasonable time period to quickly detect
the risks. There are many available community detec-
tion algorithms, of which one popular method is Fas-
tUnfolding'"® .
tUnfolding, whereby the modularity score Q is defined

Here is a detailed description of Fas-

as follows:

kk;
=2Lmzi’j|:Ai,j_2tmf:|3(ci, Cj) (1)
where i and j indicate the 2 nodes in the network, and
A; ; denotes the weight between the 2 nodes. While c;
denotes the community ID that a node is tagged, and

the delta function 8(¢;, ¢;) returns 1 if the 2 nodes are
assigned to the same community; otherwise it is set 0.

e Initialization: label each node to different com-
munities ;

® For each node, label it to the community that
one of its neighboring nodes belongs to, such that the
corresponding modularity score by Eq. (1) is maxi-
mized. Then the difference AQ compared with the orig-
inal modularity score is calculated ;

o If AQ >0, accept the latest community divi-
sion; otherwise, keep the original division;

® Repeat the above steps until the modularity
score () cannot be improved anymore.

2.3 Detected community embedding and visual-
ization

One popular method is to embed the community

network into vectorized feature representation, for which

the scalability issue need be particularly addressed for

real-world applications. In fact, there are many new

1921 :
! which can convert

network embedding methods'
graph vertex into a vectorized feature points in the new
space. As such, traditional machine learning methods
such as support vector machine, logistic regression and
decision tree can be easily reused.

Another direct and powerful method for fraud de-
tection based on the detected communities is visualiza-
tion as will also be shown in the case studies. In gener-
al, in the detected community, the scale of the graph
as well as the edge density is relatively small, hence it
is easier to do graph visualization, whereby the bank
card accounts and merchants can be shown in different

colors to help the investigators quickly discern the ab-
normal patterns.

3 Experiments and case study

In this section, case study and preliminary experi-
mental results on real-world payment data are provid-
ed. The data is collected from the major payment serv-
ice player in China whose registered users have sur-
passed the number for 2 billion, and every day there
are around 3 million transactions. In the proposed ap-
proach, the large-scale transaction network has been
formed and graph based computing methods are used to
detect the potential fraudsters. In consequence, subse-
quent followups can be taken to further verify the ill-
ness of the detected fraudsters.

3.1 Platform infrastructure

As the platform needs to support large-scale and
efficient ( sometimes even real-time) computing and
storage, distributed system is used based on popular
tools including Hadoop, HIVE, etc. The general over-
view of the infrastructure system is shown in Fig.5.
The data is updated on a daily basis, whereby the daily
records are stored on their respective nodes to ensure
fast access and consistency. In addition, because the
HIVE data warehouse is not friendly to interactive SQL
query, the tool Impala is used for the more efficient
query, which can achieve a speedup about 10 times.

3.2 Protocol

The proposed heterogeneous network involves in-
dividual users, merchants, as well as bank card for re-
distribution of the earned unjustified ( monetary) cred-
1ts.

3.3 Preliminary qualitative results

The network has been built by the definition of
entities and their relationships. Then some particular
sub networks can be visualized. Fig. 6 shows 4 typical
cases for fraudulent conspiracy among the merchants,
individual users with their payment account and the bank
card for monetary redistribution. More specifically ;

e In Fig.6(a), there are 2 central merchants
(in light color) to which many payment transactions
have been conducted from a large number of individual
users (in dark color) , and it can be easily discovered
that these 2 merchants have high risk for fraudulent be-
havior and appropriate measures can be taken to per-
form further investigation on the 2 merchants and the
relevant individual accounts.

e In Fig.6(b), many individual users pay to the
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(b) Fraudulent patterns by the suspect single bank card for money
redistribution (in light color) , the users (in deep color) and

the merchant (in black)

(a) Two fraudulent merchants (in light color) and their associated

users(in deep color) , best viewed in color

(d) Group fraudulent patterns formed by the suspect redistribution
bank cards (in left nodes) , the users (in midnodes) and

the merchant (in right nodes)

(c) Fraudulent patterns by the suspect multiple bank cards for money
redistribution (in right nodes) , the users (in midnodes) and
the merchant (in left nodes)

Fig.6 The typical fraud pattern among the merchants, individual users and card accounts. These entities form a network

which is typically very large and frequently changed in reality making fraud detection more challenging
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merchant at the promotion period, such that they re-
ceive discount or backcash from the payment service
provider. And the merchant gets back the unjustified
fraud money from the users by a certain ratio, e. g. 50
percentages.

® While in the example of Fig. 6(c) , there is no
explicit merchant in the network, while the bank cards
have an active link with many shared users in a short
time period. This suggests the potential fraud group
among these entities, such that the earned backcash
may be redistributed through this network.

® In the 4th example as shown in Fig.6(d),
there are also only 4 merchants which have attracted
many transactions within a group of users. In addition,
there are multiple bank cards for redistribution of the
money , this scenario is often more difficult to detect as

42
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(a) The input networks with 10 connected components in different colors

Fig.7 A typical example of the projection of multiple

3.4 Summary and discussion

This paper gives 4 typical cases of fraud pattern
which are extracted from a series of network processing
including raw transaction network construction based on
daily records aggregation, transaction network decom-
position based on edge and node filtering and commu-
nity detection to focus on suspicious networks based on
data visualization.

4 Conclusions

This paper proposes a principled and effective ap-
proach for automatic payment fraud detection in the
context of individuals and merchants, whereby a pay-
ment transaction network can be established for further
analysis of the payment behavior to find suspicious
fraud transactions and their latent individuals and mer-
chants in an unsupervised learning manner.

Specifically, this paper develops a network analy-

more entities are involved.

The network embedding using the node2vec meth-
od" on a segmented network of merchants is also
used. In this way, each merchant is represented by a
feature vector. For the convenience and effect of the
display, 50 merchants and their associated users pro-
ject their feature representation further into the 2D
plane. The edges in the projected network are created
by certain means of the common clients shared by the 2
merchants ( when the number exceeds a certain thresh-
old). As shown in Fig.7, on the left, the raw network
shows multiple clustering pattern regarding connected
components, and such clustering behavior is well pre-
served in the projected 2D space on the right. This re-
sult shows the effectiveness of the adopted node2vec
method.
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(b) The projection on 2D plane from the embedded feature
representation of each node using node2vec!'’

connected components of a raw network by node embedding

sis method to discover the abnormal patterns of transac-
tions over the network in a certain period of time. The
design is based on the fact that little labeled data sam-
ples are available and there also lacks systematic rules
for summarizing the behavior of fraud.

There are many possible directions for future
work. First, in this paper, an unsupervised approach
is mainly adopted due to the lack of labels for fraud
merchants and individuals. While as the data accumu-
lates, more labels can be obtained and then it is possi-
ble to develop supervised learning methods such as de-
cision tree and deep neural networks. Second, fusing
multiple networks with different definitions to form a
more effective detection pipeline is future direction.
For this need, graph matching, especially for multiple
graph matching'”*' | and online graph matching'*’ |
can be a possible solution infusing networks with corre-
sponding structures. Third, recently there are many
temporal models for behavioral modeling, and one of
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the promising technique is the so-called temporal point

25
process[

has been witnessed, ranging from classic parametric

!, A variety of temporal point process models

models'™* to nonparametric models*’ and to deep net-

27-29]

work based approaches' What’ s more, combi-

ning two-way exploration'® | GAN"'! with the pro-
posed method is one of the future directions. Last but
not least, how to learn an interpretable behavioral mod-

el over time is also the immediate interest.
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