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Abstract: After the SolarWinds incident came to light in 2021, the U.S. Biden administration issued “Executive
Order on Improving the Nation’s Cybersecurity”, outlining 55 actions that the U.S. federal agencies need to take to
improve their agency’s cybersecurity capabilities. After the executive order was issued, the Biden administration
released a series of important documents, which have important implications for the U.S. cybersecurity-related
fields, causing major changes in the U.S. federal government’s cybersecurity landscape. Starting from the
background of the executive order, this paper analyzes its implementation, interprets the important policies and
measures adopted in accordance with it, summarizes the problems existing in its implementation, and finally puts
forward the reference significance to China’s cybersecurity field.
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