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PEMFEFR F1 2050 (F1 Score) AR K (false positive
ratio, FPR ) , *ff 1E ff 19 8% B30 1 4 % A 90 BL B
(true positive, TP) , AT 1# LT 5 =UHA .

.. TP TP
Precision = TP + FP’ Recall = TP + FN’
F1 Score = 2 x Precision X Recall,FPR _ FP

Precision + Recall FP + TN
2 BT B A ONE L AN TR ML LR 5y
FEARINy AR PE RE, LA N 5 A i R e i O v
Kitsune F1 LiMNet FJXf L, Kitsune 1} T —41 [ 3}
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W3 I AT A S 5 DT BT LT B A 8 b LR
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®2 FIRHIES Epettee

Tk Precision Recall FPR F1 Score
Kitsune 0.91 0.96 0.10 0.94
LiMNet 0.95 0.98 0.06 0.97

KNN 0.90 0.91 0.10 0.91

DT 0.97 0.98 0.02 0.97
RF 0.93 0.95 0.07 0.94

N T AR BT X 5 20 R 2 PR S5 )
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ZRIRIE T WU, B 40 A A ) 2% 31 3 R0 B £ A
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Tk Precision Recall FPR F1 Score
Kitsune 0.73 0.94 0.33 0.83
LiMNet 0.82 0.93 0.20 0.87

KNN 0.93 0.95 0.07 0.94

DT 0.97 0.95 0.02 0.96
RF 0.94 0.93 0.05 0.93
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IoT traffic anomaly detection based on header sequence
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Abstract

Existing malicious traffic detection methods based on machine learning ( ML) usually take high-dimensional
traffic features as input and use complex models. In practice, it generates high false alarm rates and has high re-
source consumption. More importantly, the widespread use of encryption protocols makes packet payload features
difficult to access. Fortunately, the network behavior of Internet of Things (IoT) devices is usually regular and pe-
riodic, and the feature is reflected in the sequence of communication packets, each of which describes a network
event to some extent. Based on this, this paper proposes a malicious traffic detection method based on packet head-
er sequences. It converts traffic sequences into network event sequences and computes a set of features ( namely se-
quence, frequency, surge, and seasonality) to describe the network behavior. The experimental environment con-
tains a set of real loT devices, and the proposed method is deployed on a Raspberry Pi simulated gateway. The ex-
perimental results show that the proposed method is able to maintain high accuracy and low false alarm rate in com-
plex network environments and improve the processing rate compared to the state-of-the-art detection methods.

Key words: machine learning (ML) , traffic anomaly detection, network behavior, Internet of Things (1oT)

security, packet header sequence
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