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B AR K 75 BRI 1 I B A TxSZ BRI
AERIXIA] DY, 72 B AL A 17 10422 1 ARl B TXSZ 1%
B TF P BB 23 18], TxSZ BR B B b al LA
TR, SR, TXSZ X211 %123 18] K] 43 b 5 X
S 5 OGS R0 | T A A RS R A7 R 23 5
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TG R M VU R B & & 3T, K U
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ERTTER . ACY T B R P  B B AT L i
B UURIE I YIS A I O XA
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FEHE M 25 A7 7 Wt 2003 1o 38 FH 27 A7, N S FE
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FEMBEZFAEAS . 53O0 B B R e b hE 2 A7 AR
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FEEEH DL 7 A7 A R DR P A% S ] 1 B RA LR 1
I T AR ARM MUAS T /9 50 R D) e i 4 1
P, 78 ARMv7 Y SKEE 185 b 25 X 3 5 2%
PR DT S L HE 25 A7 2% TTBRI, 455 i 29 77 %% TTB-
CR. N A # &t 0 5 1 Sk #21H TTBRI J2& 5 )i .
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S I B O A R (AR A G AR RS AN ] 7 )
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PAZ) 1 808 i T BE 2 Bl B o B AR B P S 1)
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BEVIRARRA B O, AEIZHLH T R AU
TEPAT IR B 3% 38 Vi 7746 4 LS (load/store ) 1517]
AR TS 23 fild AR S, W 4 Fezs . 9 1 il
FR e AL A 5 [ AR ARSI A IE 75 oK, ARM 2
HEANSZ PAN ZY3R (1) LSU (load/store unprivileged ) &
FHEE A DLy ) R R ALY 5O, A PAN BR 25 il
LSU/LS V{74 4 22 5, W 4 B 5 4 B AR 47
B AN e AR R A I, I H R RE Al £ ARSI
ik LSU 982 Vi 1] B RA Bt ; i A W58 3 16] 6] LSU
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FERCTT P BB TG 1 U5 1) e 22 A0 8 T A5 4R DX
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SDIH DU AR A RCR . 24 TCR. HPDs & ) 0
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N TR AR 5 24 TCR. HPDs 8 4y 1 I, fi ik
AR RO EAL IR . 8] 4 LR 008 1], J s
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B 5 PR P2 S AR R ARG A% 0, B 13K 3 R 5]
LA TT, PAZ S BB N SR, T
FHAE FUR TR AL AN IPC (inter-process communi-
cation ) AL L5 B2 72 N AL, HA ) 2R G 1 55 D 4
PR BN AR IR 55 FERE vh ) AL b s Ak
FERRES N AZ TP R AEAZ O R GEIIR 55 1 7Y 0 B AT G
AT ws B BN AZOCHER 7 SR RN B 225
Afm IPC PEREFF £ [R]85

PR P AR
TCR_ELx.TxSZ 16

] RR A AE L 5
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- - - I . —
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J5 58 P LIAR AT Hiu kel A7 B s LT (EL2 T FH 30 Y
fFS2 o MMU IR 45, 1 MMU B0 58 B 12 TLB £3%F
B B BIL 7 A TR B R D) 48 B g T S R
TLB AR A7 T s (i A ASID 4385 A [a] 4 4419 TLB
GATI, LARE S R TLB 2% A7 Wt S5 5 B0 4 1 Bl 5
B, A 1 0 Ja o g e D A Sk 13k GR T TLB
AT, 2 T e A D04 R0 %0 {3l s el — i
AR E IR ASRE R JOBR A, S8 A
A7 ( memory domain ) 5 38 15 7] 4 il 75 47 4% ( do-
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AR 53 5 B B i B A . DACR 2F a1 16 1~ 2
oA B 38, T AR PR R S0 D5 [ AR . 51> oL
FI A 4 R SERY Domain $8, FHRARIC— 1> MU
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fine-grained privilege control for instructions and registers
A survey of hardware-assisted memory isolation mechanisms for ARM

XU Jiali, WU Chenggang, WANG Zhe
(State Key Lab of Processors, Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)
( University of Chinese Academy of Sciences, Beijing 100090 )
Abstract

Memory isolation is an important defense mechanism used to mitigate potential security hazards and improve
the security and robustness of software. The memory isolation mechanism protects data in different components and
restricts the data to be accessed only by code trusted by the components. Although software vulnerabilities cannot
be avoided, memory isolation can effectively isolate and protect sensitive data so that even if there are vulnerabili-
ties in the code, attackers cannot directly steal or tamper with the isolated data. For performance reasons, hard-
ware-assisted memory isolation mechanisms have been widely emphasized, aiming to effectively reduce the extra
overhead of isolation mechanisms to software while providing the same security guarantees. Therefore, the research
focuses on exploiting the potential of hardware to provide efficient, secure and complete support for memory isola-
tion mechanisms. This paper systematically summarizes the research on hardware-assisted memory isolation mecha-
nisms and the actual memory isolation mechanisms used in ARM architecture, and further summarizes their current
research status and application scenarios. Finally, in view of the current security situation and new scenarios faced
by the existing hardware-assisted memory isolation mechanisms, the conception of the future development trend in
this field is proposed.

Key words: hardware-assisted memory isolation, ARM architecture, domain-based isolation, address-based

isolation
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