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2 L= 1{l,,, 0,1 = Modify Index(H)
3 for eachl, e L

4 A, = la,,ay,,a;} = Get Attack(l,)
5. for eacha; € 4,

6 i;, ¢; = katract(a;)

7 P, = {pi.py,opit = Analyze(c))
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— 1156 —

PR AR AL 55 A B P 910 M S E e A Y
Tl B B B 91 5 6 e 8 rp A B — Rl AL, 7T
FL B A AT 95 22 A R £ B Rl AR s 2K
B A A B R BRI S B B A S AR A
55 WE B 2 B B R A A 7 B A ——X Bl
I Bp S 55 N A AN [ R 1 7 B AR A T
{8, XF S A UR H 0 1P 3 15 bR IAE 25 3l
AR 7 B AT W AR TE I 0 3 S AR X R
BRI O E A RS B T A6 T A U 55 ), B2
AT AR TARZRE, 70 Bl BB R TR L S
WNAZZRE (Al CPU B R SCUIREIITE) | SR J5 R
BRIk B4 LR, BB R E— 1
B, MRS B AT TR0 T B i # R A2 A 14 AT
SERCR IR R 7 B, T2 e B 1 B A0 ) 3 e
JERIRAL AR I B BAR SR T S8 iUk I

( sy )

v

| g M LR |
v

| wmmmnre |
¥

| s ROR e |
v

\ (A LTS BIGRSE Pyb |

— v

VEIP: 8.8.8.7 JEIP: 8.8.8.8 JEIP: 8.8.8.9
Payload: XX Payload: XX Payload: XX

A4 Y 4
JEIP: 8.8.8.7 JFIP: 8.8.8.8 JHIP: 8.8.8.9

Payload: AA Payload: AB Payload: AC

— e ==

DPDKJiK/Z#: 1

by

(%ﬁ%%%ﬁﬂﬁ&%ﬁ%i}

1 ETFHSERERMGIREAGRE

R BT R T ML BT
BRAD Y i —— W OO Bl 2 R o
By AR e i IR B A T G
FUBR BRI A [ R XA ol W e P 1) 2% B 77 A 22 5, I
3 G0S R B ) 50 dh B0 T R R D SURR A T AL B, A



FAFTIAE PR TAT AR 14 190 £ $E 37 KA i g 2 W 15

PRSOR CHA E BO I B0 T, TR A [R] N 2 1Y 7 BEAE
Bl A % 1 T DUBR RT3, AR A b i
B A0 ISR 7 A 0 ey S5 A AR A
BIVRT, X ASEAR A T Jay A 5 ) I TR J22 /N T L
R J2 AL S TR] A AR, PR32 3 A8 T DR i vy A
AR B AR T RO

LRSS B A 3 S o A R 2 B
R 36 1 1) R G e 10K Bl 0 A% i = R O R
Ko AR T A R ) K R AR SO TR
Ifii 7T %% 24} DPDK ( Data Plane Development Kit)
SRR ) R 1%, DPDK S22 — N IT IR Y
Bl b AR IT R 5, PR A 2080 WK 9K Sl
TARTERT P S A B Ao 4k B ek B2, B A A ML
5 i P DL B N AR DRI R0 3 RE S B
PERERYR SR IR GHM, TR T 3 S B e 1
A AL R R, 2R 58 U AU R A L
FEANIRAFBAS R TS B 0 58 &, R At AL 3
7 BRI H DPDK Y rte  eth  rx  burst () 2
FUREA B A AR B BB i Hu kS AR AT 9K
J5 H 3 N AE 5 18] (direct memory access, DMA ) $5
1l g AR A il 1 BB 1, 5 AR R Y Rk i
o
2.2.2 TN BB e B

BT I PN A A 1 A 1), AR SR H
P 2 i 7 1) 1 L 5 YA ) ey K8k s S OSSO vk
K T — Bt AU AR D™ i oA 2210 35 AN ) A X0 14
Beh B, A N B s S et i i, e T
B AR A 55 BT, B SR AR v A A ) G B
AT A 3 A B 2 — BB A B N A7 X

FFRA
sip | prp ] -
— > TAEZRFRA Bt AA
Payload:***
‘ HiEf2: AB
Bk ey PR By tln: AD
R BT . AC | AD &=
S BRI AT Bah ekt
BRECA [R1AiE

2 ETHENFHHEREHTERSE

Sl X S S A T AR R e TR R
AR AT 55 05, 4% 2H A0 2 ARl S 4R By ) i
PR DX, T BRI AR Al mP A D 7 B, A ki
ViRl S, EL R SO0 S AR AT B ) —
I A AR nl LA R A SE 8 i, 4ife
TERF RTS8 UG B2 18] Jm 2 sh 3L 248 41, A
WA 16 3T BR800 , AN [) 2 e ST s D A 0 O ) i Bl
B AP eSS, DN IR AT LUK 3 P 25 3 25 A8 AR ) g it
Wik,

% S M 2K AR oA 5T EOR Rk AR
v, P A b e Rt 1) S 0T e i A
PRZEAS I H A8y 530 140 S B, AR SRS A7 it A 50
3= N AE XIS T S IR 4540, 2448 BT ) 1% X
SRR AS FE S AR I B s BT 4R 1) DX I AL 26 137
A F3 A7 K500 PR 5 A T o A B o e ) B
LARMIR AT IR I AT B ity i, (L
A Bl AR RO G B R4 T LASE B
R R PR, BEAE LA ™ A R B 2 170 T4
AR T AL T AN [ A9 Bl e A0, 7 RIE X
Tt A RS PR [R) I — 2R e 1 R 4 A 1

3 AGkit 5 £

FE B3R R B3R b AR SO SR T B R
ARG FATG, HA RS 56 F P 22 B2 Ol
S5 R BRI R AR RS AN 3 R,

P22 52 3T Exyjs HE2RBEIH T &, 8 i
Restful 2 15 R 405 v (90l 55 Ab BEZ HEA 538 1,y
A7 FH P A T Ak P 45 SR T T s e DU 3
(I B SR A TR 28 e o 4 1, T P AT AR
i 1) 245 A0 A ELAAR (1 0 3 5 SR 7 LT | % o 2 A
A R DL R B N A EA T, FATG H44 JEUH
FRECEAE B AE BN S i, P sC B2 R
SRS M W R e T A s R v 1 45 T
G, 5 (R0 P B B B AT Sk A AR AL i
FEIEAT T,

b 55 A 3 A A F I N ek A e A i
Pras 5L F MySQLEK 4 J22 F1 XML SC A4 1 e & A B

— 1157 —



BRI 2024 4E 11 H 4534 3% 4511 4

PR | some | | wwmm | [ || sorew | swme
| wrmemiin | |t
F N R R
' BN : ;
W5 A
# B ] 4&F 1 ] Bl
BT m i
o I N S B g S g o A G
RS ¥ B S -
5 W Gfin | it a
Wit AR —
| QER | | Ekw | | WA | Yk B Sy A7
B (R T S A
[oasees | oo ] [ — IS fe B

E3 INHREEK RS FATG BEZRH

PLALG iy BV ER e S R W B (e DR b TR
BRI SR, A O O P 3L B Z AR i
2 5 i 1 P B RO AT I K A 5 i 98 2 B
B R AEE S A AT G B 1R B S o A R e
A P i A AT 55 RO AT 5 28 1 DL RAR B
A P 45 R MDD 25 M 4 5 X 3 oK A7
W, TEPRAT IR A AT 55 I ol 554 BRUZE A8 A 7
SRR A A A A 5 B R A P 1) R P e 2 )
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THAFK SRR 2 W 5E SR WA X 3, A g5t
IP MY AIFRIR, TCP ,

- - ey . ,TCP. ,
LOIC TCP/UDP/HTTP iZ it R A BRI 2 UDP YL i 11 BEHLA 1
R e o C TS, L 2 T S v AN T LT
ping A s 7 By 345 : S R

TR B 5
: IP DM ARIR, TCP  UDP HHL .

[35] NP =N N ft PV 23 ’ N
MHDDoS B 56 R R AZFAE BN B L1 2 AR 4 FEALA: A
Roven oy P (LR AR IR PR T U

avenm=ior V5B i 3 i G S IS B 1B B A
o REMUEEEEA TR SR R B R
NI ) /=N
Metsploit ™ el R FABITT 4 RS TRI  BHER
o - (1 LAY X SR I R

o OMENGH (AL R U g B BIRBBEWONSTE

rasen JEUHILRA s 3 i TR 4y FOHHR R4y
_— SRS B R A KIRUHLE A TR BHLE R
FATG B 33 000 AR R TR o

RS HEANTR) T B AR s O O PERE R B, AR
SCAERE 2 PR RE R 251 T 236805 T iR T A,
AU St B AT i A TR B R AR A
Al A TR SR i e R B AR 25 57, LA
[7] 5 ¥ %1 4= ( synchronize sequence numbers, SYN)
Z WEIE BT UDP 32 Bt Xt A 2 AN 5 kAT
SEE, 3 AN E — 5 R 55 A A O B e A
T I AL K tepdump GE T3 & 1 AR BGHE
R, 38T & T RIBGE A SR e T4
ROATLUE R FATG 15 2 N5 MR B AL, 3R
di e ] DLIA B AR A R A 1800 7S Tt Bt
£, Bk T A T R MR I i R RE L B

x2 REHEHRE

CPU Intel (R) Core(TM) i7-6700 CPU@ 3.40 GHz

WA 16 GB
ERS Mellanox MT27800[ ConnectX-5 |
BIERS Ubuntu 16. 04

*3 EIAWERELENER/ THEESSY

TRAE SYN izt Wi UDP izt i

LOIC / 436.8
Hping3 352.3 380.8
MHDDoS / 38.0
Raven-Storm / 133.9
Metasploit 2.9 /
Trafgen 5280.9 5956.6
FATG 18 115.6 18249.4

R[] 2 Y T HL I R e MERE X LL U B, FATG 7
SCReRY T 28 T i R TR N A
R LA i 1 A GHR Oy T R A 2R
B IHEARL T A A AL T,
4.2 WHEITABRREIE

HEAIE FATG REBSATILUA [ (Y N 45 Mo 4724
ARICHEH T K 4 PR E FATG SSHbL 34 R4
(domain name system, DNS) il 55 #% B2 480 HH P IR 55

— 1159 —



BRI 2024 4E 11 H 4534 3% 4511 4

i 2E Y JR P S A N 3 o P 2 e AR R PR
e AT y——w 1 1 Bk R4 246 i 55 25 ok D3k
FATG (ORISR . FATG [ DNS IR 5 % & %
Yoy i BRI R 25 Tty DNS I 55 25V S 9 5 4
BRSO R Mo i T IR B2 Ge o AT, AL
PS5 4R it 5 DNS IR 55 % 1E & 095 K N & 28 B
WD LI 44 b AR 55 3B A TG DL

[
| &b FATG PEIAL
b TRy T Qe !
. |
I Wi I :
! : i : :
! DO o !
| s W2 |
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' !
| |

DNS k%54

B4 BEHETARIMR R IE S

4.2.1 Yl A H B AL

AZHE 25 B AR R A T BEAPAE I A
A T ZEAE AL T ) FH 2 o X R 14 & 1A T I
A5 DL DNS 30 A% 3% U 1 4y 491 35 31F. FATG %o Jf 117l 1)
FHBCE M BRCR TR 9 538 . 4 DNS ik 55
i C AN 24 A P P ) e A 1k Ty AR A
EREA LSk, BN K TS F Sl FATG fig
Az AL E R TR AT I 44 1) DNS axfr 352K, #830 DNS
IR 55 i b2 A A T A AT AR, i R A A TR
WAL, M FATG Az s A% 8 e 7 A1) FH 2t
Tt &% % DNS k55 4%, TEIR S5 EAEIC 28 |
R T A . XA R = Y AT s R AN 5
JEoR, b5 ZeHEAR PR IX I8 FATG A B i) e i 254

W @ ;e w0
T ] =Tis=eaan

10.000000 10.21.5.98  10.21.5.87 TCP 7440779 -+ 53 [SYN] Seq=0 Win=29200 Len=0 MSS=i—
r 20.000119  10.21.5.87  10.21.5.98  TCP 7453 » 48779 [SYN, ACK] Seq=0 Ack=1 Win=65160
30.000291 10.21.5.98  10.21.5.87 TCP__ 6640779 » 53 [ACK] Seq=1 Ack=1 Win=29312 Len=t
+ 40.000319 10.21.5.98  10.21.5.87 106 Standard query @x7a64 AXFR ict.ac.cn OPT |5
50.000398 10.21.5.87  10.21.5.98 |TCP 6653 » 48779 [ACK] Seq=1 Ack=41 Win=65152 Lel
60.000945 10.21.5.87  10.21.5.98 398 Standard query response @x7a64 AXFR ict.ac.
70.001077 10.21.5.98  10.21.5.87 ' eq=41 Ack= in= (i
| 80.001332 10.21.5.98  10.21.5.87 TCP 6648779 » 53 [FIN, ACK] Seq=41 Ack=333 Win=30:
90.001581 10.21.5.87  10.21.5.98  TCP 6653 = 40779 [FIN, ACK] Seq=333 Ack=42 Win=65:
100.001728 10.21.5.98  10.21.5.87 TCP 66408779 » 53 [ACK] Seq=42 Ack=334 Win=30336 Lg

Answers 00 @b ab f0 fa @a 8c ec 4b 92 bf °
ict.ac.cn: type SOA, class IN, mname ns.ict.ac.cn 01 89 b2 3 40 00 3f @6 69 59 0a
ict.ac.cn: type NS, class IN, ns nsl.ict.ac.cn 05 62 00 35 9f 4b Se e6 b8 31 dS
ict.ac.cn: type NS, class IN, ns ns2.ict.ac.cn 01 fd 20 55 00 00 01 01 08 0a 0a
admin.ict.ac.cn: type A, class IN, addr 10.1.1.4 b7 68 01 4a 7a 64 84 00 00 01 00
cdn.ict.ac.cn: type A, class IN, addr 10.1.1.2
ftp.ict.ac.cn: type A, class IN, addr 10.1.1.1

93 69 63 74 02 61 63 02 63 6e 00
@c 00 06 00 01 00 00 Qe 10 00 le
02 73 61 C@ Oc @0 00 60 01 00 00
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£ R0 DNS Ik 55 #i B L2 B A1, T 7 ZAEFR R X 5
R E A Answers” HB 43 (1 ELAAR PN 2%, BT LU H
TEARIMIE FATG S0y BUTE LT DNS iR 55 a4 W 2% 1
SRR AT R, UL AR AR X I ] - 56
WE T FATG BRI R A e A7 o A vk
4.2.2  fH4a)ik 55 YR

AR X ) AL ) H A & ke 8 il 55 1
TR WA M F Bz — i M 45 3
I E AN, HRAIE FATG X464 il 55 2
170 WA BOR | A SCHE il FATG A B R AR 1Y
DNS £ i) &, i FE S DNS IR 55 2% 5931530 K ko 2%
PRI A AT IR S5 . Mok i AE NS I
95 TP Mkl \DNS #5 i) R 2 F DNS £r iyl 44 3 4>
FEANSA AU X P B RO ; Bt
LA 100 T3 R AR PR N 0 FF IR AR WG
R P 55 25 0 57 WS [R5 3R 2R Sl 44 T
IR 45 1] R | Bk 1) DNS IR 45 28 A5 1A) 100 253844
Xof LA TP stttk | AR5 3 ] 4485 SR 35S 25 figt B 4
SR B BRI AR AT ) %

R4 Il 55 B AT AU 4R )5 , 76 DNS IR 55 4%
RS R RTINS . B 6 Rl LA
B S5 Ui T HA AR 1P Mkl DNS 2 ififnif
TS IR 44 (2 A PR X 3 ) 1) e 50 £, 1A
FATG SCH7AE N 25 sh A8 28 A 1Y B it &, RE 6% L
S A AL 4 IR 55 Bk AT R o

MO BBV WG B0 SEA BT WEY ESW TAD 8000
@ RE R =Tiz=aaan

~ 720.000025 [10.21.5.1
740.000039 [10.21.5.2
76 0.000047 [10.21.5.3
790.000055 [10.21.5.4
810.000069 [10.21.5.5
830.000077 [10.21.5.6 10.21.5.87 DNS 70 Standar
850.000085 [10.21.5.7 10.21.5.87 DNS 71 Standar
870.000099 [10.21.5.8 10.21.5.87 DNS 70 Standar
890.000107 [10.21.5.9 10.21.5.87 DNS 71 Standar
910.000115 [10.21.5.10 | 10.21.5.87 DONS  71Standard

10.21.5.87 DNS  7@Standard query Px1187 A pkhrhj.com
10.21.5.87 DNS 71 Standard query [px21d9 A rveuqch.com
10.21.5.87 DNS 70 Standard query Px15a6 A idmneh.com
10.21.5.87 DNS  71Standard query [ox@13a A yoafyn.info
10.21.5.87 DNS 71 Standard query Px1268 A wykosev.com
d query [px2dc7 A pkhrhj.com
d query [pxcfc A rveuqch.com
d query [px20cc A idmneh.com
d query [px17eb A yoafyn.info
Y,

qf
q
q
q
q
q
q
q
q
q Px0f28 A wykosev.com

el
el

uer

uer

- Domain Name System (query) 0000 92 bf 44 be ef 04 00 00 00 08 00 45 00
Transaction ID: @x1187 90 38 12 35 00 00 ff 11 8a fe @a 15 @5 01 @a 15
Flags: @x0100 Standard query 05 57 3a 62 00 35 00 24 75 4f 11 87 01 00 €0 01
Questions: 1 ©0 00 60 00 00 00 06 70 6b 68 72 68 6a 03 63 6f
An RRs: @ 6d 00 60 01 00 o1

Authority RRs: @
Additional RRs: @

6 DNS EfiEEREBUERENTER

PRADUPH 7 M 55 05 Xob S 424 gt AT I 55 110 M0 45 2R
K7 fros e e G i RS (B A 0)
DNS I 55 #i sk 44 Ak A i 55 - Y A A 6 SE 2 0. 64 ms,
P UKD 0, F-E R YR 100% , 35
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A method of generating large-scale attack traffic in Cyber

ranges based on behavioral features

WANG Mengyu” ™, ZHU Shuyong”, ZHANG Yujun ™~

( " Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)

( ™ University of Chinese Academy of Sciences, Beijing 100049 )
Abstract

Cyber range serves as an important infrastructure for conducting network security research as well as offensive

and defensive adversarial exercises. Generating attack traffic is the main component of simulating complex behaviors

in Cyber ranges. Existing attack traffic generation methods suffer from limitations in terms of attack types, genera-

tion rates, and traffic content, making it challenging to meet the requirements of Cyber ranges. To address these

problems, this article proposes a method of generating large-scale attack traffic in Cyber ranges based on behavioral

features. It constructs attack models with action sequences and key payloads, and efficiently generates large-scale

traffic with variable content through the process of dynamically filling packets’ templates. On this basis, a fast and

flexible attack traffic generator (FATG) is implemented. The experimental results show that FATG has advantages

in attack types, scalability, flexibility of traffic content and generation rate compared to existing other attack tools.

It can effectively simulate various types of attacks, such as vulnerability exploitation and denial of service, to sup-

port security testing of diverse target devices in Cyber ranges.

Key words: Cyber range, attack simulation, behavioral feature, traffic generation
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