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BURmE ) 2R E T O R Th A s VSR Y
ViRl RE ST, s A7 i B AL BR A Akl . R 4 A 5 1)
FEHIBLE L 2406 R T e e T ),
AR A AEAE DS [ TR o R D R0 42 ) s ) 52 390
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DRE 5] 2 s  ( broken function level au-
thorization, BFLA) & Web I F 2 % & 7843 K6 25
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BRI, Bt 5 BB 8 ML 5 [R) A I 32 f 47 1Y
FEIR I RE S G IR OB BT IR, BFLA Y i) 7 Fe B
) OWASP L % /5 # 11 (application programming
interface, API) 224 X5 L rh HEA 56 5 AR
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PROVECHT L OUE R . (H i T BO RS 7E S i/
X ARAE T ORI A A, Doy e AR Huhk )= | BE
AR T 1 B 03 5 i D7 [ N RE , 58 UBAERAE
N TSI, JT R N BUIESS 2 AT IR @
RequiresPermissions FRif#RAEE AR
1.2.2 xR F5 R il
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thorization, BOLA) , 8 FR 11 A 22 42 Y ELAE X 525
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FHANER AT AR (R 22 28 5 | BT RN R M7 A A AT
1, ZEBARIET Web APL iR HIo, IR 55 3t
[Fa Py 6} G380 MM T 1B i oK 28507, BOLA I i
AR S R T80 B UEARAE R 1 AT AR A E 4L
PR G AAL R, S i n] Uil i IR S
HAEVT R RAE BT B E iR 85 . BOLA
U 5 T OWASP APL 224 KUK B i 1

P 1(b) BOACHS T T MR T 48 52 B0 X 42
U AR 2 P L REMER R T A 2 r%dE i
TESEI D AR B0 B0 UE SR AR & 2 15 HA M R
T E X GIIALIR . PRt, Mok 7 T DA 48 0 K
SR T AR AR A “id” (identity ) A, 52 30N BR
Alg THAVEZ A P EdE & 0, o T2 %
7, JT RN RAEE 6 ATiR I A 454 AR DR 4
VEEE X G ROALBR G 12
1.2.3 XFGRJE G5 R il i

BUACHRAFRE SR SO VRS R0 2535 5R S0 1 P A 240
A R RS R AT [ Bk, SR, IF AR R —4
XF G I AT J PR A AR [ ) D T AR o X 5 s
2%1J5 7] I 1 ( broken object property level authoriza-
tion, BOPLA ) i [ A< 1 Aff A A Xof 52 Ja 1 A A R
FEAHAL AT R BOPLA TR ¥5 K 2 A i —
1 Z B B 7% (excessive data exposure ) , 1 U124
Wi 17 PP & i 1 ek 22 R N T A MR ) 2%
AR AR IO R R A B (E (mass as-
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signment ) , BIUNSCGE @RS EUE S T stmih IFRCATESIREMUS LIERR AL,

BU G P IV EE iRl

AR B PEE . X 26T TR /E OWASP APL L)k E e , 18 i B BOm K i B 250, e iR 55 e ek
B e S 3 A TR RMATIRIE, N TEZRR , T &N 5

K1 () AZIRER SR P T S5 8, b 7E38 10 AT st A it i, DL i L m A 2
M2 IR PEAE ] - i B R, AR XA BN IE L,

1 @PostMapping("/member/update")

2 + @RequiresPermissions("PROJECT_USER:READ+EDIT")

3 public void updateMember(@RequestBody WorkspaceMemberDTO memberDTO) {
4 projectService.updateMember(memberDTO); }

(a) ThREZK VT A1 45 YRR S48 : CVE-2023-35937

1 @eleteMapping("/consume/delete/{id}")

2 public Response<Boolean> delete(@Pathvariable(name = "id") Integer id) {

3 return Response.success(consumeService.delete(id, LoginUserUtils.getLoginUser().getName()));}
4

5

public Boolean delete(Integer id, String currentUser) {
InlongConsumeEntity entity = consumeMapper.selectById(id);

6+ userService.checkUser(entity.getInCharges(), currentUser, "...");
7 deleteInDB(entity);
8 return true ;}

(b) M ZF s SRR SE#] . CVE-2023-31453

@PostMapping(value = "/node/update")
public Response<Boolean> update(@RequestBody DataNodeRequest request) {

1
2
3
4 public Boolean update(DataNodeRequest request, String operator) {

5 DataNodeEntity curEntity = dataNodeMapper.selectById(request. getId()),
6 userService.checkUser(curkEntity.getInCharges(), operator, "... ");

7 // check whether modify unmodifiable parameters

8 Preconditions.expectEquals(curEntity.getType(), request.getType(), ...); //check type
9

Preconditions.expectEquals(curEntity.getVersion(), request.getVersion(), ...
10+ Preconditions.expectEquals(curEntity.getName(), request.getName(), ...); //check name

11 updateInDB(curEntity, request, operator);
12 return true;}

return Response.success(dataNodeService.update(request, LoginUserUtils.getLoginUser().getName()));}

); //check version

(c) X B BT R4 IR SE#: CVE-2023-31206

1 =Fif )42 il i iR 32 6
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ASE (Automated Software Engineering) \ICSE ( Interna-
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( Object-Oriented Programming Systems, Languages,
and Applications ) , CCS ( Computer and Communica-
tions Security ) Fll USENIX Security 5 ,
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ST & B BEA R 6 HAt SO e st vh SR T
P2 AU 940, SCRR [ 29-31 ] S FH B9 OpenAPI
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A survey of Web application access control vulnerability detection

MENG Haining, LU Jie, LI Haofeng, HUANG Yongheng, CAO Liqing, LI Lian
(State Key Laboratory of Processors, Institute of Computing Technology,
Chinese Academy of Sciences, Beijing 100190)
( University of Chinese Academy of Sciences, Beijing 100049 )
Abstract

Access control plays an important role in maintaining the security of Web applications. However, insecure ac-
cess control has become one of the biggest threats to Web application security. To protect the security of Web appli-
cations, it is crucial to detect and report access control vulnerabilities at an early stage. To provide security re-
searchers and program developers with a deeper understanding of Web application access control vulnerabilities and
existing detection technologies, this article systematically summarizes the relevant work in this field, explains the
basic concepts and characteristics of access control vulnerabilities, and explains the main steps and core ideas for
detecting access control vulnerabilities. In addition, this paper analyzes and discusses in detail the vulnerability de-
tection capabilities in existing work for three types of high-risk access control vulnerabilities at the function, object,
and object attribute levels. Finally, the development of Web application access control vulnerability detection tech-
nology is summarized and the future research directions are given.

Key words: Web application, access control, access control vulnerabilities, vulnerability detection, unau-

thorized access, software flaw detection
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