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Measurement and analysis of egress DNS resolvers

based on top-level domain resolution log

He Zheng " , Zhang Cuiling” , Wu Wenhao ™ , Li Shuailiang* , Zhang Heng"
(¥ China Internet Network Information Center, Beijing 100070 )

( ™ Institute of Computing Technology, Chinese Academy of Sciences, Beijing 100190)
Abstract

Domain name system ( DNS) undertakes the key task of resolving domain names into computer recognizable 1P

addresses in Internet communication, and is the first step for users to access Internet resources. By analyzing DNS

query behavior of Internet users, network managers can discover features of network usage patterns, identify poten-

tial security threats, and optimize network resource allocation. From the . CN top-level domain point of view, this

paper systematically measures and analyzes the query behavior and features of over 400 000 IP addresses recorded

in resolution log, and summarizes the geographic distribution of query behavior and the autonomous system distribu-

tion trend of recursive servers. And a method to process and analyze the query domain name based on the domain

name feature vector is proposed, which is used to mine DNS queries. The results reveal the type and functional fea-

tures of recursive servers from the perspective of query domain name, and provide supports for understanding DNS

query behavior and optimizing management of Internet resources.

Key words: domain name system ( DNS), authoritative DNS server, recursive DNS server, feature vector,

clustering

386 —



