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Intrusion detection based on parallel optimization and fuzzy clustering

Fu Jindi*, Liu Xiaojie™ , Song Changxin ™
( " Keyi College, Zhejiang Sci-Tech University, Shaoxing 312369)
( ™ School of Aartificial Intelligence Applications, Shanghai Urban Construction Vocational College, Shanghai 201415)
Abstract

This paper proposes an intrusion detection framework for sensor-cloud environments that integrates parallel dis-
crete optimization with machine learning to enhance system security. Firstly, an optimal feature evaluation criterion
is established, and a parallel discrete optimization-based feature extraction system is developed to reduce dimen-
sionality and improve feature stability. Secondly, an intelligent iterative evolutionary strategy with global conver-
gence is incorporated to efficiently obtain the optimal feature subset. Finally, a self-adaptive distributed fuzzy clus-
tering method is employed to analyze the extracted features, automatically determining the number of clusters and
alleviating local optima, thereby enabling accurate intrusion detection. Experimental results show that the proposed
method achieves higher detection accuracy, a lower missed detection rate, and stable performance in noisy environ-
ments, demonstrating its strong robustness.

Key words: sensor cloud security, intelligent intrusion detection, parallel feature selection, discrete optimiza-
tion, adaptive fuzzy clustering
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